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SUBJECT: 

• "., ~ ..... " ••• ..~. --•• < .- •• :.. •••••• 

1 December' 1976 

Deputy O'j rectol" of Centl~i.l·1 Inte'I'!'igcrlCe 

John H. \-1(111 er 
Inspector General 

Oswald Documents -- Action Taken 

H c C~ l'\l . 0_,," / ..... \1 
-----____ .... ___ J 

. '3'" I -77- 0020 I ~ 

1. Attached herewith is an edited version of the memorandum 
on Kess'!er ' s article in the viashi . .0_Stoii __ ~osJ~ fon'larded to you on 
27 November 1976. 

2. In an effort to obtain all the information that is avail­
able on this ma.tter, the Office"of Security, at the behest of th'e 
Inspector' GE.:·nel~al, has. ·init·iu.ted C!. fonnal securHy investigation 
into the reported leaks. This is to be confined to an analysis of / 
!\gency fi 1 es' and records arid to present and fanner Agency ernpl oyees, 
'inc'luding the t':"unsldtOl~ formerly ass·jgnecl to the ;,1e;{'ico City Sta­
bon, the tYrdst at the Stat'ion at trl('lt tiinc and t~r, DCl.vid Phill·ips. 
They state that it is· virtually impossible to estimate the length of 
t-ime "it ':rill tak(C' to conduct these invest·jgat"ions. 

3. The Office of the General Counsel has been engaged since 
April 1976 in pefusing the Oswald 201 files, page by page, for 
FOrA pUl'poses. It is 'estimated that 7'5 perCE:nt of that material 
contcl"ining Jl,gency inFormation \'rill be sanit"ized, if needed, and 
declassified by mid-December 1976. The iilformation relating to 
.telephone tups in Hexico City, hOl'JCvC?I',has been deleted.' The 
OS~'IC1.ld 20"1 files consist of n 1/2 safe dl~(l\l!el'S of material. 
Oth:,~]-~ fi"les vrith poss'jble relevan"e to the assass'jnlltion of Pres'j­
dent Ke,lri2dy 'include the follO\,/in~l: 12 safe: dravlers of Cubi'lri Opera­
tions I1nteriCll that 'is be'lng reviewed in connect'ion \",Iith the 
Sdnvei ker l~epol~t; 2 1 I?. :;irre drcl\'Jei"S of nil\te~"i 31' in the Offi ce of 
SecL(l~'ity;val'y-jng iHllounts of teL·lted matET'ial 'in the i":ex'ico City 
Station files; soft files; Rocca files; cllsle files; OGe files 
(I n d DC I f"i 1 (J S • 

[2 Ji"ifJ!JET )885 3 

Page 2: 



./ 

NW 

4. The Inspector Gen(~ri:11 has also l'ccommencted that the Hexico 
Branch of [P, Di v-j s -j on send a cable to the jllex -j co St.at -j on i nquh'i no 
as to what records may still be there relating -to the period of ~ 
Oswald's v-i:-;-jt to Hex-icc and aften'lards, As of this date, vie have 
not located the OJ'; g'j nell trans cri pts of the te lc'rhone intercepts of 
Oswald's 1953 telephone conversations in Mexico City. We are hoping 
thC1t the present intensive seal'ch vril'l Linearth them. 

5. The kinds of information cUlTently being deleted by the Of­
fice of General Counsel from Oswald documents under Freedom of Infor­
mation ~re as follows: 

a. Information confirming the existence of an Agency 
station in -(~ named city (countr'y) abroad. 

b. Crypton:;ms and pseUdonyms. 

c. Identiti2s of 1~gency staff employees. 

d. Identities of agents (forei~n intelligence sources). 

e. _ Revelations concerning the Agency'~ use of identf­
f"iable operat-ional tactics, techniques or- equ-ipment. 

f. Confirmation of the existence of liaison agreements 
or working relationships with identified or identifiable 
foreign intelligence and security -services. 

g. Revelat-ion of information' n:~ceived from fOI~eign 
liaison services; obtained under agreement~ that committed 
the AgE:ncy to protect the facts of the liaison an'angements 
and any -information rece-ived under--it, to protection against 
unauthorized disclosure, 

h, In a number of instances the kind of -jnformation 
cited above, if subject to publ"ic d"isclosun:~, \'wl!ld still 
(thirteen years later) have a damaging effect on U.S. 
fOl~e-i9n affah-s, nat-ional secur-ity -interests and/o)' 
intelligence operations and classification is still 
j ust-j fi ab 1 e under Exe.cuti vo. Ol~der 1-1652. 
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'i. ldent"it-ies of J.igcnc:y cOn1poncnt~; and 'intel'(lol 
Agency filing instructions. 

j.' Informati on conc(~n1"ing acti vi ti '2S or behavi Ol~ 
patterns of people not even incidentally involved in 
the assass i nati onl'/hose personal pr; vCicyvIOu1 d be un­
justifiab'ly 'invaded shou-Id the information be relea,secl. 

k. Identities of U.S. law enforcement officials. 

6. I cannot guarantee that the aGe sterilizations, following 
gui de 1 i nes descr-i bed in the att0.checl memorandum, (1)'e gener~a lly as 
minimal as you may want. As you can see, this process h~s been 
going on since last Apr'n, thus "it \I/ould be a major under'taking to 
begin allover again. I will look further 'into this, but if yo~ 
ultimately conclude that there should be a different standard for 
FOIA releases on thi s subj.ect than on others, \'Ie may h2'1e a ve\'j 
large job ahead Of us. DOD, aGe and the FOIA office should be 
heard from. 

7. With regard to the Sprague investigation, our intention 
would be to let Sprague or his investigators have generally un­
fettered aCCf:;SS to our re"levant files here in this build"jng. Those 
documents he wishes tb take out would be given a minimal steriliza­
tion. Those documents which he wishes to have taken out and declas­
sified would be ster~lized for that purpose. ,1 anticipate that "the 
problems will occur as we disagree over what may be declassified. 
Hi s i hsti ncts \'li 11 be ,to I'Jarit to put as much as poss i b 1 e in the 
public domain. But,we will have to face those bridges when we 
come to them. Much will depend upon the kind of agreement OLe 
l,-,i11 be able to negotiate in advance on secul~ity matter's. 

cc: nee VJ/cl1:t 
OLe I'll aU 
Assistant to OOCI wiatt 
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John H. I'ial"!er 




