U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
June 24, 2024

MR. JOHN R. GREENEWALD JR.
SUITE 1203

27305 WEST LIVE OAK ROAD
CASTAIC, CA 91384

FOIPA Request No.: 1408601-001
Subject: Carnivore

Dear Mr. Greenewald:

The FBI has completed its review of records subject to the Freedom of Information/Privacy Acts (FOIPA)
that are responsive to your request. The enclosed documents were reviewed under the FOIPA, Title 5, United
States Code, Section 552/552a. Below you will find check boxes under the appropriate statute headings which
indicate the types of exemptions asserted to protect information which is exempt from disclosure. The appropriate
exemptions are noted on the enclosed pages next to redacted information. In addition, a deleted page information
sheet was inserted to indicate where pages were withheld entirely and identify which exemptions were applied. The
checked exemption boxes used to withhold information are further explained in the enclosed Explanation of
Exemptions.

Section 552 Section 552a
[ (b)(1) [ (b)T)A) [ (d)5)
[ (b)2) [ (b)(7)(B) [ 302
[ (b)) v (b)(7)(C) [ (k)(1)
¥ (b)(7)(D) [ (k)(2)
¥ (b)7)E) [ (k)3)
[ (b)(7)(F) [ (k)(4)
[ (b)(4) [ (b)®8) [ (k)(5)
[ (b)5) [ (b)9) [ (k)(6)
¥ (b)(6) [ (k)(T)

508 pages were reviewed and 490 pages are being released.

Please see the paragraphs below for relevant information specific to your request as well as the enclosed
FBI FOIPA Addendum for standard responses applicable to all requests.

Based on the information you provided, we conducted a main and reference entity record search of the
Central Records System (CRS) per our standard search policy. For more information about records searches and the
standard search policy, see the enclosed FBI FOIPA Addendum General Information Section.

This is the first interim release of information responsive to your FOIPA request. This material is being
provided to you at no charge.

Enclosed are cross-references that are identifiable with the subject of your request. Cross-references are
defined as mentions of the subject of your request in files to other individuals, organizations, events, or activities. In
processing the cross-references, the pages considered for possible release included only those documents that
mention the subject of your request. Documents were not considered for processing if no information about your
subject was in the body of the document.



Duplicate copies of the same document were not processed.

Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to your
request. “Part 1” of the Addendum includes standard responses that apply to all requests. “Part 2” includes
additional standard responses that apply to all requests for records about yourself or any third party individuals.
“Part 3” includes general information about FBI records that you may find useful. Also enclosed is our Explanation
of Exemptions.

Additional information about the FOIPA can be found at www.fbi.gov/foia. Should you have questions
regarding your request, please feel free to contact foipaquestions@fbi.gov. Please reference the FOIPA Request
number listed above in all correspondence concerning your request.

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this request,
you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an appeal through
OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website:
https://www.justice.gov/oip/submit-and-track-request-or-appeal. Your appeal must be postmarked or electronically
transmitted within ninety (90) days of the date of my response to your request. If you submit your appeal by mail,
both the letter and the envelope should be clearly marked "Freedom of Information Act Appeal." Please cite the
FOIPA Request Number assigned to your request so it may be easily identified.

You may seek dispute resolution services by emailing the FBI's FOIA Public Liaison at
foipaquestions@fbi.gov. The subject heading should clearly state “Dispute Resolution Services.” Please also cite
the FOIPA Request Number assigned to your request so it may be easily identified. You may also contact the Office
of Government Information Services (OGIS). The contact information for OGIS is as follows: Office of Government
Information Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park,
Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile
at 202-741-5769.

Sincerely,

Michael G. Seidel

Section Chief

Record/Information Dissemination Section
Information Management Division

Enclosures


file:///C:/Users/dajohnston/AppData/Local/Temp/Letters/www.fbi.gov/foia
file:///C:/Users/dajohnston/AppData/Local/Temp/Letters/foipaquestions@fbi.gov
https://www.justice.gov/oip/submit-and-track-request-or-appeal
mailto:foipaquestions@fbi.gov

FBI FOIPA Addendum

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA Addendum
provides information applicable to your request. Part 1 of the Addendum includes standard responses that apply to all requests.
Part 2 includes standard responses that apply to requests for records about individuals to the extent your request seeks the listed

information.

Part 3 includes general information about FBI records, searches, and programs.

Part 1: The standard responses below apply to all requests:

()

(ii)

5 U.S.C. § 552(c). Congress excluded three categories of law enforcement and national security records from the
requirements of the FOIPA [5 U.S.C. § 552(c)]. FBI responses are limited to those records subject to the requirements of the
FOIPA. Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia website.

Intelligence Records. To the extent your request seeks records of intelligence sources, methods, or activities, the FBI can
neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to requests for
records about individuals, PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(1), (b)(3), and (j)(2)]. The mere acknowledgment of
the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption (b)(1) and/or would reveal
intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC § 3024(i)(1)]. This is a standard response
and should not be read to indicate that any such records do or do not exist.

Part 2: The standard responses below apply to all requests for records on individuals:

(i)

(ii)

(iii)

Requests for Records about any Individual—Watch Lists. The FBI can neither confirm nor deny the existence of any
individual’'s name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a
(b)(7)(E), ())(2)]. This is a standard response and should not be read to indicate that watch list records do or do not exist.

Requests for Records about any Individual—Witness Security Program Records. The FBI can neither confirm nor deny
the existence of records which could identify any participant in the Witness Security Program pursuant to FOIA exemption
(b)(3) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)]. This is a standard response and
should not be read to indicate that such records do or do not exist.

Requests for Confidential Informant Records. The FBI can neither confirm nor deny the existence of confidential

informant records pursuant to FOIA exemptions (b)(7)(D), (b)(7)(E), and (b)(7)(F) [5 U.S.C.§ § 552 (b)(7)(D), (b)(7)(E), and
(b)(7)(F)] and Privacy Act exemption (j)(2) [5 U.S.C.§ 552a (j)(2)]. The mere acknowledgment of the existence or nonexistence of
such records would reveal confidential informant identities and information, expose law enforcement techniques, and endanger
the life or physical safety of individuals. This is a standard response and should not be read to indicate that such records do or do
not exist.

Part 3: General Information:

()

(ii)

(iii)

(iv)

Record Searches and Standard Search Policy. The Record/Information Dissemination Section (RIDS) searches for
reasonably described records by searching systems, such as the Central Records System (CRS), or locations where responsive
records would reasonably be found. The CRS is an extensive system of records consisting of applicant, investigative,
intelligence, personnel, administrative, and general files compiled by the FBI per its law enforcement, intelligence, and
administrative functions. The CRS spans the entire FBI organization, comprising records of FBI Headquarters, FBI Field Offices,
and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance (ELSUR) records are included in the CRS. The
standard search policy is a search for main entity records in the CRS. Unless specifically requested, a standard search does not
include a search for reference entity records, administrative records of previous FOIPA requests, or civil litigation files.

a. Main Entity Records — created for individuals or non-individuals who are the subjects or the focus of
an investigation

b. Reference Entity Records- created for individuals or non-individuals who are associated with a case
but are not known subjects or the focus of an investigation

FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of this dual
mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on every
person, subject, or entity.

Foreseeable Harm Standard. As amended in 2016, the Freedom of Information Act provides that a federal agency may
withhold responsive records only if: (1) the agency reasonably foresees that disclosure would harm an interest protected by one
of the nine exemptions that FOIA enumerates, or (2) disclosure is prohibited by law (5 United States Code, Section
552(a)(8)(A)(i)). The FBI considers this foreseeable harm standard in the processing of its requests.

Requests for Criminal History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division
provides Identity History Summary Checks — often referred to as a criminal history record or rap sheet. These criminal history
records are not the same as material in an investigative “FBlI file.” An Identity History Summary Check is a listing of
information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, federal employment,
naturalization, or military service. For a fee, individuals can request a copy of their Identity History Summary Check. Forms
and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-checks. Additionally, requests can be
submitted electronically at www.edo.cjis.gov. For additional information, please contact CJIS directly at (304) 625-5590.
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http://www.fbi.gov/about-us/cjis/identity-history-summary-checks
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information (A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who
furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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“Caging Carnivore"
San Francisco Examiner, Al4, 8/29/00, San Francisco

“’) more men plead guilty to beating death"
Belleville Ney vs-Democrat .Al, 8/12/00,.Springfield

"FBI probes officer's dispute at tire shop"
Belleville News-Democrat, Al, 8/5/00, Sprm Crﬁeld

"3 drug unit officers sentenced to prison" . . .
Tampa Tribune, Al, 8/15/00, Tampa”

"Lawyers seeking new trial for Blackthorne"
St. Petersburg Times, Al, 8/15/00, Tampa
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ring 2t Friday night’s football game
who was mad at whom. He knew
s sister’s name, even though she in-
ts she never told him. More curious
:n aitaid, the students kept E-mailing
mold even after he started making
reats. In all, authorities say, Hunold
rresponded with 40 of the town’s 215
:hth graders.

Huonold’s Jawyer, Steven Wolcott, is
eparing a technical defense. Laws on

e books at the time of the offense are.

gue, he says, and they don’t cover
.mes committed with a computer. In
e meantime; Townsend is preparing
¢ a new school year having learned a
1d lesson. Not monitoring kids’ use of
e Internet, says the Rev. Kevin Patter-
n of the Fir§t Baptist Church of West
wnsend, “iIs like dropping them off
thevorst part of the city in the mid-

vieoStoteenage

dle of a gang war and saying, ‘I'll pick you
up later.’” -ToniLocy - :

ADOPTION FRAUD
The cruelest con

n Sunday, June 25, John and Terri

Nakai gave thankful prayers in their

Littleton, Colo., church. The woman
who had broken their hearts had plead-
ed guilty that week. That left one last
painful task: telling the sentencing judge
how badly Sonya Furlow had, as John put
it, “messed up our lives.”

The Nakais, who had two biological chil-
dren, had been waiting a year with a local
adoption agency when a fellow subscriber
to America Online E-mailed them. A self-
styled Philadelphia-based adoption facili-
tator named Sonya Furlowhad a baby they
could adopt quickly, the E-mailer said. They

~Parolinateens =

.

. E-mailed Furlow. And within a
few weeks, Furlow was faxing
them medical documents about a
pregnant woman named “Dako-
ta.” She E-mailed the Nakais and
assured them that Dakota espe-
cially wanted them to have her
baby. Thrilled, the Nakais sent
Furlow $4,500, the first install-
ment of her $8,500 fee. Then Fur-
low essentially dropped out of
communication. There never was
any Dakota. Furlow had duped
the Nakais and at least 43 other
families from California to Maine.

As devastated as the Nakais
were, they got off comparatively
lightly. Furlow had conned
$9,500 from another family. She
told yet another couple to flv
from their home in Nebraska 1o
Philadelphia to pick up a baby.
She met them at their hotel
dressed in hospital scrubs, pre-
tending to have just come from
abirth. And shelet them wait in
the hotel for days before telling
them the mother had changed
her mind.

Furlow, who will be sentenced
September 8, didn't hold a patent
on using the Internet to sell fic-
titious babies. The Internet has
made the complex business of
adoption vastly easier, but it has

also spawned virulent and heartbreaking
new strains of adoption fraud. “People are
getting burned on the Internet at a rate that
isinconceivable,” says Bill Pierce, 2 founder
of the National Council for Adopton. Elec-
tronic chat rooms are trolled by scammers
promising babies if only the adopters will
send money. Less-than-honest adoption
agencies post pictures of cute babies who
are, in fact, not available for adoption.

Jill and Steven Hopster of Redmond,
Wash., thought they were about to adopt
ahealthy biracial baby. Then they saw In-
ternet postings offering the very same
baby to others. They soon discovered that
the birth mother had lied about the baby’s
race and legal status. They lost not only
the baby they had thought of as theirs but
$7,200 and, Jill says, “their joy.”

As of last week, Sonya Furlow’s Web site
was still up. Because of her guilty plea,
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TuEe COMPETENCE,
~ PROFESSIONALISY,
:" AND INDEPENDENCE -
" OF JUSTICE

OFFICIALS

Attorneys general are

judged in substantial
part by the quality and

dinates, and by their
insistence that they be
selected on their merit
and for their commit-
ment to the rule of law:
Janet Reno Eiled this
test and succumbed to
political pressures before
2 the ink was dry on her
appointment Only days
2fier she took ofice, she
ordered the removal of

~tgn

£

2ll g3 of the nation’s Unit-
ed States stomeys. In
order to maintzin continuity in thousends of pending pracecutions,
znd 25 2 statement to the public that elections do not influence
toutine lzw enforcement, the nation's top prosecutors are tradi-
tionally replaced only afier their successors have been located,
zppointed and confirmed by the Senate. On insiructons fom the
.. White House, (she claimed it was 2 “joint” decision; no one
* believes that) Reno ordered all g3 toleave inten days. :
There could nothave been 2 clearer signal that the Clinton
czmpaign war reom had taken over law enforcement in Ameri-
ca.And few observers missed the point that Reno’s house clean-
ing served the 1mportant ancillary objective of rt:rw\'m=> the
incumbent U.S. attorney in Litile Rock, the lofation of so many
Clinton family skeletons burs'anc to get out of their respective clos-
ets. Janet Reno filled that particular post with 2 former Bill Clin-
ton student, someone who had worked in every one of his guber-
nztorial campaigns and the Clinton-Gore 1992 election efort. The

_ world was to Jearn later how helpful the new U.S. attorney was
" in aborting federal investigations into Clinton involvement in the

looting of federally insured Arkansas thrifts. .

Sacbng the nation’s front-line prosecutors was just the
beginning. Janet Reno watched zs Hillary’s Wellesley roommate
. and close friend was placed in charge of the department’s

> 1" legal policy apparatus and the selection of judges. The sister

of Hillafy's close friend 2nd former law partner, Vince Fos-
ter, took over the department’s relationships with Congress, the
better to prevent unpleasant departmental leaks to congres-
sional investigalors. Al Gore's brother-in-law was handed the

; 2ll-powerful civil division. A wife of a Democratic senator took

i over antitrust policy. Robert Kennedy's daughter and a key

* Senator Ted Kennedy staffer were placed in important posi-
tions, as was a former chief of staff of the Democratic Nation-
al Committee. The department's reputation for nonpartisan-
ship became 2 quaint memory.

integrity.of their subot- -

herself, was lhc ncr.a'-xnfzmous\\»bst'-rHubbcl;,\a\.:“ci ‘::’ .
mer Hillary Clinton law par(ner Hubbell was instelizd 25 e
Clintons’ eyes, ears, and voice in the department befo:
Reno even amived. He moved immediately into the o
centto the atiomey general's quarers, space tradidons
by the assistant zomey g'nc:::’ for the Oftec cf
OLLC has long been considered e deparimentsic
and ifs proximity to the atomey g"ﬁ::'a‘. reinforee:
ity to insure that legal considerations tru'np»c
tice Dm..rtm"nLTh message of tie Hubbel! move w
on df*pa"*nent oficials. Ian”t Reno had the b:}e, b;: s
House would be mnmnb things. That impression wes un
scored when Reno wentof to give 2 Bvial speech as theWoza: 2
zster unbdlded. Webster Hubbell, not £re atiomevzoner
depariment’s lizison with the White House du
When Hubbell rt:i;r d ayezrlater, under S
M‘.nb from his former clients znd liw parines,

el Reno demonsetsd heracute judzment o:'c'::

s
%

ut‘le: oblidousnes of what wes going en around her.
declared, “has been 2 tireless cruszder for Jusze, {21 €2l
right thing. I don't believe he &id 2 thing wrong”

ABUSE AND ATTACK
Pethapsthe h... o5t L'}_c"'v‘m thateanbe lm'f. aginst e Renn
Justce ment s ’1:n ‘:-eL ‘D‘V* :

a;ain to puss

remo‘e\"’hx te Hox.s.’l‘r' cl O:r ce employe
with cronies fom Arkansas 2nd ha.:.-xc'.-:, :hf cs
were given tao hours o gel oul Not slished with
the White Houss then n_:ép"‘*'e-ﬂ the FEI lom
the Travel OS¢ eemp.v.w_vc Sarenel
Kthouzh 2 storm of bz
forced the White House tobzck down and
the disgraced 2nd humilizted work ers, the 1}.
tice wen! efiF L &5 D the oDce with
hcd start Lcd in thc oEice goyears earlier under PICSI-.&:‘&

embasslarmant

PoLlliCidiviii

('L

YEVERZEEnln LY

l\Led b;'tne White House press co:ps khom h hchec‘ {>serve.
Justice investigated him for 18 months 2 nd then prosecuted b
forembezzlement The evidence 2t the tizl was so contrived. finr
sy, and laughzble that the jurors could not figure out why e
charges had been brought. They acquitied in two houss.

The Billy Dale incident showed Washingion not only how
ruthless the Clintons could be in using govcmm‘m power to
further their own ambitions, but zlso, $¢"]
power of the Justice Depariment could be used 3
destroy a career just to make 2 Clinton point.

Manipulation by the Clinton 2dministration of the Justice
Department has repeatedly blemished Reno's tenure. Neztly 2
thousand highly sensitive background files of Rezgen 2nd Bush
administration officials were requxsnboned by the White House
from the FBIL. These fles then became accessible b) White House
political functionzries including people later found {2 have been







R T

Unfortunately for Gore, evidence cu..unued to scep out. No
problem. In her most recent rejection of calls for an inde-
pendent look at Gore's tole in raising hard money from gov-
emment telephones, cho'managcd to levitate above indis-
putable evidence that the vice president hiad attended a lengthy
mecting at which that subject was discussed, handwritten
* v notes by a.top Gore staffer that showed that hard money
fundraising was an important subject during the meeting, and
testimony by Clinton's Chief of Staff Leon Panctta that Gore
hiad been listening attentively during tha! portion of the meet-
ing. Reno no'\eLhclcss bounded to the astonishing conclu-
sion that “there is no evidence that he heard the steicments
[zbout the hard money) or understood their implications.”

While Reno defenders point to the-number ofindependent
counsel appointments she did seel, it is simply impassible to
frame 2 rational explanation for why the biggest and most
potentzlly devastating scandal of the Clinton-Gore years was
never permitied to be investigated by persons not zppointed by
znd working for Bill and Hillary Clinton.

POLITICAL ASSISTANCE AND PROTECTION
jznet Reno'sJustice Department has proved pariicularly solicitous
respecting maters of political interest to the White House. For
exzmple, when it came to clemency for imprisoned Puerio Rican
tzrrorisss, 2nisue ofpot‘-ntial significance to the first 1z2dy’s New
York: Senzte ce;npa'r\, the Dﬂpe.xtmenlo JusSce formarded 2 par-
" Con report conceming the 16 temorisis fo the president despite
steng zad unznimous opposidon by the FBI, the Bureau of Pris-
. ofs, 2nd the U.S. attomeys in [llinois and Connecticut. Accord-
ing to the New York Times, the Justice Depari‘mﬂnt repod “sg-
gested 2 diversity of views within law enforcement 2gencies that
c¢id not exist” The Times reported that “the Justice Department
. took extraordinary steps to enhance the chances for c]emenc; for
- the Puerlo Riczn terrorists “after receiving. . .expressions of inter-
est fom the White House.” In fct, the zpplications for clemen-
i cy were processed by the department even though the terorists
¢id not personzlly submit zpplicztions. )

The government’s case 2gainst the tobzcco industry is 2noth-
e e>:mpl° ofthe department throwing its legal principles out

{ie window in response to the president’s political desires. In
1997, Attomney General Reno told the Senate Judicizry Com-
mitiee that there was no federal legal basis for suing the tobac-
co companies. In January of 1999, President Clinton announced
in his Stzte of the Union address that he had instructed the
Depzriment of Justice to sue the tobacco companies. In Octo-
ber of 1999, the suit was filed.

Although Janet Reno repeatedly, albeit reluctantly, approved
expansions of Independent Counsel Kenneth Starr's jurisdiction
to investigate President Clinton, she ultimately came to join
forces with the White House campaign to delay 2nd impede
Starr’s investigation and to discredit his efforts. Early on, her
ceperiment filed 2 briefin the Supreme Court supporting the pres-
iGent’s assertion that the Paula Jones civil suit should be sus-
pended for the duration of the Clinton presidency. The Supreme
Court rejected the argument g. Justice lawyers then filed briefs
endosing the White House claim that communicstions between

o

(
Hillary Clinton and government lawyers were shiclded &amm
Kenneth Stan’s subpoena, on behalf of the govemment. because
of a govemment attomney-client privilege that could bz zzex.
ed —against the government! And Justice fiercely supparied
claims that Secret Service agents could not be made to l-a_:\
about things they may have heard of seen based updn 2n uapiece:
dented claim of 2 “prolective service” privilege. 'ﬂ\::,c and cther
White House delaying tactizs were ultimalely rejected b ¢,
courts, but the Justice Depariment suppart added izl
ibility to the White Housc srguments, znd senved (o
pr resident valuable ime in his {“"h{vau'ns‘. impezch:
DOJ officials zlso debriefed Secret Senice ofi
their grand jury tesimony in the Starr invs estigation e
of thzt testimany was circulzled o the Clinton defenze oz
Finally, as Clinton's impezchment izl begznin
Reno sent Starr 2 letter informing hiim hat the
opening an investigeton of his handiing of the
sty matter and “potentially unethica! contasts wi
purs"l"g] Paula ]o"es sexuzl harassmentselt
Janet Reno thusse nother message, thi
:-JL‘wL h {:1» ind course] ].—..x pravent

sweathezriples bé.

over key \"1"‘1‘:35&5 in that inv

the )u“*eana:"n ntloexar
““‘YOAIJ“S, mosscncn‘s..\

pv—ce c. tnﬂ mosaic, 28
the Elizn G:'*"‘“
eaer’:mnt (el

EJ..S tO 2 Cluu

]Ls’a"e Depz n‘ \ende tte

:.;'-h.o opene‘ L"'”'
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but who seems utierly unzble to prevent the Depzrment of jus-
tice from being used to 2cc0"nphs‘1 politicz] ends.

The New York Times has said that “Attorney Genesz] Jane
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Prison’s recent
release error
not a first in
local history

BY STEVE'TERRELL
The New Mexican

8/ /1000

Antoni0 Martinez — the man
accused of killing music pro-
moter Dale Garcia — is not
the first Santa Fe murder
defendant to’ be mistakenly
released due to a paperwork
blunder. T

A man named James Dudley
Ashley was ‘convicted. of sec-
ond-degre¢ murder 21 years

ago’ in _ a
cas€™’ ‘that
veteran:-

-~ police” offi-
A\ S ::.:'..c-au i!.;
most grue- "« §

some
crimes | in
local histo-
TV ‘
He poi- - : -
soned’ his . James D. Ashley
\\'ife",' - o i R - '

stuffed her body in a footlock-

er and buried her 10 feet
underground in his back yard,
which' was across- Zia. Road
from Capshaw Junior High. -

- Before he began what was to

be a 7%- to 25-year prison.sen-

" tence, Ashley. convinced
authorities to.let him- serve
part of his sentence in" his
native, Oklahoma, where- he
owed time for a parole viola-

. tion.

... However, on D'éc; 12,.1979,
", an OKlahoma magistrate freed

"Ashley on a' bond . because

* Ihere was no paperwork in his
o file 1n_chcatmg he was convict-

ed of a murder charge in New
Mexico. . * nt e, o,

rivately”operated ‘prison in
iz Estancia’ mistakenly: released

” 30 0

e e —————

In: the . Martinéz- case, * the.

ez o June 10 = whiich, |
=Y s Ashley's birthday: .

oy mmmas /i - Som tm o o———

Corrections Secretary Rob
Perry said there was no
detainer in Martinez's file
indicating he was facing
felony charges.

The mistake was discovered
at a July 28 court hearing — in
which prison officials trans-
ported another inmate named

Antonio Martinez to the court-

house. .
Martinez, 22, was recap-
tured Thursday at a Las
Vegas, Nev.,, trailer court —
just six days afier authorities

‘learned about the mistaken
" release. He remains jailed in

Las Vegas awaiting extradi-
tion to New Mexico.

But Ashley, S1, has never
been brought to justice for the
killing of his wife. C

It took five years before
New Mexico atthorities even
learned of Ashley’s release.

Following a lengthy story in
The New Mexican about the

" Ashley case in 1991, the Amer-
ica’s Most Wanted television -

show produced a segment on
Ashley, using actors to drama-
tize the case. But despite the
program’s good record .at
tracking down fugitives, ‘Ash-
ley withstood the pressure of
national publicity. .

¥ Those who knew ‘the 270-

pound Ashley described him .
' as a consummate con man. )
He moved to Santa Fe with

his wife, Anita,.their 2-year-

- old daughter and Anita’s two .
;young sons from a previous
marriage. The Ashleys leased -

_ the home on ZiaRoad::  “':

He attractedattention of
law -enforcement, . almost
G P SIS N e . wgho
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The local FBI office is searching for a
Tew facilit) to call home, partly because

of growing pains and partly to comply
with federel safety requirements.

and we’d like to locate to land suitable for

supervisory specxal agent'in_ Albu-
querque, said Monday.

That means leaving its current spot in
the PNM building, Downtown at415 Sil-
ver Ave. S.W,, and moving to a much
b;)gaer space — elght acres bigger, actu-
ally

Beldon says the FBI needs the space
for an administrative building, a radio fa-
cility, parking and an area that séparates
the facility from the sidewalks.

federal building five years ago, it has
been required that all federal buildings be
situated away-from sidewalks.

InApril 1995,168 people died in that
explosion, and since then;Beldon says,

“We’ve outgrown our office space here_

2 build-to-suit building,” Doug Beldon,a -

After the Oklahoma City bombing of a -

federal facilities are built so they aren’t as
easily accessible from the street.

The FBI needs 150-foot setbacks be-
tween its bulldmos and neighboring side-
walks.

" Pat Bryan, vice pres;aent of the city’s
Downtown Action Team, said it would

.be tough but not impossible to accom-

modate the FBI Downtown, and “sever-
al'possible sites have already been iden-
tified.”

“We think there might be some areas
on the fringe of Downtown, and we have
had several meetings with the FBI to dis-
cuss these,” Bryan said.

Bryan said it is a priority for the city to
keep an important agency like the FBI in
a centrally located, accessible area.

Bryan said there is a presidential edict
signed by Jimmy Carter and still in effect

. that mandates all federal facilities be sit-

uated within or next to a city’s downtown
area, unless the agency can provide good
réason to go elsewhere.

The FBI has been Downtown for sev-
eral years. Before it moved into the PNM

* been approved by the nationz] of”'c

Date: 5// } / 2o

Edition:
A“ ve/__lvf_ x\‘\ ~
Title:
z
P~ -
Character: °

ot
Clessification:

Submitling Office: A CQ

indexing:

Local FBI office in search of new headquarters

“building nearly 10 years ago, it oy en.ied

~“Gut of 2n even smaller fzzi fnven Bl 5

way and Grand Noriheast.
“We’re very excited about anvone that
wants to be located Doxmtowr,
want to help keep them here,” s2id Tony
Bull, the organization’s presideni. “We
want to do whatever we can to keep them
Downtown.” ot
Beldon says the purchase has alread

s
'-.\-.\.,.>

v
and
monay has been allotied, thou ich ke could
not sa2y how much.

As time goes, the FBI has been grow-
ing, Beldon said, which makes larger fa-
cilities essential. The bureau had about 50
agents 12 years ago, Beldon said, oui
now has about 100 agents, plus several
other employees.

.Once the bureau moves to its new
space, he said, it should be large enough
to house the FBI for many years.

“Everything is moving forward, and we
look forward to the next step,” Beldon
said.

Fe1
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Atlanta, Georgia

S EEE? club owner a

central figure in

Atlanta probe

Ey Richard Whitt

rﬁnt;,:mcom ’

- hlznnerly, Handsomé and ambi-
tous, strip club owner Michael
David Childs is & self-made mil-
‘*onare who counts as his friends

families. ‘
But. Childs apparently has

some’of Atlanta’s most promment )

with a government mformant and
in court records. , ., ;-
An informant” secretly

_.recorded .Childs’ tallqng about-
_torching Tus “competitors’ clubs‘
‘and’ doing ‘physical harm .to
Atlanta Mayor Bill Campbell. Orie

of his former wives accused him
of threatening her although”the

"case was later dismissed; another

znother side — a side revealed in -
profa'nty -laced conversations

of . exposing their young daughter"
. to salacmus behawor at hlS stnp..
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Now awaiting trial on federal
arson charges, Chﬂds and former
city.employee Dewey Clark have
bsen -chatting with the FBL The
discussions have included elleged
bribes paid to, Campbeil. Camp-
bell has denied taking bribes.

., Clark, 39, who lived in Camp-.
bell’s basement epartment for six
yeers and worked in the mayor's

-office, was uniquely positioned to

know Campbell’s comings and
goings. Clark and Childs have
accused Campbell of taking pay-"’
offs and then reneging on a prom
ise 'to protect Childs’ ~liquor
- licenses, -according™to attomeys

e

Educa‘.:ton Jackson State Unrversry uqdergraddne
%1 degree in marketing -..- 3
,Busmsses Owner of Club kakx VIP and Gentle- :

famlhar with the federal probe. e
His decision.to talk to federal . .- i Net Worth: $4 8 million -,
prosecutors has thriist Childs jnto * 7| 73| Awalting trial on federal indictment w.th zrson and
the spothght in-the mveshgauon . ' conspiracy to torch competitors’ nude clubs
. of Atlanta city government. | - _ B & Has accused Mayor Bill Campbell of acceptmg payofis
: > PLEASE SEE Childs, F4 . -+, .- - Pmtect his liquor licenses ;
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Clark left City Hall last May

2

.“zfter a dispute over the mayor’s

s

" refusal to renew Childs’ liquor

license at Club Nikki VIP on Met-

-, ropohtan Parkway. Two days

.. Jater Clark went to work for the
"&3-year- old Childs as a manager
of kis other nude dance club.

Il

202

‘A mo:iel son’
:'-‘:. “Tuch zbout Childs belies the

.- "stereotypical image of a strip club
soperator.

3

~His father, Norman,” a retired .
civilian' employee at- Wright-
‘Patterson Air Force Base near’

»3y Enterprising and articulate,

Childs grew up in the smeall col-
lege town of Yellow Springs, Ohio.

Dezyton, and mother Jacqueline, a
redred co]lege professor still live

3
(:2Te.

§r His ' aunt, Jean Ch:lds was.

*\narried to former.UN, Ambassa-

dor Andrew Young for 40 years

‘until her deathin 1994.- - * =
At 13, Childs was the. Punt,
IPass and Kick national champion,
according to Norman Childs. -
= “During his formative years, he

was a model son to us,” said Nor-{:.’ ‘
man Childs. “He didn’t drink or

9Emoke or do .drugs.-He's'a very

generous person and, of course,-‘

we're very proud of him.” 3 . %,
An Ohio all-state high school

basketball player, Childs attended

Northern Ilinois University on a

basketball scholarship but trans--

ferred to Jackson State in Jack-

‘$on, Miss., where he -graduated in-

1980 with a degree in marketing. -

- Childs: Suspect

e

")’t\ %

"5 central ﬁgure

‘in Atlanta probe

After working four years for a
Greensboro, N.C., medical supply
company, Childs arrived in
-“Atlanta and founded U.S. Medical
“Supply Co. in 1984, with his par-

~.!ents. With profits from U.S. Medi-
-ital, Childs opened his first adult
entertainment club, Nikki’s
Downtown VIP (the name later
-2thanged to Gentlemen’s Club), on
Ellis Street in 1992, investing
5840 000:
* That wes followed by & succes-
“smn of businesses, Club Nikki

-(tVIP on Stewart Avenue in 1993,

Nikki’s Too on Msarietta Street
and Little I\ﬂdu’s also on Stewdrt
Avenue in 1994

jNexghborhood opposxtlon '

As his businesses grew, so did
oomplamts from neighbors.

ni: Police were called to Nikki VIP

more than 70 times in 1997 and

tsthat year ended with a fatal shoot-

:ing on-New, Year’s Eve “at ‘the

nclub. Five months later, there was
ni’ fatal shootmg at the Gentle-
sinen’s Club.- - F o)

-q Tiring of the proshtuﬁon drug
-ause -and violence all along Metro-
opolitan Parkway, angry neighbor-’

hood activists began petitioning in

vd997 to close Club Nikki VIP.
J¢ Led by state Sen. Vincent Foit,
ziAtlanta "City Council miember

Detrick Boazman and ‘others, the
protesters got Campbell’s atten-

mtion, and he revoked the club’s

liquor license in May 1999,

iw; Four 'months later, Campbell

denied. a new license":for

Strawberries, a nude dance club
Childs was proposing to opsn
near Nikki VIP.

In November 1999, Childs was
recorded on a government infor-
mant’s tepe offering cash to have
three competitors’ strip clubs
torched.

The man Childs alleged.ly hired
to burn the rivel clubs — Oesis,
Body Tep and Pleasers —was &
middleman in thé arson deal who
later became a government infor-
ment, according to the FBL

The informant also recorded
Chﬂds offering to pay £20,000 to

* have Campbell ph}swc.ll\

harmed. Childs’ attorney, Tony
Axam, has described the ofier as
“blustering or puffing.”

Campbell clzims he got wind of
a plot by Childs and Clerk last
year to file a lawsuit to “expose”
him for takirg o bribes. He ordered

~City ‘Attorney*Susan Pease Lang-

ford to alert Fulton County Dis-
trict Attorney Paul Howard.
“This is, in essence, a continua-
tion of efforts by Childs who is on
’cape trying -to pay someone
$20,000 to physically harm me,

' Campbell said recently. “Thisis a

continued effort by him and his

"employee {Clark] to attack me for

my denial of a liquor license.”
Neither Childs nor his attorney

_returned telephone calls seeking

their comments for this story.

.
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filed a comp{;.tc asking for an

~ increase in child support, claim-
ing that Childs’ income had-

increased substantially, Childs
lists his net worth at 84.8 million
in court-documents.

DaCosta’s complamt also asks
for a contempt citation against
Childs for taking their young son
into strip clubs. The case is
pending.

Childs was also sued by a cus-

_tomer who claims she was

dragged into the manager’s office

. at one of Childs’ clubs and sexu-

ally assaulted by employees. That
case was also dismissed. .

The latest suit, filed on behalf
of Body Tap Playhouse, accuses
Childs of ordering the club
burned and.seeks $40 million in
damages.

‘He is a terrific fellow’

Childs is as well known among
Atlanta’s black business leaders
and politicians as he is in neigh-
borhoods along Metropolitan
Parkway. Opunons of him vary
dramatlcally

Friends and busmess associ-

‘ates say they were stunned when’

Childs was arrested ‘earlier this
year, charged ‘with" arranging to
have three rival nude dance clubs
burned. -~

“I think if you met h1m you 'd
never have any idea he was in
that type business,” said Glenda
Haynés, whose family-owned air-
conditioning company has done
business with Childs. "
. After "Childs’ arson a_rrest,
friends -asked her ‘about .doing

business with him, Haynes-said.’

“I tell them, everybody has to

have heating and air conditioning. -

We do churches as well. And he’s
just been gracious and nice. He’s
well educated. ... I have nothing

negative whatsoever to say about’

him,” Haynes said.

-Attorney Alan Begner, “who |
. represents Childs in ‘liquor

license cases, called him a good

 client and a good friend. -

“He is a terrific fellow,” saud
Begner., “I’ve seen Inm kmd loyal

- and friendly.:

" “It'sbeena pleasure nepresent-

”mg him. When the charges hit, T".
was ,saddened .and shocked e he y f
4 Sald ,..\-'--,

.,.-n...-

Eleven fri nds. relatwes and

Andrew and Carolyn( Jung,
wrote letters supporting Childs’
release on bond after his arrest
for arson.

The daughter Childs was
accused of taking to strip clubs,
now 18, also wrote a letter in sup-
port of her father.

Childs regularly makes dona-
tions to his church and charities,
according to the Youngs.

“Michael has always been an
outstanding citizen willing to lend
a helping hand,” the Youngs
wrote. “He was studious and
straightforward, even to this day,
Michael does not smoke or con-
sume alcohol. . . . It is difficult for
Carolyn and I to believe that the
Michael D. Childs we know and
have known since birth is guilty
of the charges alleged.”

Council member Michael Bond
called him a “dediczted and sin-
cere” father to his nou-teenage
daughter.

“I have known Mlchael for
over two decades during which

time he has proven to be an

ardent supporter,.of civic and
social concerns,” Boad wrote.

“I have elweys known him to
be an honest man with strong ties
to his community,”:he wrote.*

" Last February, Bond, v;ho is
Campb 's. floor . leader, intro-
duced an ordinance to sell Childs
an unused fire staton on_ Ellis

_Street to use as 2 parking lot.

. Boezman got wind of the move
and the council voted 13 2 agamst
the ordinance. . .

Even some who have opposed

 him say Childs can be pohte even
"Ichi

“T've met with hlm one-on-

“one,”. said Joyce Shepherd, chair-
"man of-the Neighborhood Plan-

ning Unit that has fought Childs’

clubs. “Actually, he was under-.

standing. He was never rude. He
was a genﬂeman, a, sayvy per-
son,” she said.

“T’d look at th “sometimes and‘

X say, ‘I don’t understand why

T

o busmess assocxates, mcludmg

- you're: doing v.hat you're doing.’
‘His argument ‘was " always; T'm
.running“a- busmess, Ms. - Shep-
 herd.- I’m promdmg jobs to folks
- who' don'’t have.jobs and ‘Helping
“put collegé: students through
school”’shesald.t B L

e e -',)‘f Tt ur Ry “u‘

lbuted to this arude.-«

— Staff witer, Sandra Edsteln ‘t:on- '
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Gaithersburg Case
Brings $100,000 Fine

By Rueex CasTANEDA
Washingion Post Staff Writer

A Gaithersburg man who kept a Brazilian
woman as a live-in slave for nearly 20 years—
and did nothing to stop his wife from beating
her—was sentenced yesterday in U.S. Dis-
trict Court in Greenbelt to 6% years in prison,
for violating immigration laws. . . . -

Rene R. Bonetti, 51, was ordered to pay

§$110,000 in -restitution to Hilda Rosa Dos.

Santos, the illiterate Portuguese-speaking
woman, who according to .federal prosecu-

tors and court testimony, Bonetti and his -

wife kept enslaved in their home. .
U.S. District Judge Deborah K. Chasanow
said it was the maximum amount permis-
sible. She also fined Bonetti $100,000, to be
paid after restitution is made. Margarida Bo-
is a fugitive in her native Brazil: ' L )

. Chasanow noted that Bonetti's sentence~—
which she increased from federal guidelines
because she found he committed perjury dur-
ing his trial testimony—*is far less time than
Miss Dos Santos spent living under condi-

. netti, 46, who was indicted with her husband,

tions which violated American law.” -

- Federal officials said Dos Santos is on€ of
thousands of foreign domestic workers who
are brought into the United States by their

;- employers—aoften -from their. native coun-
. Iry—and abused. The Bonetti case has re-

ceived extensive coverage in Brazil and has
been watched closely by diplomats and other
affluent foreigners working in the Washing-
ton area. % g Fomm e w e B
Maryland U.S. Attorney Lynne A. Bat-
taglia said she Hoped that Bonetti’s convic-

* tion and prison sentence would d§t3§' anyone

who is abusing foreign workers. . =+
- “Thi$ kind of §lavery in the § ear2090 is in

v

hearing, is still in the Utiited States and is'ap- -
- Plving to the U.S: Iminigtation and Na

asylim, &2
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Nis W@fkemh&rgeé with taking brthe fn FBI sting

ASSOQCIATED PRESS

A federal immigration official
zs charged with seeking and ac-
:pting bribes from an immigrant
2king citizenship and from an un-
ercover FBI agent posing as an
lien smuggler.

Theodore Filandrianos, 39, of
riiney, an official at the Immigra-
ion and Naturalization Service in
Joston, was charged with bribery
v federal prosecutors.'A probable
ause hearing is set for early next

nonth.

Amesszgeleft at Filandrianos’s
1ome wasn'timmediately returned.

He doesn'’t have z lawyer yet, said
US attorney spokeswoman Terry
Manning, ‘

Manning said Filandrianos had
been suspended without pay from
the INS.

Prosecutors alleged that Fllan-
drianos, whose duties included in-
terviewing candidates for natural-
ization and processing their appli-
cations, solicited and accepted a
$1,000 bribe in 1999 from an immi-
grant, saying he would ensure the
candidate would get citizenship.

Filandrianos did not know that
the immigrant had made contact
with authorities and was cooperat-

ing with aninvestigation. The zppli-
cant 2lso introduced Filandrianos
to an undercover FBI agent posing

.as zn alien smuggler and Filan-

drianos allegedly accepted money
from the agent.

Y us Attorney Donald Stern said
Filandrianos was entrusted with

the job of ensuring that only quali- -

fied individuals become citizens.
“Such abuses of power will be ag-
gressively prosecuted,” he saidina
statement.

A sworn statement filed in sup-
port of the charges by a Justice De-
partment agent handling the case
contained disturbing details.

In various taped conversa
cijed by the agent, F
suggested he had others inv
with him in his scheme and in
ed he had another scheme in which
he charged doctors to be placed on
2 list of doctors epproved by the
INS to examine candidates for cili- -
zenship.

A spokeswoman for the Boston
INS office did not immediztely re-
turn a call for comment.

“The investigation is continu-
ing, and there’s no comment re-
garding any more charges,” Man-
ning said.

FRIiZNAL
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FBI to help businesses
avoid hackers, terrorists

By GARY L. WRIGHT
Staff Writer
Just three months after a |
“Love Bug” computer virus dam-
aged businesses and govern-
ment agencies around the world,
the FBI launched a national ef-
fort to protect the country’s crit-
ical businesses, utilities and pub-
lic institutions from computer
intrusions and terrorist acts.
At a news conference Friday,
Chris Swecker, who heads the
FBI's operations in North Caroli-
ng, and U.S. Attorney Mark Cal-
loway announced that the pro-
Ject, named InfraGard, will start
in North Carolind next month.
“The FBI has the responsibili-
ty under presidential directiveto
counter all terrorist threats ‘to
U.S. citizens and U.S. interests

Swecker talked about the dan-
gers of cyber-crimes. :

“It’s the No. 1 priority for the
FBI, and I think it should be for
private industry, as well,”
Swecker said. “This infrastruc-
ture is vital to our national securi-
ty. We want to make sure we're
not simply reacting to attacks -
that we are taking every measure
to preventit.”

Calloway praised industry,
business leaders and the FBI for
working together to prevent com-
puter crime,

“If we are to protect our critical
infrastructure on a local, regional
and national level, private indus-

try and government must work to- .

gether and share informatiop,”

, Calloway said. “If a computer
“|crime . has - occurred, it means
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around the "World,” “Siecker there has already been a victim;
said. “That responsibility alsoin- | there has already been some dis-
cludes protection of ‘the eight | Fuption of service and likely dam-

critical infrastructures of -our
countryfromhostileacts.,” * .
Those infrastructures include '
telecommunications,” ° electric; ¢
and power systems, gas and oi}f,'l
storage ard distribution, bank-
ing and finance, ‘transportation,
water Supply systems, emergen-
cy services and government op-
erations. CliaE oo T
InfraGard is designed to help
prevent computer crimes by pro-.

viding businesses’ ard govern- |

ment- agencies with training

about where they are vulnerable
and how to protect themselves.
Businesses and government
agencies will also be given alerts
and advisories about threats, offi-
cials said. - : .
. North Carolina’s InfraGard
j chapter will meet for the first time
! Sept. 1 at Dukeé Energy Center,in’
j Charlotte. Officials said they .ex-
i pect about 200 to0°300 business< j
ipeopletoattend. ™ "L T
. Swecker said thatlalong-with
{ Physical attacks, computer Infru-;
isions -arexone of the .biggest

| age fo a computer system, and a

monetaryloss. .-

“Isn’t it better for businesses to
work with law enforcement to
prevent all that? Failure to report
computer crimes is giving the
hackeralicensetodoitagain” |

The “Love Bug” virus that
spread in May from the Philip-
pines through millions of comput-
ers worldwide caused billions of

dollars in damage.
Congressional

investigators

| testified - that the government
i failed to promptly detect the dev-

_ astating virus and warn' federal
agencies, That failure resulted in
i damage to agencies’ computer
systemsandfiles. - . -
Philippine investigators ar-
i rested a reclusive bank employee
whom -they suspect collaborated
.with his girlfriend to create and
“spread the ‘computer virus from
. thejrapartment in a Manila public
. housing complex. Law:.enforce-
ment officials said they believVe the
coupleunleastied thewifis to steal
the'Internet access passwords.of

threats to information,-commurii-’

|cationsand operating systems:3<3 -

B fellow computer users in the Phil-:

29

| ‘ippines—notto disable mostof the
i world’s electronic-mail traffic, as
l: the virus eventually did.,
- - For more information .
["fraGard, =~ -+ acg:e;s e
Gard@fbi.gov, Businesses

v want%‘gi;%izgx InfraGard s];ogld call
*.the FBI at (704) 377-9200;7 ¥
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L

about In-

FBlI/DOJ






















Q: When you bear about people

f .~ in the United 'Stxte:,-memb‘zerspot

" Congress or verjous government
oflictal, seying things Jike there (s -

money belng refsed {n the United

States that s golug to Hames, go-

log to support Hxmes zctivities,

whet's your rezction when you
beer zbout this?

Al When T visited Americs, [ was
very interested to meet meny of the
tmn?:?u émpée uélnd to know zbout
L2ir sftitudes. By the w . 1 am so
10 szy that the ordinary ;Zople are ltg
ta.'ly: 1gRoTEnt ebout Israel, ... The
plein C2 8¢ 1ot eware of ny-
ting except their what is cglleg
njGyment, -

(Meny) big press institutions belong
t© Jewish [intérests). So the peovle-
whe ere running propegands are serv-
ing the policy of the Jewich syster,
whether they are jonrnalists or not.

You know, in Americe, the people
ere the slaves of the television. ... Peo-
ple el the time are looking at televi-
sioz, end weleviricn, most of it, is con-
telled by Jewish monsy, Welt Disaey
is serving the politicel order. ...

And give me one resson for the pre-
seat [Ameticen] e2minietretion to have
... the ‘minister of defensa [William
Coheu) Jewish, The minister of exter-
nel [affeirs], the secretary is Jewish
[Secretary of State Madeleine Albright -
is of Jewish hzritege, sithough she is
net & precticing Jew),

. [Special Middle Eest envoy) Dennis
Rossis Jewish. Martia Indyk [U.S. s
4 bessedor to Israel] is Jewish. So the gd-
<. ministretion is Jewish.

And we heard many times from Mr.
Arafet that Dennis Ross, he is hare re.
presenting the Isreeli interest, not re-
presenting the interest of Americs.
. Qi Wher you hear zceusstions
that there I¢ fund-ralsing going on : .
in the United Stztes to berefit Ha-
mes, how do you react? . . -
Al It gives me the impression that
American policy is not sctually de-
pending. on moral principle. And it
gives zll the impression that American

AL e

policy is totally under the control of
the Zionists' will or desire. And it
gives me the impression that the Isree-
lis are the federel government of
Americs. ...

That wis not szid for the future be-
csuse we are not looking for a new en-
emy, end we ere not Jooking for Amer-
icg to have & new enemy celied Islam.
Islam is coming. The new century will
be the century of Islam. It is when the
occupied [land) will be liberated.

The exterminztion of Ismaeli power
is imminent. It will come scoaer or ldt-
er beczuse weakness is not a dstermin-
ing issue, and also power is not a deter-
mining issue.

Mutuel vnderstanding between the
Veest, Americe end Europe, ard [slam-
is & Very constructive process for the
new e, Otherwise, we are going to
bave more crusades,

Q: Do you believe =ay of the
money raised in the United States
to support wldows z2nd orphzns
end femilfes of prisancrs finds its
wey to Hemes' militery wing?

At No, sit. The Isrzelis vse this.
Ask the Isrzelis to give one document
about il, one sirgle thing. You know,
cace the Isreslis did that, (ke Zionist
Eress media will speead it, end it will
be a fact. - .
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Union czllegedlj, took hwn@zaz'@d job

favors to end *97 strike; suit ozlso filed

By JEFFREY McCRACKEN
FRLE PRESS EUSINESS WRITLR

The federal government is investi-
gating whether top UAW bargaining
officials demanded jobs for their sons
and $200,000 in bogus overtime pay-

ments in return for ending a 1997

strike .

at General Motors Corp.’s Pontiac

truck plants.

The Detroit Free Press has learned

that the investigation centers on

high-

ranking officers of UAW Local 594 in
Pontiac and some GM labor officials

who may have relented to the

UAW

demands, according to several UAW
members and officials who say they've
recently been interviewed by federal
investigators. None wanted to be identi-
fied.

The contentious 87-day strike can-
celed production of more than 70,000
GM pickups, the company’s best-selling
vehicle, and cost GM hundreds of mil-
lions of dollars in profits.

Piggybacking on the ¢riminal inves--

tigations is a civil class-action lawsuit
that was filed against the UAW and GM
late Monday in U.S. Federal District
Court in Detroit. The suit seeks $50

‘ . LI S
oo <
.
. - i

e e —_ —————— = et s e,

million in compensatory.damages from
GM and the UAW and $500 million in
punitive damages from the UAW.

The federal investigation is being
handled by agents with the U.S. Depari-
ment of Labor and the FBI and goes
back about two years, say various
workers and attorneys contacted by
those agencies. They say it has picked
up speed in the last month, with federal
investigators combing through inzernal
UAW documents during the scheduled
July shutdown at the Pontiac truck
plant and then meeting with some Local
594 officials who witnessed events in
1997.

Several individuals at the UAW and
GM have already been subpoenaed to
testify-before a federal grand jury,







Nepotism alleged

" The class-action lawsuit specif-
ically identifies Gordon Campbell
and Todd Fante as having re-
ceived “undeserved preferential
treatment” by the UAW and GM.
It says Campbell’s father, former
Local 594-Chairman Jay Camp-
bell, and Donny Douglas; who is a’
servicing representative with the
" International UAW, pushed to get
~ Campbell.and Fante hired during
" the 1997 contract talks.

. “One_ fember of GM manage-
rnnnt refused to sxgn for them, and
“he'was demoted,” Dunne said.
+ “Another manager eventually
51gnéd for them." B
#They Hoth still work there,
.eVen though they don't have their

l Journeymahs card.}:A j Journey-
rrian’s. Earﬁbr elght years' experi- .

..ence is required for ali'skilled *

trades workers under the terms of
thé union’s national collectwe bar-
gammg agreement.

."Otheér sons of UAW offic1als
v'ho were hired shortly after the
strike’s end were Jason Beards-, -

‘1éy, son of James Beardsley, an’

admxmstratwe assistant to Yo-
kich, and ‘David Shoemaker,
whose father, Richard, is vice
pre51dent of’the mternatlonal
union.. -, -

The . younger Shoemaker
worked at: the plant for one year
.and then was hired into a job with
" the international union, a Job for

which he'needed one year’s plant | |

experience:

David Shoemaker today makes
$75,000 a year as a service repre-
sentative with the International
UAW, according to a 1999 UAW
annual report filed with the De=
partment of Labor.:Richard Shoe-
maker,~who made=a salary .of

$103, 000 in 1999, directs bargdin--

ing with GM and has been UAW
vice president since995: ¢ 1.+
Reached at his home i Lwoma,

Dav1d Shoemaker sdid-he had no-
,,comment 'gegar&mg allegatlons of y

tnsm.‘ i ,J
..Rxchard Shoemaker didmot

Licoie Whliie 3 eem weris .." ‘g

gspond to'a messige !eftbn“hts‘f

1

nome ANSWEring taciune aw

Monday.

More than 800 new workers
were added to the.plant following
the 1997 strike.

"Those positions were supposed
to be chosen from.a pool of ap-
proximately 12,000 applications
‘submittéd by current Pontiac
workers.

The Pontiac strike began April
22, 1997, when nearly 5,900 work-
ers walked off their jobs in a dis-
pute over substandard staffing
levels at Pontiac East Assembly, a
truck plant north of Detroit.
Workers complained they wete so
busy they couldn't take vacations
because the company refused to
replace retiring workers.

The strike lasted until July 19,
1997. It was the longest strike at
GM since 1970. It involved 4,100
hourly workers at the aseemblv
- plant and another at 1,788 at the
Pontiac truck product center.

Today, the assembly plant em-
ploys 3,400 hourly w orkers while
the truck product center still has
about 1,800 hourly workers.

GM said the Pontiac strike,

* combined with a 53-day strike in

Oldahoma City, which ended May
“97" cost the automaker'$490 mil-
lion in after-tax profits for the
-second quarter of 1997, * _. N

When the strike \~as settled
GM pledged tohire 567 new work-
ers and pay $1I million to settle
grievances. -

The Pontiac truck. assemblv
plant produced 221,000 Chevy Sil-
verado pickup trucks and 87,000
GMC Sierra pickups in 1999,
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© and waiters of Ver-
ccielerig, who spezk on-
..._..h and could not. have

ot
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flertle znd . Lema the .

W (2
U (b,

ent at his home in
’ ..e:e he haslived since
2 1212 1980s. Kumar said Kette
1ot m;lxated in an? v.ay with

s=1d he- co“xtccted the
I immediztely zfter his meét-
W *1 Kettle and’szid he was
av ._s:zg.:txorx would fol-
"“'? v HE
"Bl spok cesmah: Al Cruz saxd

e agency’s “policy is not to ac- -

owledge whether an inyestiga-

ym s be'qz ‘condiintad.. fr

s
ReiReT

they have been request-
. to conduct one.” . .
{When ‘asked in ‘general terms
bether potential investigations
aud be compromised if.a po-
ntxal target is’ made aware,
uz saxd it would depend on'the
DL CESE. T
If there's surv ellla.nce gomg
l,dlt wouldn't help us at all,” he
ide. v o o-e
several school board members.
d people who regularly attend

dod the conversation be-"--LandmarL to design and ‘build a
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Ysleta ‘school board meetmgs
have said they've been -aware
that an FBI 2gent has been at
board meetings for several

, months."The :agent -has intro-
duced .himself .and~ handed out
. his business card.

’I'he Ysletz school board \otred
4-2 in Novémber 1999 — before
Lérma.: WS cele¢ted — to-hire

number of nev.schools and ad-
ditions to existing schools.

El Paso-area contractors ac-
cused Ysleta school board mem- *
bers of designing the bid specifi-
cations to favor L«.ndmarl\ a
charge the trustees denied.”

-After hezring protests from To-s
ca! contractors, the school board™
voted to give L«.nornark up to 70
percent of the school -construc-

"tion contract, expected to- total

betwéen $50 million and $83 mil-
lion. The rest, of the work was
awarded to Fl Paso-based CFJor-
dan.

eaﬁ‘aﬁ:k‘ and CF jorden
ceased work on the projects last -
week because-they said Ysleta
has not paid $1.6 million owed

.for-work done so far. The .com- .
“.paniés -hava threatened to sie-

the district. s 4y

-~ Ysleta ofﬁcxals said, the corpa-

nies Have not" ‘properly filed doc--
umentation. for the work per-
formed, so payment can't be re-
. leased.

Lerma said CF ]’ordan was not

‘mentioned during his discus-

sions with Kettle. _
Kettle is a decorzted combat
veteran of the Vietnam War znd
was an influential El Paso busi-
ness and political star in the mid-
1980s. Texzs Business mcgazine
nzmed Lim one of the state's “10
Rising Stars” in 1984,
. He was one of the earliest sup-
porters of U.S. Rep. Ron Cole-
man, D-Te\as, and belped raise
_§100,000 for Colemazn's 1982
canpaxgn He-gave large dona-

tions to a number of local, state .

and natxonal politicians. " ,
-But in mid-1984, four months
."zftet being honored by Texas
. Busifiéss magzzine, Kettle's pe-
troletim p;oducts compzny skid-
dédinto bc.nLrupm "He filed zs
a "Democratic  czndidzte for
county judge in 1986 but with-
drew -his cc.nd1dacy before the
election. ™ -
- By 1988, Kettle Had become a
farmer in the Canadx:.n provmce

2a3 L. .

sy DIL B

resu:faced several times in El Pa--

50 3

In 199], thﬂn County Commis-
- sioner Qrlando Fonseca tried to
-have Kettle hired as a $100, 000-,

- a-year lobbyist for ‘the county in”
-Austin: Comrmssxoners Court
rejected the'idea.

He worked ‘for, the
Professional Hockey League in
the mid-1990s as the league at-
tempted to win ‘county approval --
for an El Paso-based franch:se.

l‘*._\.t to L’;“‘i".’l:l‘x

was offered 2 bribe,

-ha\e

Westem

The etfoz* WEaSs suc
Kettle becaﬂe vice pr

He Ie:i tnn team in ’9?6 zs
Buzzards were unsuccs
atiempts to w in the concosss :
contiract for the E! Paso Ceunsy
Coliseum,

Lerma said he
trustees were app'oacued by
Landmerk znd questions "é:.‘.e:
or not-they accepiad br
name he mentioned was
Ronda Scnmer, RO

Scrivrer s2id Lerma's a
tions are ridiculous

e U
seeer e mmmmarrmaare ey

should investigate.

. “But you ba\e 1o co
source. His *e'\"‘"zon
-him,” Scm’n& gzid
‘person to 2ppraz h mie Wi
bribe was Lerrna in 1995.1 s.xo"P
gooe to the pohce th

the board, Lerma offered to ha\e
former Superintendent Anthony
Trujillo introduce Scrivner's
husband to other superintend-
.ents to award her husbznd con- ;
“tracts for. .security sxstems, <
Scrivnersaid. .

Lerma 2lso.said Trujillo wou ld i
lend her z homie in Califor?
exchange for votes, Scrinw
said.

‘Lerma demed those accusa-
txons

F£81/004
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[nmates extorting money
ir protection, fami

By Tonya Maxwell
STAFF WRITER

State and federal law enforcement
aZencies are investigating complaints
2zt inmetes and guards at Westville
Zcrmrecuonal ‘Fecility have been ex- |
oring money from family members
i onsoners in exchange for protect-
=g their loved ones behind -bars.’

'.-' Laporte County prosecutor's .
e said M onday it will take at least
wo w eeks to review the. results of an
nvestigation by the Indiana State Po-
'"e to. determine whether criminal

arges should be brought against:
:::e \a.ohed in the p0551b1e extor-
ion scheme.

The State Police on I'hday tumed 3
wer its investigation, begun last year, *
o Laporte County Prosecutor Robert '
leckman. He was unava:lable Mon—
‘ay for comment. .. .

The FBI is conducting its own In-
estigation, said FBI spokesman
)oug Garrison. -

Prisoners - sometimes - charge a’
zmily hundreds of dollars’a month
nd then . pay guards -exorbitant
rices to bnng in illegal drugs or to-
acco. | said - Indianapolis® attorney
arzh Nagy, ‘who has received hun-
reds of calls and letters from fami-
es; of Westville inmates who say
aef've been extorted.

Tobacco was banned. in Indiana .

J

2B

prisons in 1997,

Westville, a medium-security facil-
ity, houses about 2,700 inmates and
is Indiana's largest prison. Inmates
sleep in bays that can hold more
than 100 men rather than single or
double cells. That structure, alonﬁ
with corrupt guards, has created a
situation that leaves prisoners .no-
where to tarn for help, said Nagy. -

But Edward Cohn, commissioner
of the Department of Correction, said
Monday that thé FBI and State Police
_nvestigations will show that’ West-
ville's problems are no worse than at
thex? staté facilities.

Orne relative, Kathy White, mother

of- Westville inmate Charles Wayne.
' Abney, said her son's fellow inmates’

began demanding money from her al-

.most immediately after he was trans-.

ferred to the facility in January 1999.
They threatened to beat and kill 19-
,year old Abney, who is serving a 10-
_year sentence for armed robbery. °
:White' estimates she has pald

89, 060.to $15,000 in cash, Western-

Union wire transfers and money or-
ders.

“When someone calls me repeat-
edly and tells me that-if I don't give

money, my son's dead they’re going .

to get their money,” she said. “If I
didn't do. it, they were going to kill
him? I was'terrified day by day for his
life.”

Tes say
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Prosecutors

¥

L] Defense attorneys. say they should
have had an FBI report on a possible
organized crime tie to the Binion case.

By Peter O'Connell =~ - :
Review-Journal . ’

Rick Tabis™ would have invited a damaging re-
sponse hfad he tried to convince jurors that members
of organized crime killed Ted Binion, a prosecutor
said Tuesday. “.

In a four-day hearing scheduled to end today, at-
torneys for Tabish and Sandy Murphy have argued
that before trial, they should have been provided
with ah April 1999 FBI report in which'a mob asso-
Clate said he and several cohorts discussed robbing

Binion and then making his murder look like a hero-
in overdose. . '

=) - il S

: 2 e SIS
§a‘acy Murphy's atiorney Gerald Séc‘.t:, riaht, queé-
tions FBI Special Agent Charles Maurer about state-

ments in which organized crime figures said:they
[discussed robbing Ted Binion. . ... . &
victim of a mob iﬁt, p;oéecutoré' would have i:rzésent-
ed witnesses who-said Tabish'bragged of his connec-
11ons with'organized crime figures in Chicago, Chief
Deputy District Attorney David Roger said, . -
"N e LT e 0 Please.see BINION/3B

S

,H_a,d _the_ iiéfens_e ;é;‘gued,that,_'Bihion was the -
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Also, Roger said Tazabish
used his cellular phone on the
day Binion died to page a
Chicago man alleged tc have
mob ties,” Two days later,
Roger.said Tabish paged the
"Chicago man again, just be-

" .fore Tabish and two other
i .men were caught digging up

about $7 million worth of sil-
ver belonging to Binion. Rog-
er said the pager belonged to
‘Salvatore Galioto, who later
visited Tabish at the Clark
County Detention Center.

;" Also;, Roger’ said prosecu-
tors would have-called a wit-
ness who said she spoke-with
Tabish’s wife, Marv Jo, the
night that Tabish tried to
steal the silver from the
..Pahrump vault. .

“Mary Jo Tabish told the

. witness that they were in
deep financial trouble, that
Rick was going to get the sil-
wer, and it was going to'Chi-
cago,” Roger said.

50

Mary Juo Tal T b
voreed her @ : X
and Murphy 1
of murder, cid not_ st
who in Chicago would recet
the silver, Roger seid. But
said logic dictates it woul
have been delivered to somu
one connected to organize
crime.







{
provided with an FBI report
Summarizing an April 1999
interview that agents con-
ducted with Antone Davi,
who pleaded guilty to murder

" in the January 1997 shooting

death of mob associate Her-
bert “Fat Herbie” Blitzstein.,
According to the FBI re-
port, Davi recounted a con-
versation with Alfred Mauyi-
ello, who pleaded guilty to
participating in an enterprise
engaged ip racketeering ac-
tivity, including Blitzstein's
murder, '
Davi said Mauriello told
him in 1997 that Binion of
fered him 850,000 to kil Bin-
ion's sister, Becky Behnen,
who now controls Binion’s
Horseshoe. . . ‘
Davi saig Ted Binion
changed his mingd, and “a plot
was hatched to rob and kill
(Ted) Binion,” according to
the FBI report. The plan was
to render Binion unconscious
with a stun gun, then cause
him to overdose on heroin, he
said; : '
Murphy attorney John Mo-
mot said the FBI report
would have buttressed the de-

fense argument that Binion

died of an accidental or inten-
tional drug overdose, -

“I never had this document
at'all. T wish I did,” Momot

-‘\?2
-

said. -

Roger said he never had
the document either, and said
he thinks the defense before
trial was aware of the infor-
mation contained in the re-
port. He said that Momot in=
cluded Davi on the list of po-
tential witnesses he filed in
March.

Roger questioned whether
the report would have bene-
fited the defense. He said sev-
eral witnesses placed Murphy
inside Binion’s home during
the period in which prosecu-
tion and defense experts said
Binion died. : ’

“Sandy Murphy was there,
but the mob came in and
killed. Ted Binion, and she
didn’t say anything about it?
That’s absurd " Roger said.

Former FBI Special Agent
John R. Plunkett II] testified
that Las Vegas police in 1997
agreed to inform Binjon that
he could be the target of a
robbery. The FR] asked police
to carry the news so as not to
Jeopardize a federal investi:
gation, he said. 2 ;

FBI Special Agent Charles
Maurer said al] of those in:
volved in the .reported mob

plot on Binion’s life were in

brison when the former casi-
no executive died.
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Zovernment sues
shovel Brigade

Protest group
accused of
frespassing

Associated Press

RENO — The federal gov-
¢rnment has sued a citizens
group for trespassing in its
Independence Day rally on a
washed-out dirt road along a
siream that’s home to the
hreztened bull trout.

“It iz a county road,” Shov-
¢l Brigade leader Demar Dahl
szi@ Thursday in response. “I
think they would have to
prove that it’s their road be-

fore they could make'a tres-,

233 charge stick.”

The question of who con-
trols South Canyon Road has
been a point of contention —
and litigation — for years be-
tween Elko County and the
T.S. government. '

More recently, it has come
to symbolize the friction be-
tween some rural Westerners
znd the federal government
over the control of public
lands, which prompted the
peaceful July Fourth demon-
stration led by the Shovel

-

Brigade citizens group.

The group took its name af-
ter sympathizers donated
hundreds of shovels for an
earlier failed effort to reopen
the road.

Last month hundreds of
protesters from across the na-
tion converged on tiny Jar-
bidge, near the Idaho border,
to reopen the washed out
road despite warnings from
the Forest Service that the
work could threaten the sur-
vival of the bull trout’s south-
ernmost U.S. population by
damaging the stream bed and
adding silt to the river.

“It’s our, theory that they
still have to get a permit to go
on Forest Service land to 20
the work they did,” Assistant
U.S. Attorney Steven Myhre
said Thursday.

The Fish and Wildlife Ser-
vice declared the fish threat-
ened two years ago, entitling
it to the protection of the En-
dangered Species Act.

The. law prohibits any ac-
tion that would harm a pro-
tected species, including de-
struction of its habitat.

. South Canyon Road
washed out in a 1995 flood.

"Locals claim the Forest

53
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Service' has no jurisdiction
over the road because it was
there long before Congress es-
tablished the national forest
in the early 1900s.

U.S. District Judge David
Hagen ordered all parties in-
to mediation to avoid a costly
trial.

Those talks produced a
shaky agreement that would
allow the road to be rebuilt
only if environmental impact
statements conclude it can be
done " without harming the
fish. .

The proposed settlement
also would absolve the county
from potential fines for envi-
ronmental damage alleged to
have been caused by its 1998
road work and give it a right
of way — but not ownership
— of the road.

The complaint filed Aug. 4
_said the U.S. Forest Service
stabilized the area around
the river after it shooed the
county " away in 1998 so it
,could better withstand anoth-
er flood, then put three boul-

ders at the north end of the .

restored area to block
vehicles.- - £t

LRI VPR TN § N {‘.‘-‘.’-ff;‘.‘f,."',’ 3oaNe et
- »The.Shovel Brigade moved

ta:4-ton boulder dubbed the

“Liberty Rock™ o7 the rozd ir.
last x;nonth’s protest.

“Defendants then cazused ¢
road to be hewn from ihe ar
ea restored by the Forest Ser
vice in 1998, the complzin:
szid. “The ground-cdisturbing
activities directed by the de
fendants caused injury 1o the
United States.”

The complaint does no
claim any harm to the fish
but seeks unspecified damag
es for restorztion of the are:
and an order barring the bri
gade from .any more activit:
on South Canyon Road with
out proper permits.

Dahl noted that the boul
der has not been moved bac)
since the Shovel Brigade lef
in July.

“It seems that if they thin!
that the fish is going to b
endangered and they own th.
road that they should go u
there and -take whateve
measures they think are nec
essary to prevent that” 'h
said.

A TForest Service spokes
woman deferred comment t
the U.S. attorney’s office.

.-'--“-Thgt’s really not a decisio:
by the U.S. attorney’s offic

. at this point,” Myhre said.:-
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2 Aé_cused of Drug

Sales at VA Clinic

& Narcotics: Pair are arrested after allegedly posing as
patients to sell heroin to addictsina rehab program. -

By LEE CONDON
TIMES STAFF WRITER

Two men who allegedly posed as
patients in order to sell heroin to
addicts at a veterans drug rehabili-
tation clinic in North Hills were ar-
rested by the FBI, authorities said
Thursday. L

“They were both patients there
for several years,."'said_ligg spokes-
woman . Cheryl Mimura. “This

crime is particularly heinous be--

cause they targeted such vulner-
.able victims who are trying to get
off drugs.” ., [Fni T

James Marshall Venti, 50, of Van
Nuys, and Luis Carrillo Rodriguez,
.51, of Santa Paula, were arrested
Wednesday and were being held
without bail at the Metropolitan
Detention Center downtown. Both
are charged with possession with
intent to distribute heroin,

The sales allegedly occurred out-
side the offices of a Department of
Veterans Affairs health center in
the 16000 block of Plummer Sireet,

The FBI has been investigating

the pair since March in cooperation..

with the inspector general's office
for Veterans Affairs, .

Beverly Fitzgerald, a spokes-
woman for the VA’s Greater Los
Angeles Healtheare System, said
the agency has made helping vet-
erans kick drug habits a top prior-

comment, - Lo

ity.

“You are always disappointed that
people-would take advantage by
trafficking drugs,” Fitzgerald said.
“I’s certainly not something we
want happening on our grounds.”

The methadone clinic serves

about 150 patients a day on an out-

patient basis, :

The FBI investigation was
started at the clinic’s request, Ai-
murasaid,. | ... .

“They noticed a significant heroin
problem at their facility,” she said.
In addition, three heroin overdoses
occurred on Veterans Affairs prop-

erty in Westwood and North Hills. :

Two of those users died, and all
three were methadone clinic pa-
tients. The FBI is investigating
whether any of them are linked to
the suspects, Mimura said. :

According to an arrest warrant af-
fidavit filed by the bureau, an in-
formant allowed FBI agents to re-

cord his purchases of black tar

heroin from the suspects. The trans-
actions allegedly took place at the
methadone clinic and at Venti’s
home. ; N
Mimura said the suspects face 2
maximum sentencé of 10 years in
prisonif convicted. . o
" The public defender represent-
ing Rodriguez declined to com-
ment. Venti’s court-appointed law-
yer could not be. reached for
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EMINENCE
7 men arrested;

crack ring suspected -
Authorities arresteg seven

men in Eminence, Ky., late
Thursday after an irvestigation

.of a°suspected crack-coseine

ring, -

- The arrests are the. resy)r of a
long-term probe by the Ken.
fucky State Police And the FBI,

..s8id Trooper John .Bradley, a

*Spokesman for the state police
pos:atLa Grange. 2

_The r:ames of the men arrest-

-£¢ re beirg withheld %ending
Surther Invesligetion. Bradley
~$2i6, 2d2ing that more arrests
t2re expected.’ . o
-7 Five fen - 2ges 23. 28;:29, .
734 and 40 — were arrestec on
siedera! warrants that- ckzrged
wthem with distributior, of-a con-
;.f:ol!eq sibstance, Brad!ey-said.

+3hey Were scheduled to be ar-
TRigned in'federaj court in Lex-
Nngton, ol
3. Also, R 22-Year-old men 2nd.a
- +§8-year-0'g.man Avere arréstéd.
.. » 30N state “warrafs ‘charging.

—

- them with first-degree traffick.
“iNg in & controlled- substance.-
They were being held in the
Oldham County Jent, - T
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Dana Camenter holds a picture of her
Cargeater, who died in Mobils County
is considerin
Sheritf's De

Melro Jail. Ms. Ca
partment over the death

[T

X,
RON CCLQUITT/S1EH Pacy

=% :former wife, other

=37 inmates are not so’sure asai?st the Sherifié

. meat,

= - By RON COLQUITT Two inm§!es;___

-2nd JOE DANBORN have told the N

" &2t Reporters Carpenler, 42, wEs

- R aoused by jail guar

4 The FBI .\‘Vi” jiaunch an - eral occasions &nd

vestigation into last month's Iy was denied fcod,

(¢ Paclographer
fermer husband, James °

. o, g v rpentaf
g possible civil action against the {«‘.obile County

} Sheriff says nothing

% unexplalned death. of Mobije .
* -County Metro Jail inmate
“James . Carpenter, an agency
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Ver Robert
Clark for possikle ¢

m

spokesman sa
Mobile, | .

Sheriff Jack Tillman de
scribed such Investigations as
not uncommon, and said he
awaits the resuits of an autop-

id Thursday in
cicus circumstan
rounding the ceath,

“We are golng to

“Cowboy

sy conducted July 28, ¢

£l & Cerpsnter wes found c=
suspicious happened, Bgt Carpe;ter‘s o
but James Carpenter's  said she bas hirec Aobs

ivis

inllicte a
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wivil rights investigation within the next cou-
e of days.” FBI spokesman Ray Zicarelli said
Thursdzy. He did not have a timetable for the
work to be completed. Zicarelli said U.S. At-
torney.J. Don Foster's oflice referred the mat-
ter to the agency.

-+ Assistant US. Attorney Ginny Grenade
said Foster's office received a complaint
WWednesday about Carpenter's death and, fol-
iowing standard procedure, contacted the
FBi.

“[ have no idea about the merit of the alle-

gations or znything like that,” Granade said.
: _ Tillman said Thursday that he asked the
+Bl 10 Jook into the death. Earlier in the week,
he said the Sherlll’s Department internal in-
Vestigation into Carpenter's death is on hold
pending toxicology results from his autopsy.

Corrections officers found Carpenter dead
in his high-security cell around 7:30 2.m. July
28, zccording to sherifl's spokesman Chad
Tucker, Carpenter had been in the jall for
about two weeks on various minor charges,
according to Tillman and Tucker.

Both Tillman and Tucker declined to dis-
cuss the death in detail.

- "We have got to wait unti! this autopsy is
linished before we start speculating, because
e simply do not know at this point,” Tucker
said. The Alabama Department of Forensic
Sciences should have the toxlcology results
and complete the autopsy report in another
two to four weeks, Tucker said,

- Clark said he plans to hire another lawyer,
Dom Soto, to assist him in the case.

“We are golng to lift up the rock and let
the light of public scrutiny fall on all that is
fown there™ at the jail, Clark said.

Metro Jail has been taxed beyond capaci-
ty- for several years, The S-year-old facility.
built to hold 816 inmates, averages around
1,100 dally and has topped out around 1,400,
bliicials said. A new, 325-bed facility expected
10 -opéen next year should ease some of the
problems caused by the crowding. officials
-said,

Carpenter was booked into the jail July 13
on several misdemeanor charges, including
disarderly conduct, loitering, resisting arrest

and failure to obey a police officer. He was
unemployed at the time of his arrest and
death, although he had worked previously as
a security guard in Prichard, according to his

‘ex-wife.

Earlier this week, Soto took a Mobile Reg-
ister reporter to the jail to meet two.inmmates
who claimed to have information about Car-
penter's stay. The two said they had not
talked to each othar about Carpenter uatil
four days after the death,

The two inmates; in separzte interviews
with the Register, accused five corrections of-
ficers of mistreating Carpenter, including
punches and other physical abuse.

The inmztes said Carpenter reguested
medical attention but to their knowiecdga he
received little or none. They sal@ corrections
ofiicers ignored warnings from other inmates
that Carpenter needed help.

Tillman and Tucker both saic there is nn
eviceace that officers physicelly ebused Car-
penter. They did not comment on the other
«liegations. stressing instead the need to wait
for the full autopsy report,

“All those details will be made ofiiciat at
the close of this investigation,” Tucker said.

Dr. Kathleen Enstice, the medical examin-
er who performed the autopsy on Carpenter
on the day he died, said recen:y that she
could not determine a cause ol death until
she had results of laborztory studies that
should show whether Carpenter died of any
sort of disease.

Carpenter's ex-wile, Dane Carpenter of
Moblle, said he was taking medication for
high blood pressure.

The two inmates said Carpenter was
handcuffe¢ when he dled, with the cuifs
chained to a belt around his waist. Enstice.
the medicel examiner, declined to talk about
any marks on the dead man's wrists. Dana
Carpenter said she noticed 3-inch-wide bands
on his wrists at his funeral last week in Au-
gusta, Ga.

While jalled, Carpenter was placed in a
cell in an administrative segregztion "wecge”
at some point, Prisoners who are considered
a hazard to themselves, other Inmates or cor-
rections officers get put in the wedge, said
Tucker, although he did not sey why Carpen-

(B




ter was placed there. The area contains eight
cells designed to hold one inmate each, with
metal doors Instead of bars, he said,

One of the inmates Interviewed by the
Register said he was in the wecge with Car-
penter for several days. Mos: of the cells held
more than one inmate during that time, bu:
Carpenter was alone, the inmate said.

Carpenter began purposely clogging his
toilet soon after he arrived, apparently to
protest the guards' reiusal to let him make a
phone call, one Inmate said. Both inma:es
said Carpenter also delecated znd urinated
on the {loor of his cell.

One of the inmates was In 2 cel} separated
from Carpenter's by a 4-foot fire wall. He said

- he could talk to Carpenter and hear him, as

well as see a small portion of Carpenter's cell,
through a hole near the toiler, Sherilf's
spokesman Tucker said, however, there is no
such hole.

The inmate said Carpenter would refuse
to hard his food tray to the guerds when they
came by to collect it. “He'd be dancln’ and Jig-
gin® with them, saying, ‘No, I'm not going to
give it to you, why don't you come 2nd get

.1t " the inmate said.

Deputy Warden Jim Owens Ceferred 2all
questions to Tucker.

The Register contacted former Metro Jail
Warden Rick Gaston and asked him what pro-
cedures were in place when he resigned in
mid-June to become warden of Harrisoq
County Jail in Mississippi.

Gaston said corrections oiiicers were to
check on restrzined inmates in segregation
cells every 15 minutes to make sure they
could breathe properly end their blood circu-
tation was not restricted. Geston seid the jail
should have a log book for those check-ups.

Tucker did not know what the jail proce-
dures were regarding how often such inmates
are checked,

“I'm not sure what kinds of records are
kept in relation to inmates, but there again,
that information would not be public knowl-
ed%e until this Investigation Is complete,” he
said.

Zicarelli said the completed FB report
would be sent to both the U.S. attorney's of-
fice and the Civil Rights Division of the De-
partment of Justice in Washington,
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Suspected coke
dedler booked

... By Walt Philbln
Slaﬂ__writcr

New Orleans police and fed-
ceral authorities announced Fri-
day the arrest of an alleged

SO

(=T Ry LTIV}

sT AR

»

Mid-City cocaine dealer and the
indictment of 17 mostly New
Orleans area residents de-
seribed as “customers of o
major heroin-brafficking nel-
work.”

Police narcotics officers scized
about $17.000 worth of cocaine
from the Mid-City home of Mer-
lin Mercadel, 818 Moss St., de-
seribed by Lt Bruee Adams as

fie &

P
“nmidlevel cocaing dealer who
supplied steeet dealers.” Merei-
del was booled with possession
with intent, _t'«')d distribute cocaine
and marijuana.

Detectives seized 17 one-
ounce bags of powdered cocaine,
which they “estimated were
scheduled for sale to other deal-
ers al $1,000 apicce. Adams said
the cocaine was very pure. “ll

was ol right off the Irick,” he
watidd,

Police alzo scized six one-
ounce bayrs of marijuana that
sell for about $100 cach, a 1997
GMC truck and more than
S$15,000 at the Moss Street resi-
denee, tess than a mile from the
palice complex along Bayou St.
John, officers said.

In other action Friday, New
Orleans police, FBIL and Dreugr

B

13 arrested as heroin customers

Fonforeement Mdministration
agrents and authoritios from Jof-

Terson and St Bernard parishe: ™

teamed up o arvest 13 of 17
suspecets indicted Thursday by a
lederal grand jury on charges of
using it Letephone to buy heroin,
a tederal felony chanrpe that car-
ties o nmximum sentence of four
years' imprisomment and a

See DRUGS, 73-.2
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authorilies can prove the 17

$1 (U0 m coke
found in Mi

-City

10me, cops say

DHUGS, Jrom I3-2

L0080 fine, NS Attnpeuey
Faddie Jurdan said,

Four of the ~uspocts retmined

at darge Friday afiormoon,

Jordan sald the users were
conisht in a \1.,.»-" af an inves
gatinn that resubied in the ine
dietment jast month of 17
fuspests who anthavities said
Jurmad an exiensive hervinarud-
flieking neswork in the New Ope
leans area. Federnd and police

undercover agents noticed the
azvity early this year in the St
Thomas housing comples, and
lawer realized it had ~pxeul 0
uther parts of the ¢ity in a much
larger organization, officials said
inJune.

All 17 alleged heroin dealers
have been arrested and 12 have
pleaded guilty to conspiracy to
distribute heroin, Jordan said
Friday. The other five have open
cases, Jordan said.

Of the 17 alleged customers
indicted, three said they lived in
Jefferson Purish,” two in Chal
mette, one in Laurel, Miss., a ‘.r‘d
11 in Orleans Parish. including
one in Venetian Isles and an-
other in the Lake Catherine
area in the outlving areus of
eastern New Orleans,

“These users enter the city
abtain their drug of choice and
return to the reladve calm of
subnarbia) Jordan said.

. Jordan would not say
whather agents have evidence of
the suspects actually obtaining

the hemm. Agents used court- -

ordered wiretap surveillance to
make sume of the cases against
the 17 alleged dealers, and offi-
cers said Frxdm the alleged
users were momtored on those

© wiretaps. Jordan would not con- .

firm that, -or c\p]am \shcther

bual]v purchased herm

' ‘Supenntendent Rxchard Pen:.

2t Taeam WTaAwAl

. New Orizans; .Laz»:sl-._.
, 7 TI03 Totw R Ananda N

Uu.S. Attorney Eddie Jordan
said the users were caught in
a spinefT of an investigation
that resulted in the indictment
last month of 17 suspects vihe
authorities said formed an
extensive heroin-trafficking
network in the Rew Orleans
area.

(dl“-}_’ 3 NRYPUETeSSIVe Al

toward dinar naers,

“l lU!"ul"lu it is the
abuser who ereites demis
provides {he muney that fue's
retail zades aund redaied vo-
lenee” Penningron said,

an, 30, 735 Caree
O".cau z'x. Fobeet ] ° ¥ Whiz

St Crenetis,

fay, feiserson, Chedn,

Gfthe 17 suzgecis mdaies o
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theft takes .
its toll in
- Louisiana

Internet technology hejps
Prt victims’ lives in chaos

I
i By Ketth O'Brien
: £250 Jeterscn bureay

Benito Castro loved being Dr. Charles Glueck.
He got respect at the bank. He basked in the
atiention from stores that ex-
Lendaihun thousands of dollarg

“It's so addictive,” Castro
said. “I was never going to be
Benito Castro again. "

But on Wednesday, Castro, 2
New Orleans native and an ex- .
oot s scheduled to appear  OTWHNMY
under his real name in state on with Ko
Disrict Court in Baton Rouge. ol
In 2n agreement with Prosecutors, Castro said he
will pled guilty and serve 10 years in prison for
stealing the identity of Glueck; 2 Metairie dentist,
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. Claremore man
‘indicted in thefts
from Air Guard

0 Harper

AVID
Safi Wrter

A Cleremore man was indicted Tues-
Zev on a charge of stealing various
fems from the Oklahoma Air National
Cuard in Tulsa over an eight-month pe-
riod ending in June.

Daniel Scott Burrus, 28, was charged
with stealing U.S. Air Force property,
including gas masks, ﬂxght bags, flak
jackets, helmets, magazines for .223-cali-
ber zmmunition, and one set of night-
vision goggles betv.een November and
June.

The indictment was one of several re-

turned Tuesday by a federal grand jury
in Tulsa.

Capt. Michael Mannes, judge advo-
cate for the Oklahoma National Guard,
szid Tuesday evening that Burrus has

served as a sergeant who ‘worked as a
security police officer for the Oklahoma
Alr National Guard in Tulsa.

Burrus is on administrative leave,
Mannes said. “Separation proceedings”
by the Guard against Burrus will begin
if Burrus is convicted and could happen
sponer than that,.depending on applica-
ble regulations, he said.

Mannes said he understands that the.
FBI has recovered all of the property.
Assistant U.S. Attorney Susan Morgan
said Tuesday that several of the items
were found in Burrus' possession, while
others were found elsewhere.

Morgan would not speculate about
the motivation for Burrus’ alleged ac-
tions. She said Burrus is not in custo-
dy. .

In unrelated mdlctments issued Tues-

L oo e+ ——

" » Malcolm Derome “Mlke McGee

of Los Angeles was charged with con-
spiracy.to possess one kilogram or
more of a mixture containing phencycli-
dine, known as PCP; with intent.to dis-
tribute, - causing another person to pos-
sess PCP with -intent ,to distribute and
use-of a telephone to -discuss PCP dis-
mbut:om McGee,;:33,. was: arrested July
15.at a Tulsa, motel -after- he allegedly
came ‘from - Washmgton, D Cii.to- - Tulsa’

1o, fake’ custodyrof a. ga]lon ‘of “angel .
dust" “from “a womarn  'who - pirportedly
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was acting as a courier for him when .
she got thrown off a bus in Tulsa on |

July 14,

l

» John Russell Penn was charged -

with possession of stolen mail. Penn al-
legedly possessed mail intended for ad-
dresses in Oklahoma, Missouri, Kansas,
Tennessee, Nevada, Arizona and Califor-

nia. From Sept. "1 through Feb. §, Penn
supposedly possessed more than 100
pieces of mail, including more than 50
checkbooks. . .

¥ Jeremy Wayne Slagle and Harold
Kelley were charged with conspiracy
and bank fraud. Slagle and Kelley were
accused of scheming to defraud the
American Airlines Employees Federal
Credit Union of $30,000 in early June.
Slagle reportedly was_working at the
Credit Union Service Center, 6105-A S.
Mmgo Road, when he allegedly agreed
to give SSOOOO to a third party Kelley
had contacted who was to impersonate
an actual account holder making a with-
drawal. Police officers had been tipped

"by the’ third party and momtored the

bogus transaction.

» Carol S. Lyons was charged with
bank fraud. Authorities say Lyons — a_
former employee at Security Bank in
Pawnee — converted income received
by the bank from check sales and in-
sufficient check charges into two ac-
counts she controlled. The alleged con-
duct resulted in a loss of $38,000 to the
bank from June 17, 1996°to May 28.

» John Thomas Fisher was charged
with possession’-of methamphetamme
with ‘intent to dlstnbute, possessxon of
“firearnis” ‘during "3 " drug trafficking
crime, and possessionof a firearms and
ammunition after two pnor felony con-
victions. ‘Fisher-allegédly’ was found
with methamphetamme, two semiauto-

‘matic:pistols,-a semiiattomatic shotgun, )
‘a bolt- achon rifle and 37 rounds of am-,

funition on June 29, 1999. -

F8t DOJ
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E-mail intercepts subject to judicial oversight

In response to your recent'edito-
rial “Carnivore: Privacy-eating
beast” (July 31), a few additional
facts might help your readers.
understand the safeguards and
judicial oversight applicable to the
interception ‘of e-mail on the Inter-
net.

As alwax s happens, dangerous
criminals and terrorists use new
technology as fast as anyone does.
So now, instead of telephones, we
increasingly find criminals commu-
mcatmg by e-mail in fuirtherance of ,
their crimes. We have seen this in®
everything from child pornography
to terrorism. That is why the FBI*
developed the Carnivore program,
a tool that permits surgical inter-’
ceptions in the midst of the ﬂood of
data on the Internet. ;- ;

Contrary to the asseruons in the
article; the FBI's use of Carmvore

dates of the Fourth Améendment. *
To use Carnivore to obtain a crimi-
nal’s e-mail, the FBI first must suc--
cessfully demonstrate toa Judge
that thereis probable cause to
believe that a serious crime is
being or has been commltted the,
e-mails are about or in furtherance
of that crime, and the interception
is necessary to gather evidence .
about the crime. It is the same rig-
orous legal standard that applies to
gthe interception of telephone con-
i versations. These interceptions
{have to be approved by afederal °.
.Judge )

The same severe criminal and
civil sanctions apply to any misuse
as well, and the whole process is
supemsed beghning to end by the
federal court issuing the order.

" Finally, the use of this evidence

and the method of collection are
always subject to vigorous chal-
lenge by defénse lawyers.

‘The FBI only uses Carnivore
when an Internet service provider
cannot, on its own, provide the
very limited information autho-
rized by courts to be intercepted, -
e.g., &-mails to and from two drig
dealers. That is why it has only

- béen used 25 times since it was

developed and, in these cases, it ¢

- was used with assistance from the *
Internet service provider. . .-t~

Fmally, Carnivore does not auto-,

. matlcally” search for “key words ~ !
..--among all. et-lrlnad traffic. fIt doaej ‘X
"% not search the content of. e-m at
e comphes fully with the ma- . - all. To search as the editorial sug- *'
“gests would be contrary to federal
:: 1aw, subject to severe criminal .
~ "sanctions and prodtce not'mng of ¥
. evidentiary value becauseit would
. “contravene the parameters of the"
: 'Fourth Amendment. Instead, Car--

nivore énsiires that law enforce-

- ment only gets those specific e-- o

mails addressed as described in -

-+ the court’s order to thé completé

exclusion of everythmg else on the
Internet. - .

‘.

Guadalupe Gonzalez
Specxal Agent in Charge-
Phoemx erld Oﬂice, FBI
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Oz the day we toured the
T2, Smith demonstreted the
wezpons at the indoor firing
range. | 7

To make sure that FBI
zgzats keep their skills
sharp, they have to qualify
four times a year on the
weazpons they carry. For
zgents assigned to headquar-
ters in downtown |
Trzshington, the indoor fir-
ing reage is the place to
practice. For p2ople teking a
tour of the FBI Building, the
firearms Cemonstration is
the grand finale of a one-
hour visit. -

When our tour group had
settled down on benches,
curtains opened to reveal a
paper silhouette hanging
from 2 track on the other
side of a glass wall. For the
demonstration, the silhou-
ette was 2(0:feet downrange
of Smith, who explained why
as he talked through a micro-
phone.

“Ninety percent of all gun-
fights occur at that distance
or closer,” Smith said. Most
gunfights are within 10 feet
and are over in 10 seconds.

The sithouette gave point
~values for areas of the body.
Hit the head or central
torso, and you got five
points. For the arm, you got

two. For the empty edge of 2 .

coat sleeve, you got none. To
qualify on a weapon, an

agent would have to place 80

T meas iy
: .

KATHERINE CALOS

The FBI Building Is one of the more popular tours in
the nation's capital. Waiting time is sometimes two
hours for unscheduled visitors, though.

.ﬁer_@ent of his shots in the
five-point area at distances
of 25 feet, 15 feet, seven feet

ment until it was replaced by
the semizutomatic Glock.
Some agents still carry their

and five feet. _ 357 T
S Theagontpit onhead- & Smith & .'\'xessogiglock' ;

phones to muffle thenoise 23, the now-standard semi- 2
and thén began to shoot, automatic that holds 13 s
starting with a revolver and f‘_)t“ings of .40-caliber ammu- o

ding with a submachine  mition. .
Z?m. Bge‘?gre ﬁrillllg each r Thompson .45-caliber sub- .-
weapon, he briefly described ~ machine gun, which can - e
its capabilities, After firing ~ Shoot 600 rounds a minute. ge:
each weapon, he backlit the ~ Weighing 12 pounds, 7 -
target to show how much ounces empty, it's difficult to -
damage was done. hold up when fully loaded. L

T'm no student of anato-"  Lhat's why agents used to :
my, but it looked to me asif ~ shoot from the hip, Smith .
the bullet holes were said, not because it was cool.
destructively close to the The Thompson was retired "
heart and stomach. By the ~ in 1975. o o
time he finished his 30 to 35 & MP-5 German-made su Fy,
rounds, a sizable hole had machine gun. Lighteratonly -
appeared in the paper at the 5 pounds an'd more compact, «
center of the torso, All of the the current issue gun has R
shots were within the five-  three settings. It can shoot
point range. single 10 mm shots on semi-

Smith showed us four automatic, fire two or three
weapons: shots at a time on the burst «
& Smith & Wesson .357 setting or empty the maga- .
Magnum revolver, which zine on a fully automatic set- -
holds six rounds (bullets) -

N

~ and was standard FBI equip-_.." - SEEFBI PAGEIS ¥ ", .
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extortion csa

:I:‘dexing'

udge gweg K&E‘E‘ life in prison
I role m_ )’ I{aﬂ: ext@rﬁ@n case

LNDREA BarL
s zz~-Siztesman Steff

22 man cénvicted of stealing
L0630 from Madalyn O’Hair'’s
st o*-gcnization will spend
rest of his life in prison, a fed-
judge ruled Thursday.
v Paul Karr, 52, was con-
:d in Jume of stealing money
1 O’Hair, her son Jon Garth
—ay and granddaughter Robin
ray-O'Hair, whom O'Hair
:zed as her daughter. After a
Ainute hearing, U.S. District
:e Sam Sparks sentenced Karr
2. Heisnot eligible for parole.
2rks also ordered Karr to pay
2 than $540,000 in restitution.
ur was sentenced under the
z-strikes law, under which a
on convicted of three violent
\ies can receive life in prison.
- has eight other felony con-
ons, including indecency
a child, aggravated kidnap-
and robbery. .
ir. Karr has struck out,” said
-2l prosecutor Jerry Carruth.
believe the sentence was fair

Gary Paul ’

Karr: Con-
¥ victed in June
= ' of taking

% "$500,000.
from missing
atheist leader.

and just.”
Karr accepted his sentence si-

‘lently, his hands folded in front of

his green prison garb. He did not
addressthejudge.Karr’s attorney,
Tom Mills, said he would appeal

. 'the decision.

“The three-strikes law is in its
infancy,” Mills said. “We’ll be de-
veloping that law in our appeal,

and, hopefully, that will be in

Gary’s favor.”

In a three-week trial that ended
June 2, prosecutors said Karr —
with friends David Waters and
Florida resident Danny Fry —ex-
torted $500,000 from the O’Hair
family. Prosecutors 'said they
think the family was held hostage,
killed, dismembered in a North

Austm storage umt and buned in
55-gallon drums. Their bodies
have not been found, and no mur-
der charges have been filed.
After four days of deh'berations’

T jurors found Karr not guilty o

conspiring to kidnap the famll\
but guilty of four other charges
including extortion and trans
porting stolen goods across state
lines. Nearly hzlf the jurors at-
tended Thursday’s sentencing.

“I believe that he did it,” juror
Terry Olguin said after the sen-
tencing. “He kidnapped and killed
them. There's no doubt in my !
mind.” )

Fry, who prosecx.tors say was
killed by Watersand Karr afterthe
O'Hair family was killed, was !
found dead in Dallas County in
1985. Waters, who pleaded guilty
in 1995 to stealing $54,000 from an
O’Hair atheist group, wds sen-
tenced to life in state prison last
year after violating the terms of
his probation.
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Man held
mk illing
of crime
lartner

: # i
. BY ALEXIS CHIU :
: | Memcus oy New's

tzken into custody two months after
he zllegedly killed 2 robbery accom-
plice by pushing her from the driv-
| Er's s2at of the getaway car and into
t:?.ac oa the Golden Gate Bridge.
~zpolson Browm, 28, faces mur-
: u.: znd robbery charg(s in connec-
tion with the June 19 death:of 25-
year-old Lenties
Me White. Investiga-
-~ tors say Brown

.-;S;’.nPranascomanlmbeanﬁ

1nt (‘hr\nw.:-.w Seccs Hais

e

basement before the robbe:s ﬁed

‘(Ingicate cage, nama of

{
i
I

with about $9,000 in cash. *

The fatal incident unfolded in
front of a plainclothes officer who
followed the car as it sped away
from the restaurant Authorities
have suggested White was thrown
from the car eithef because she was
driving too slowly or to create a dis-

"traction for police. . . .-

. .The officer watched in horror as
Whnewasnmoverbyamr She lat-
er died at an area hospital, but not

before making an apparent declara-
tion to police 2bout her killers. .

! Justafter White wes hit,a man be-

;lieved to be Thomn got out of the Es-
cort’s passenger side, ran around to
the driver’s seat, got in and sped
north on Highway 101. Police’ be-

] lieve Thorn let Brown — with the
{‘&9000 in stolen cesh — out of the

. car sometime soon after,

" Thom wes spotted d.mmg elone
in Marin City, and he wes arrested
after California Highway Pafrol offi-

cers-and sheriff's deputies chased'

the carto SanRafas]l. -4

cllegedly - and another man
; - held up a Johnny

g ruched Rockets diner in
i - the Marina dis-
; herfrom trict and hopped

........... into 2 car dn‘en
{Gedriver'cs by White minutes
e ) before’ she was,
cezt. pushed from the
FordEscort.” .

Brown wes arrested early Sunday .
oming by members of the FBI Vio-
lestt Crime Task Force atamISpect
€d drug house on Potrero Hill. He is
scheduled "to be arraigned tlus |
moming.

The other azmed-robbery suspect
— also facing murder charges — is
24-rear-old Sala Thomn, who was ar-
rested shortly aftet White's death.
Bothmencouldfacehfempnson.

without the | poszbmty of pamle !.f
comvicted.

Heanwhile, prosecu'to are
zweiting resuts from DNA tests per- i i
formed -an a piece of clothing they |
believe was accidentally left by one i
of the robbers at the Johnny Rock- -
ets diner on. Chestnut Street, &nd
Assistent Dslnct Altorney Ja.rm
Hzmmer.*

During the holdup, t.he I&ctamant
mzanzger was pistol-whipped and i
several woskers were held in the i
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Mob helped cause death of white man

By Bri4N BRUEGGEMANN
bbrueggemann@bnd.com

EDWARDSVILLE — Two
more men involved in the
Richard Skelton beating death
pleaded guilty Friday, meaning
all of the defendants charged
with murder have been convict-
ed or have pleaded guilty to
crimes.

“I'm glad it’s over,” A551stant

State’s Attorney Don Weber
said after Antonio Williams and *
Elmer Moore entered their: ..
pleas.of charges of aggravated”

battery and mdb actron o
Their. pleas came exactly

B A

ched pled ZpiEemicHts .
thattyc:i.l‘;for the prosew’ﬁqn'
.seek @ prison term’ né greafe
#han 12 years" when they are
.sentenced later,” R
= Williaghs, and Moore;were
] part of the mob,of young black,_.
‘men who'attacked Skélton ‘oa
Aug. 11, 1998;.when he went
toa black neighborhood in Al-
ton looking for his televxsron,
which he beheved had been
stolen by a friend or relative
and bartered for crack _co-
caine,

An argument erupted when
Skelton and a few of his white
-relatives approached one housé"
where ‘2 group of black men
were gathered. A fight broke
out, and it was heightened by’

>

two years after the rac1ally
charged beating death of the
48-year-old Skelton.
“This was an arduous task,”
Weber said. “It was very com-
plicated to sort out and see that
justice was done to the victims
and the defendants.”

Sentences imposed on the
defendants so far have ranged
from 20 years in prison to pro-
bation..

“All along, we ‘wanted to
stratify them accordmg to their
culpabrhty, Weber said:

‘Somé deféndarifs also got

with polite and prosecutors,
'Wilhams and Moore, both

racial slurs Aseparate group of

. ‘black .mmen .from. across the
'streetjomed the melee._ .
i Weber sa1d “Williams ° and
.Moore. ¥ were, part of ‘the group
that..came..from" across the
istréet:. Both. deferidants took
ipart in the beating of Skelton

and his brother,” Fred Skelton,
according to Weber. -~ . -
The - lightést - sentence

‘Williams could get is probation.

The lightest sentence available
for Moore, is two yéars ‘in
prison;. probatron isn't an op-’
tion for him because he has two-
previous burglary conv1ct10ns
“Circuit Judge Ann Callis will-
schedule their sentencing hear-
ings after.the probation depart-

‘ment - completes presentence

corisidération’ for toopérating

s e 2 MORE MENW FLIAT
f%rme: GUILTY TO ==iT:o:=
2 - DEATH

“Charac:er:

: or

, Classification:
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Indexing:

oy 48 y
investigations,” #.b. 14, Kk,

“Williams- and »Moore had:
‘been charged wrth i

der,

which carries a minim -
tence of 20 years in prison:-’ »

-Attorney John O Gara, repre-
senting Williams, and attorney
Daniel Schattnik, réprésenting
Moore, asked Callis to release
their clients on bond while they
await sentencing, but Callis de-
nied their motions. -

Altogether, 14 people were
charged with murder or other
crimes stemming from - the
beatmg of the Skeltons. . ..

-Only one defendant, Errin
DeBruce, still has not gone to
trial .or, pleaded guilty:'He is
charged with- agg‘ravated bat-
tery not murder. :
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" FBI prohes officer's

dispute at tire shiop

Actions may have
violated civil rights

By MIKE FITZGERALD
mhtzgerald@bnd.com

EAST ST. LOUIS — The
FBI is investigating whether
an off-duty East St. Louis Po-
lice officer violated the civil
rights of a man he allegedly as-
saulted with a gun at a down-
town tire store.

“We're conducting a pre-
liminary inquiry into it, and
that's about all P'm at liberty to
say,” said Reginald Joseph, su-
pervising agent of the Federal
Bureau of Investigation's of-
fice in Fairview Heights.

On July 19, patrolman
Lance Murphy, 37, pulled his
car into the parking lot of
Classic Tires, 1601 State St.,

;and exchanged words with
Robert Pearsonm, .- 26, the

nephew of the tire shop’s own-
er. i

Murphy'’s car, and Murphy re-
sponded by pulling out his
handgun and striking Pearson
on the head with it. Murphy

_then chased Pearson into the
shop’s garage and pointed his
gun at the man’s head while
terrified customers and em-
ployees looked on, witnesses
said.

Later, after other police of-
ficers arrived and separated
the two, Pearson jumped on
Murphy. In the ensuing scufile
on the ground, Murphy al-
legedly pulled out his gun,
aimed it at Pearson’s head and
pulled the trigger twice, but
the gun misfired, witnesses
fold the Belleville News-De-
mocrat. - PR

Federal agents will try to
determine whether Murphy
violated Pearson’s civil rights
because Murphy is “a police
‘officer and acting under the

. color- of law,” FBI agent

- Joseph said.

Pearét'an aﬁegeéﬂy -kicked '

- 1
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[~ They cite court errors,
trial publicity and a report
never disclosed atthe -
Texzs businessman's
murder trial.

By LEANORA MINAI

Times Staff Writer

o

cusmessman convicted of plotting
s ex-wife's murder, is asking the
U,S. District Court to declare him
1nnocent or order a new trial.

Before a federal judge rules on
the request, Blackthorne has
asked for a hearing so his attor-
neys can question the jurors who
convicted him of arranging the
death of Sheila Bellush, a Sarasota
zr:ottiler of six, including’ quadru-
pets. L e oo

2ii I S
v~ “There’s no ‘one who studies

ofr legal system who thinks mis-
_fle_};es don’t happen, and one hap-
pEned here, andit'sa tragedy,” one
0L Blackthorne's attorneys, Rich-

:Allen Blackthorne, the Texas

ard Lubin, szid Monday.

Among the issues cited for an
acquittal or new trial to U.S. Dis-
trict Judge Edward C. Prado, ac-
cording to the 42-page motion:

. EE Federal prosecutors did not
disclose an investigative report by
the lead case investigator.

E Coug errors.

E Trial publicity. -

Richard L. Durbin Jr., assistant
U.S. attorney, said late Monday
that he had not received or re-
viewed Blackthorne's motion but
plans to fight it.

“I think the evidence against
him was overwhelming,” Durbin
said. “By the time the case was
over, there was no room for any
doubt, period, of what Mr. Black-
thorne had done, and I suspect
anybody who sat throughout that
trial had the same impression.”

On July 6, a jury of eight men
and four women convicted Black-
thorne of conspiring to commit
murder-for-hire and of arranging
an act of domestic violence across
state lines. He faces a mandatory

1t
NI
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- Blackthorneis
convicted of
plotting the
murder oi his
ex-wife, Sheila
Bellush of

Sarasota.

Texas.
¢The verdict came zfter 33

hours of deliberaticns and fol-
lowed, by & few hours, an an-
nouncement in Florida by hit man
Jose Luis Del Toro Jr., who con-
fessed to murdering Mrs. Bellush
in Sarasota in 1997.

The defense attorneys say
Blackthorne was denied a fair trial.

In their motion, they give the
most attention to prosecutors’ fail-
ure to disclose to the defense team
an investigative report by Texas
Ranger Gary De Los Szntos. The
report is based on witness inter-
views and case work.
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STATEMENT FOR THE RECORD OF
DONALD M. KERR, ASSISTANT DIRECTOR
LABORATORY DIVISION

BEFORE THE U.S. SENATE
THE COMMITTEE ON THE JUDICIARY

September 6, 2000

CARNIVORE DIAGNOSTIC TOOL
Good morning, Mr. Chairman and Members of the Committee.

I am grateful for this opportunity to discuss with you the FBI's Carnivore system -- a system
specially designed for effectively enforcing the law while at the same time fully complying with the
law. Carnivore is a system which we are counting on to help us in critical ways in combating acts of
terrorism, espionage, information warfare, hacking, and other serious and violent crimes occurring
over the Internet, acts which threaten the security of our Nation and the safety of our people.

In my statement, I will touch upon five points: why we need a system like Carnivore; why the
public should have confidence that the FBI is lawfully using Carnivore; how Carnivore, as a special
purpose electronic surveillance tool, works; why computer network service providers, with whom
the FBI always work closely, should not be fearful about Carnivore's use with their networks; and,
as an overarching matter, why the public should have trust in the FBI's conduct of electronic
surveillance and in its use of the Carnivore system. In addressing these important points, we hope
to set the record straight and allay any legal, privacy, network security, and trustworthiness
concerns.

Why does the FBI need a system like Carnivore?

By now, it has become common knowledge that terrorists, spies, hackers, and dangerous criminals
are increasingly using computers and computer networks, including the Internet, to carry out their
heinous acts. In response to their serious threats to our Nation, to the safety of the American
people, to the security of our communications infrastructure, and to the important commercial and
private potentialities of a safe, secure, and vibrant Internet, the FBI has responded by
concentrating its efforts, including its technological efforts and resources, to fight a broad array of
Cyber-crimes.

While the FBI has always, as a first instinct, sought to work cooperatively and closely with
computer network service providers, software and equipment manufacturers, and many others to
fight these crimes, it also became obvious that the FBI needed its own tools to fight this battle,
especially where legal, evidentiary, and investigative imperatives required special purpose tools.
One such tool is Carnivore, which I will discuss at length today. However, before discussing
Carnivore, it is important to identify and briefly discuss some of the types of Cyber-crime threats
which we in law enforcement have been encountering, and will encounter in the future, and
concerning which Carnivore, and tools such as Carnivore, are of critical importance to the FBI.

Terrorism:

Terrorist groups are increasingly using new information technology (IT) and the Internet to
formulate plans, raise funds, spread propaganda, and communicate securely. In his statement on
the worldwide threat in the year 2000, Director of Central Intelligence George Tenet testified that

| | 1/8/2016
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terrorist groups, "including Hezbollah, HAMAS, the Abu Nidal organization, and Bin Laden's al
Qa'ida organization are using computerized files, E-mail, and encryption to support their
operations." As one example, convicted terrorist Ramzi Yousef, the mastermind of the World Trade
Center bombing, stored detailed plans to destroy United States airliners on encrypted files on his
laptop computer.

Other terrorist groups, such as the Internet Black Tigers (who are reportedly affiliated with the
Tamil Tigers), engage in attacks on foreign government websites and E-mail servers. "Cyber
terrorism" -- the use of Cyber tools to shut down critical national infrastructures (such as energy,
telecommunications, transportation, or government.operations) for the purpose of coercing or
intimidating a government or civilian population -- is emerging as a very real threat.

Recently, the FBI uncovered a plot to break into National Guard armories and to steal the
armaments and explosives necessary to simultaneously destroy multiple power transmission
facilities in the Southern United States. After introducing a cooperating witness into the inner circle
of this domestic terrorist group, it became clear that many of the communications of the group
were occurring via E-mail. As the investigation closed, computer evidence disclosed that the group
was downloading information about Ricin, the third most deadly toxin in the world. Without the
fortunate ability to place a person in this group, the need and technological capability to intercept
their E-mail communications' content and addressing information would have been imperative, if
the FBI were to be able to detect and prevent these acts and successfully prosecute.

Espionage:

Not surprisingly, foreign intelligence services have adapted to using Cyber tools as part of their
espionage trade craft. Even as far back as 1986, before the worldwide surge in Internet use, the
KGB employed West German hackers to access Department of Defense systems in the well-known
"Cuckoo's Egg" case. It should not surprise anyone to hear that foreign intelligence services
increasingly view the Internet and computer intrusions as useful tools for acquiring sensitive U. S.
government and private sector information.

Information Warfare:

The prospect of "information warfare" by foreign militaries against our Nation's critical
infrastructures is perhaps the greatest potential Cyber threat to our national security. We know
that several foreign nations are developing information warfare doctrine, programs, and capabilities
for use against the United States or other nations. Knowing that they cannot match our military
might with conventional weapons, nations see Cyber attacks on our critical infrastructures or
military operations as a way to hit what they perceive as America's Achilles heel -- our growing
dependence on information technology in government and commercial operations. Two Chinese
military officers recently published a book that called for the use of unconventional measures,
including the propagation of computer viruses, to counterbalance the military power of the United
States. And a Russian official has also commented that an attack on a national infrastructure could,
"by virtue of its catastrophic consequences, completely overlap with the use of [weapons] of mass
destruction.”

Child Pornography and Sexual Exploitation of Children:

Through the FBI's "Innocent Images" case, and others, it has become abundantly clear that certain
adults are-using computers and the Internet widely to disseminate child pornography and to entice
young children into illegal and often violent sexual activity. Such sexual predators find the Internet
to be a well-suited medium to trap unwary children. Since 1995, the FBI has investigated nearly
800 cases involving adults traveling interstate to meet minors for the purpose of illegal sexual
relationships, and more than 1850 cases involving persons trading child pornography -- almost all
of these involve the exchange of child pornography over the Internet.

| 1/812016
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Serious Fraud:

One of the most serious criminal threats facing the Nation is the use of the Internet for fraudulent
purposes. For example, securities offered over the Internet have added an entirely new dimension
to securities fraud investigations. The North American Securities Administrators Association has
estimated that Internet-related stock fraud results in a loss to investors of approximately $10
billion per year (or nearly $1 million per hour). In one case, on March 5, 2000, nineteen people
were charged in a multimillion-dollar insider trading scheme. At the core of the scheme, the central
"insider" figure went online and found others in ISP chat rooms. He soon was passing inside
information on clients of several brokerage firms to two other individuals in exchange for a
percentage of any profits they earned by acting on it. For 2 V2 years, this person passed inside
information, communicating almost solely through online chats and instant messages, with the
insider receiving $170,000 in kickbacks while his partners made $500,000.

Why should the public have confidence in the FBI's lawful use of Carnivore?

There are a number of reasons why the public should have confidence in the FBI's lawful use of
Carnivore. First of all, since 1986, with the enactment of the Electronic Communications Privacy Act
of 1986 (ECPA), Wthh amended T|tle III of the Omnibus Crime Control and Safe Streets Act of
1968 (Title III), Congress created statutory legal protection for all types of wire and elegtronic
communications' content, including computer and Internet-based communications' content,
consistent with the Constitution. The ECPA also created statutory privacy protection for
“transactional records" pertaining to an electronic communications provider's provision of services
to a customer or subscriber consistent with the Constitution. The term "transactional records," as
used here, includes addressing (e.g., in the context of E-mail communications, the "to" and "from
"lines -- but not the "subject" or "re" lines), routing, billing, or other information maintained or
generated- by the service provider. "Transactional records"” do not include the content (substance,
purport or meaning) of E-mails or other communications. Correspondingly, in the ECPA, Congress
regulated all governmental electronic surveillance interceptions of communications' content and all
acquisitions of communications addressing and transactional record information consistent with the
Constitution. Under the ECPA, all such electronic surveillance efforts require some form of court
order, either a full Title III (probable cause-based) court order for obtaining communications'
content or an ECPA-created court order based upon relevancy for communications' addressing and
transactional record information. Of course, there are "emergency" provisions whereby surveillance
is permitted to proceed immediately, when high-level Department of Justice authorization is
obtained, 5o long as a court order is filed within 48 hours.

Under Title III, applications for electronic surveillance must demonstrate probable cause and state
with particularity and specificity: the offenses being committed, the communications facility
regarding which the subject's communications are to be intercepted, a description of the types of
conversations to be intercepted, and the identities of the persons committing the offenses and
anticipated to be intercepted. Clearly, the criminal electronic surveillance laws focus on gathering
hard evidence -- not intelligence. Under this law, the FBI cannot, and does not, "snoop."

In obedience of the law, the FBI obtains judicial authorization, in terms of always obtaining the
appropriate court order required when intercepting wire and electronic communications' content or
when acquiring addressing information and transactional record information, or lawful consent,
regardless of whether they are occurring over a computer or telecommunications network. The
FBI's use of the Carnivore system -- approximately 25 times in the last two years-- has in every
case and at all times been pursuant to such a judicially-granted court order or lawful consent. In
every case, we only deploy Carnivore after serving a court order on an ISP (or after obtaining
lawful consent of a party to the communication) and then only after working closely with the ISP
technicians or engineers in installing it. Parenthetically, where the ISP is equipped to fully and
properly implement the court order or consensual authorization, the FBI leaves the interception to
the ISP and does not rely upon Carnivore. Moreover, if an FBI employee were to attempt to acquire
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such content or information using Carnivore without obtaining a court order or appropriate consent,
it would be a serious violation of the law -- a federal felony, thereby subjecting the employee to
criminal prosecution, civil liability, and termination. Finally, FBI employees fully understand that the
unlawful interception of the content of private communications will lead to the suppression of any
and all tainted evidence and any evidence or fruits derived therefrom. In short, the penalties for
violating the electronic surveillance laws are so severe as to dissuade any such unlawful behavior,
even if someone were so inclined.

Those who have raised legal concerns regarding Carnivore have principally asserted that (1)
through its use of Carnivore, the FBI is collecting more information than a given pen register or
trap and trace court order permits, or (2) while using Carnivore, the FBI is acquiring more
information under such order than that order shoul/d lawfully permit.

As to the first assertion (as will be explained in detail below), in many investigative situations
(principally those involving pen register or trap and trace court orders), Carnivore -- far better than
any commercially-available sniffer -- is configurable so as to filter with precision certain electronic
computer traffic (i.e., the binary computer code, the fast-flowing streams of O's and 1's) such that,
in each case, FBI personnel only receive and see the specified communications addressing
information associated with a particular criminal subject's service, concerning which a particular
ECPA court order has been authorized. Further, to our knowledge, there are few, if any, electronic
surveillance tools that perform like Carnivore, in terms of its being able to be tailored to comply
with different court orders, owing to its ability to filter with precision computer code traffic.

In fact, the genesis for some of the technological functionality of Carnivore was the result of the
FBI's decision, made in light of privacy and investigative concerns, that prudent practice, with
regard to computer network-based electronic surveillance, dictated that the communications’
addressing information gleaned through technical equipment the FBI would be using should, to the
fullest extent possible, correspond to that information authorized for acquisition and use under law.
In this regard, prior to our development of Carnivore, the FBI, consistent with the Constitution and
the legal mandate found in 18 U.S.C. 3121, was using "technology reasonably available to it" which
permitted the acquisition of communications' addressing information, but which necessitated
minimization. However, while the technology then available (principally commercial sniffers)
worked as well as could be expected, as discussed in greater detail below, such equipment had
never been designed as a law enforcement electronic surveillance tool, and hence had
shortcomings. Not knowing if, or when, market forces would lead to the development of a law
enforcement electronic surveillance tool, the FBI took the initiative.

In this context, we want to make sure that both the Congress and the public understand that, in
using Carnivore, there is no broad-brush acquisition by either Carnivore or by FBI personnel of the
“contents of the wire or electronic communications" of all ISP users -- such as to constitute an
unauthorized Title III "intercept." Carnivore only intercepts the communications of that particular
criminal subject for which a Title III order has been obtained. Similarly, we want everyone to
understand that, in using Carnivore, there is no broad brush collection, storage, or review, by
either Carnivore or by FBI personnel, of the addressing or transactional information regarding any
ISP user beyond that pertaining to the criminal subject's service for which an ECPA court order
under 18 U.S.C. 3123 and 18 U.S.C. 2703(c)(d) has been obtained.

As to the second assertion, some have stated that, in their opinion, the FBI is acquiring more
information when it uses Carnivore to acquire communications addressing and transactional record
information than it should be entitled to under the Constitution or under the ECPA statutory
regimes found in Chapters 206 and 121 of Title 18 of the United States Code, and, in particular,
under the court order authorities within 18 U.S.C. 3123 and 18 U.S.C. 2703(c)(d). By way of
response, and more to the point, it appears that much, if not most, of this contention regarding
governmental access to communications addressing and transactional information emanates from
concerns about the use of electronic surveillance generally, as opposed to the FBI's use of
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Carnivore in particular. However, there is little or nothing in law or Federal jurisprudence to support
the contention that has been asserted in this regard.

In 1979, the U.S. Supreme Court ruled that, because there was no justifiable or reasonable
expectation of .privacy in the electronic impulses dialed and transmitted over the telephone lines of
a service provider to initiate a telephone call, no Fourth Amendment search or seizure was
implicated, and, accordingly, that no legal rlght or protection regarding governmental acquisition of
such mformatlon was cognizable or afforded under the Constitution (see, Smith v. Maryland, 442
U.S. 735 (1979). Similarly, the U.S. Supreme Court had earlier found no Constitutional right or
protection against the Government's warrantless acquisition of banking information that had been
disclosed by a customer to a third party financial institution (see, United States v. Miller, 425 U.S.
435, 442-444 (1976)). Hence, then, at least as a matter of Constitutional l[aw, the Supreme Court
has found no Constitutional requirement for a probable cause-based warrant in order to acquire
transactional records or information that a customer conveys or transmits to third parties such as
banks and telephone service providers.

In 1986, in enacting the ECPA's Title II and Title III provisions, the Congress was aware of the
foregoing Supreme Court rulings and sought to "create" new privacy protection in statute to protect
a subscriber's communications addressing and transactional record information. Also, just as it
intended to afford statutory privacy protection for such information, Congress also created
appropriate and commensurate court order authorities for lawful governmental use in acquiring
such information. In doing so, Congress made very reasonable, considered, and balanced
determinations as to the level of privacy protection that was appropriate for each type of
information at issue. Now, although it is true that there have been great changes in computer
technology since 1986, the core statutory privacy principles and fault lines applicable to protecting
computer-based communications content, on the one hand, and communications addressing
information, on the other, as well as to their lawful interception or acquisition, have remained quite
stable.

Since 1986, and long before the advent and use of Carnivore, the FBI and many other Federal,
State, and local governmental authorities having been lawfully acquiring computer network-based
addressing and transactional information from both telecommunications carriers and Internet
Service Providers (ISPs) under court order as anticipated by Congress within the ECPA, i.e., the
court order authorities set forth within 18 U.S.C. 3123 and 18 U.S.C. 2703(c)(d). Governmental
surveillance in this area has proceeded based upon the rightful premise that, with the appropriate
ECPA court order(s), each and every type of communications addressing and transactional record
information found within telecommunications and computer networks could be lawfully acquired.
Since the ECPA was enacted, federal courts throughout the country have consistently authorized
ECPA-based court orders applied for by the Department of Justice and the United States Attorneys'
Offices, under the authorities set forth within 18 U.5.C. 3123 and 18 U.S.C. 2703(c)(d), with
regard to the types of governmental access to and acquisition of computer network addressing
information currently being complained of, without finding Constitutional or statutory impediment.

Finally, with specific reference to Carnivore, in the approximately 25 instances wherein its use has
occurred, the courts have approved the applications, in terms of what was lawfully obtainable
through the federal statutory regime(s) and/or court orders cited above, and in terms of the
information which Carnivore, through its filtering, enables FBI personnel to lawfully receive or see
under these regimes. In the only case challenging Carnivore's intended use (in a case involving the
acquisition of E-mail addressing information under the court order authorities set forth within 18
U.S.C. 2703(c)(d) and 18 U.S.C. 3123), the court sided with the Government, finding that the
addressing information to be acquired through the Government's use of Carnivore was no more
intrusive than the information acquired through a conventional pen register under 18 U.S.C. 3123.

How does Carnivore work, and why the FBI believes Carnivore is superior from a legal,
privacy, investigative, evidentiary and technological perspective to commercial sniffers?
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Carnivore is a very effective and discriminating special purpose electronic surveillance system.
Carnivore is a filtering tool which the FBI has developed to carefully, precisely, and lawfully conduct
electronic surveillance of electronic communications occurring over computer networks. In
particular, it enables the FBI, in compliance with the Constitution and the Federal electronic
surveillance laws, to properly conduct both full communications' content interceptions and pen
register and trap and trace investigations to acquire addressing information.

For many electronic surveillance purposes, Carnivore is superior to any commercially-available
"sniffer" tool which ISP network administrators typically might use for network oversight,
management, and trouble-shooting. In the ISP world, such sniffers are the closest thing to what
would be considered an electronic surveillance interception device. Such sniffers, however, were
never designed or intended to be a special purpose electronic surveillance tool, and therefore they
are not best suited to protect the privacy rights afforded by the Constitution or by statute.

It's important to describe the context of when and how Carnivore is used and the way Carnivore
works. It's most critical to clearly understand what Carnivore discloses and, more importantly,
what it does not disclose to the FBI personnel who use it.

First of all, as emphasized above, Carnivore is only employed when the FBI has a court order (or
lawful consent) authorizing a particular type of interception or acquisition regarding a particular
criminal subject user, user address, or account humber. Second, when an ISP can completely,
properly, and securely comply with the court order on its own, the FBI does not need to deploy
Carnivore. Third, if a decision is made to use Carnivore, the FBI never deploys it without the
cooperation and technical assistance of the ISP technicians and/or engineers. Fourth, through
working with the ISP, Carnjvore is positioned and isolated in the network so as to focus exclusively
upon just that small segment of the network traffic where the subject's communications can be
funneled. This is roughly analogous to using an electronic surveillance device only within in a single
trunk or cable within a telephone network. Stated differently, and contrary to the statements of
some critics, Carnivore is not positioned to filter or access 'in a Big Brother mode, all subscriber
traffic throughout an ISP network.'

In illustrating its functionality, it is important to understand that Carnivore's filtering operates in
stages. Carnivore's first action is to filter a portion of an ISP's high speed network traffic.
Specifically, it filters binary code -- streams of O's and 1's that flow through an ISP network, for
example, at 40 mega-bits per second, and often at much higher speeds. Carnivore operates real
time with these speeds. To visualize this, imagine a huge screen containing 40 million O's and 1's
flashing by on this screen for one second, and for one second only. Carnivore's first effort --
entirely within the Carnivore box -- is to identify within those 40 million O's and 1's whether the
particular identifying information of the criminal subject (for which a court order has been
authorized) is there.

If the subject's identifying information is detected, the packets of the subject's communication
associated with the identifying information that was detected, and those alone, are segregated for
additional filtering or storage. However, it's critically important to understand that all of those 40
million O's and 1's associated with other communications are instantaneously vaporized after that
one second. They are totally destroyed; they are not collected, saved, or stored. Hence, FBI
personnel never see any of these 40 million O's and 1's, not even for that one second. Continuing
the illustration, if the subject's identifying information is not in that screen, then the next screen of
40 million O's and 1's flashes by at the same rate, and the process described above is repeated in

* identical fashion until the subject's identifying information is detected.

After exclusively segregating the subject's information for further machine processing, then a
second stage of filtering is employed. At this point, and again all within the Carnivore box,
Carnivore checks its programming to see what it should filter and collect for processing. In other
words, it determines if it's supposed to collect comprehensively -- in a full Title III or FISA mode --
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or, alternatively, whether it's only to collect pen register or trap and trace transactional and
addressing information.

Importantly, this is where some of Carnivore's key legal, evidentiary, and privacy-enhancing
features really kick in. To address the particular concerns that have been raised regarding what is
filtered and processed, and what FBI personnel see and don't see, its useful to illustrate how
Carnivore operates, for example, in a pen register or trap and trace transactional and addressing
information mode, pursuant to authorities set forth within 18 U.S.C. 3123 and 18 U.S.C. 2703(c)
(d). Under these circumstances, Carnivore only collects transactional and addressing information. It

is programmed to filter out all content, including subject line and "re" information.

For example, certain pen register or trap and trace orders will authorize collection of simply
"source,""destination," date, time, and duration of the message. Others will authorize collection of
"source,""destination,""user account address," date, time, and duration. Again, each collection, and
the filters being employed, are tailored to a particular court order's authorization.

At this point, an explanation on a more technological and functional level is warranted as to why,
with regard to pen register and trap and trace transactional and addressing information usage,
Carnivore's use was necessitated by certain privacy, evidentiary, and investigative concerns.
Commercially-available sniffers do a very good job in many circumstances of filtering and
segregating ISP information, especially in Title III interceptions. However, in other cases, where
more stringent legal, evidentiary, and law enforcement investigative requirements exist, many
sniffers would collect either too much information, such as collecting all of the information
regarding a given criminal subject's account, or, alternatively, fail to collect the authorized
information at all.

For example, because of differences and vagaries in network protocols and header addressing
information and their implementations by ISPs, collections with these commercial sniffers often do
not cut off the header addressing information at the precise point. This can lead to a small amount
of a communications' content being included (such as the "subject line") which then must be
minimized by human review. Hence, resort to commercial sniffers alone under certain
circumstances raises privacy concerns and interferes with the FBI's investigative resources. While
such sniffer capabilities might suffice for non-law enforcement network administration purposes, it
is less than perfect from a law enforcement point of view. Carnivore's development was driven by a
need to address such issues.

In another area with significant legal, evidentiary, and investigative ramifications, Carnivore is
superior to commercial sniffers. Commercial sniffers are typically designed to work only with fixed
IP addresses. Unfortunately, dynamic addressing within ISPs occurs probably in 98-99% of the
cases. Hence, the use of commercial sniffers, without more, would be ineffective in 98-99% of
court authorized collections. Carnivore was specifically designed to interface with ISP networks so
that when dynamic addressing occurs it can immediately respond to it. Finally, while it is true that
other efforts with ISPs can address this problem, this problem is effectively and efficiently resolved
technically by Carnivore.

In still another area with significant legal, evidentiary, and investigative ramifications, Carnivore
has the ability to filter and collect Simple Mail Transfer Protocol (SMTP) traffic sent to or from a
specific user. Most, if not all, commercial sniffers would collect all E-mails and then require a
human visual search to find the targeted E-mail. This obviously is wanting from a privacy and
operational perspective. Carnivore, on the other hand, has the ability to conduct very surgical
acquisitions of only a targeted criminal subject's E-mail.

To repeat, during all the filtering/processing noted above, no FBI personnel are seeing any

information -- all of the information filtering/processing, and purely in a machine-readable format,
is_ occurring exclusively "within the box."
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Now, at the end of all the filtering and processing, there, of course, is information that ultimately is
collected and stored for human review. Hence, what finally reaches the hands of FBI personnel in
every case is simply and only that particular information lawfully authorized by the court order --
and no mare.

Finally, Carnivore includes another piece of important functionality. For evidentiary purposes, and
as an audit history, Carnivore was also designed to append to an event file for each collection the
filter configuration that was used in that collection. This information tells the FBI personnel -- and
indeed it tells the world, including a court, defense counsel, and a jury -- what mode the device
was operating in (what it was programmed to collect), so as to allay any suspicion that more
information was being passed along to FBI personnel.

As you know, Rule 901 of the Federal Rules of Evidence requires the authentication of evidence as
a precondition for its admissibility. The use of the Carnivore system by the FBI to intercept and
store communications establishes, with much less human interaction and without the potential for
human error, a trustworthy machine-based memorialization of the evidence. It also establishes a
reliable first link in an undisturbed chain of custody, and it facilitates the ease and accuracy of a
witness' testimony by permitting the witness to testify as to the retrieval of the evidence and as to
the purely technological method by which the evidence was acquired and recorded. Finally,
Carnivore is being upgraded by adding an integrity feature which will further demonstrate the
authenticity of the information, by imprinting on the evidence the collection mode being used. It
thus helps prove authenticity, by demonstrating that no alteration has been made to the filter
settings employed or to the information obtained. As an evidentiary matter, such features
strengthen showings of "chain of custody," authenticity, and non-alteration.

Why computer network service providers should not be fearful about Carnivore's use
with their networks

Notwithstanding assertions to the contrary, the Carnivore system is safe to operate with-IP
networks. As noted above, Carnivore is only installed in that small segment of the computer
network through which the criminal subject's communications traffic will pass. The Carnivore
system is connected with the network by a bridging device that physically prevents Carnivore from
transmitting into the network. Thus, as a technological certainty, there is absolutely no way it could
possibly have any ability to transmit any information or thing into the network.

Importantly, Carnivore is only attached to the network after consultation with, and after obtaining
the agreement and assistance of, technical personnel from the ISP. It is worth noting that, to date,
the FBI has never installed Carnivore with an ISP's network without first obtaining the assistance of
the ISP's technical personnel. The Internet is a highly complex and heterogeneous environment in
which to conduct electronic surveillance, and I can assure you that without the technical knowledge
of the ISP's personnel, it would be very difficult, and in some instances impossible, for law
enforcement agencies to act unilaterally and successfully in implementing such a technical effort.
Moreover, the FBI particularly depends upon the ISP personnel to understand the protocols and
architecture of their particular networks.

Some critics have also asserted that the use of the Carnivore system introduces significant new
vulnerabilities for hacking access. But such assertions miss the mark. With regard to hacking, and
considering the hacking methodologies most commonly employed, there would be absolutely no
greater qualitative value in trying to use the Carnivore system as an access point than any other
access point or node in the Internet, concerning which there are literally millions. Indeed,
recognizing that Carnivore is a law enforcement surveillance tool, a hacker's attempted use of it as
an access path would be particularly foolish inasmuch as access to Carnivore, as noted above,
would never create an actual transmission path into the network.

Lastly, there has been the suggestion, in prior Congressional testimony, that the Carnivore system
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by law enforcement agency components within the Department. Further, several years ago, as a
part of the Anti-terrorism and Effective Death Penalty Act of 1996, the Congress requested a
Report from the Department of Justice which was to specifically include a review of any abuse in
law enforcement's conduct of electronic surveillance. In the Report submitted by the Department of
Justice, it was pointed out that law enforcement errancy in this area was rare, and did not suggest
any significant problem. In particular, there was no citation as to abuse by the FBI.

At this point, it may be useful to briefly discuss another vital component in the overall electronic
surveillance/Carnivore mix: the FBI personnel who use it.

In this regard, the Committee would truly be missing a significant part of the story if we failed to
point out the quality of the FBI personnel involved and the ways in which they perform their tasks.
To begin with, to become an FBI employee requires a substantial showing of trustworthiness,
lawfulness, and personal and professional integrity -- all of which must be demonstrated through
the conduct of an extensive and very thorough national security-level background investigation. To
be sure, the structure of the FBI would quickly collapse if the agency and all of its onboard
employees could not trust without reservation its new employees. And the FBI certainly does not
recruit honest and law-abiding people only to turn around and employ them in corrupt and
dishonest ways. Indeed, in contrast with the requirements placed upon many of the personnel
employed by telecommunications and computer network service providers (who may have some
role in implementing electronic surveillance orders), all FBI employees are specifically sworn to
uphold the Constitution, obey the law, and to faithfully execute the laws of the land.

Of course, and as noted above, it is emphasized to all FBI employees that any type of illegal
electronic surveillance would be a serious violation of the law -- a federal felony, thereby subjecting
the employee to criminal prosecution, civil liability, and termination. Further, FBI employees are
made to fully understand that any unlawful surveillance will likely lead to the suppression of any
and all tainted evidence and any evidence or fruits derived therefrom. In short, it is made clear
that any such unlawful behavior will not be tolerated.

All FBI personnel involved in conducting electronic surveillance are thoroughly and specifically
trained about the Federal electronic surveillance laws. This is particularly so for the FBI Technically
Trained Agents (TTAs) who receive specialized training in the conduct of electronic surveillance,
including legal instruction, at the FBI's Engineering Research Facility (ERF) in Quantico, Virginia.
This training weds together the black letter law with the "hands on" technical level implementations
of electronic surveillance. Moreover, FBI personnel involved in electronic surveillance are involved
in ongoing consultation with attorneys from the FBI's Office of the General Counsel, the FBI Field
Office's Chief Division Counsel, the Department of Justice, and the Offices of United States
Attorneys.

Access to and the use of FBI electronic surveillance equipment is controlled administratively, and
usually requires a trained specialist to operate it. Hence, the large pool of FBI Special Agents and
support employees never have access to, or competency in the use of, such highly-specialized
pieces of surveillance equipment.

In sum, over the last 32 years, the FBI's record of properly conducting court authorized electronic
surveillance is a very good one -- one that we believe should command the trust of the public and
the Congress.

With regard to Carnivore, it is a relatively new electronic surveillance tool, and has only been used
within the’last two years. Trust in the FBI's use of Carnivore, we believe, should at least in part
rest upon the FBI's openness and willingness to discuss this device. Indeed, perhaps the most
telling fact about Carnivore, as an electronic surveillance tool, is that, in an unprecedented fashion,
the FBI has shared with numerous entities in the public Carnivore's (and/or some of its technical
counterparts') purpose and basic functionality -- long before any concerns were raised and before
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any Congressional hearings were scheduled.

Ironically, the most central fact and aspect of the entire matter has gotten lost: that the FBI has
spent a considerable amount of time, money, and energy in developing an electronic surveillance
tool with the exclusively laudable purposes of better satisfying the Constitutional standard of
particularity, the Title III and ECPA precepts of minimization, as well the legal, privacy-based, and
societal concerns associated with careful, precise, and lawful surveillance efforts.

As the Committee may be aware, the FBI has briefed a wide-ranging variety of entities:
governmental attorneys, leading ISPs, leading Information Technology (IT) companies, leading
telecommunications service providers, academic labs, and software manufacturers as to the