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> Mre. R.L. Lovis

. : Vice Presideat, Acwinistration
\‘ ) LIV Electresysiens, Inc.
R ' P.0. Box 115

Dallas, Texas 75222 -

: . ‘Dear Mr. Lewis:

o _ Inis ix in reply to your request for ruling datsd December 15,
‘ 1970, whe ther the valus of the bachelor oudxtnv“ supplied {0 your
. . employecs wnder tho circustances you Present must be considered
ek ) ~ dncome for tas purposes,

The pertinont facts subniited are as follows:

Liv LJociro"vatnms, Inc. is a subcontractor uudhr & prime contract
with the U.S. Goveraent 2ad has coprovizately sevealy-five (75)
employces vorzing at a Joint United States and Avs tralien installation
in Ausirelia. Toc sns wllation is in a r'wo»ﬂ locution approxinal cly
L , 1,000 niles fro:. e nearest city of o any size.  The dargesi toun
"y ' neaver to the installuticn is Alice %prJurs, wilch hag a ponWaLi01 ol
N approxiaately 9,000, Alice Sprinzs is 15 nilles from tn~ us»ﬁ)]ut X
‘ and is the only toin wmthln con:minnﬂ dLoblﬁCOo. : B

PRI
Vo

- “Becauss the’ 1nutullnt~ou opzrates on & 2l-hcuy h.sis,”the"U;S.
Govermaent requircs  all prine cOJVractors and their "ubcoﬁtractJrS'
employecs 1o be 7 avdilable for dat; a2t any time and {hat eapleyees ivo
qQuariers aa;“gnpq to thea oy the U.S, Goverauent. Dachelors are
assigned roons in L0Q's on the 1nstx’1auloﬁ end merried cuployees are
assigned specific houces in Alice Springs. Tre necd for lumediate
availability of 21l extloyces is sach tﬂuu 21l quarters, includin'
those for rorricd clv10;ocv, would te on tho base cxccpn that secou
regulations do not peiiini f1r:13 resioers 1o live on {he insie 21t
’ It is a2 centitien of eaploguent thet ecaployecs live in the quarter;
seigucd to thcl. T‘cy arc givea no chojice i selecticn of the quurters,
'may not elcct a\cush allowence in lieu of quarters, and arc noy al]o"ga
‘ ; to leose, erCUd ‘e or build houses or apariments on taeir ou

| Section 61 of the Interaz). Pcvc.nn Codie provides thaiy, wiless ‘
othc Wise cxcduded by law, gross incore 1ouns ;all inco:: Lron vihabzver
— . source (orw\c1, inelucing caeznensation for services

'
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- amployer, out only ;f the employee is required to accept sucn Jodging

R.L. Leuis .

Section 119 of the Code provndc,, in pertianent part, tﬁ.t there s
shall be cxcluded froa gross incoxe of an caployec the value of any -
dodging furaished to hin by his e: Dlkor Tor tie convenience of the

on thc vusiness presiscs of Lis c;010/cr as a coxd;u1on o* his euploy-
ment. : : . , :

Section ) ]19~1\b) of the Income Tox Regulations provides that the _ i
valuec of lodging furnished to an cmoLoyoo by tho caployer shall be ex- :
cluded from the CmplOJeC" gross incoumc 1f these tests are net: ’

1. Thc.lodging i:‘furnlsncd on the bus incss premises of the
employer, . '

-2, The lodging is furnished for the coavenicace of the
employcr, and

3. The Cmvlo ree s requlrcd to accept such lcdvlnv as a
cono;~1ou ol his emplornﬂnt.

‘Based solely on the rcpz scxtaulons r“do, we conclude thut these
three tests are met, Coapare Fxazple (7) of scction 1, 119-1.(d) of the
Regulations, Tnercfore, the value of the lodging furnished to your
employces cither in the jnstallaiion Larracks or in.the city houses
is cxcludable from tno gross incoze of such emp loyces.,

Sincer»ly yours,

Q’,-.. '// - "fs/. atte a' /"’\’[YL

Chlef,-Corporatlon'Tax dranch
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Rt LT, ‘Paz u(,)u.l.ulhv
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Dullus, Texes . 75207
— Dear o Cochran: , “ : N
2endly o your request for rul*ng dated January 2z,
B2 vLles of the baciielor quurvers supplica Lo wehy
S UG clicume *:‘c 2$.you presoind must ve cousxuunuu
purscsss, .
SRS peEriineat Xacis cutmiited ars as follows
Cader 2 zonwrass be tils campany aad whe Uas ted Stulor
Covcer;nu, Iive UuS. citizon o euployees of thig company woric Juil 4
0a a joint susirelian-Uniied Svuueu Goverruioab lﬂuvul*uv*01 in Austealia,
-The inst l;au.oq is in a raaote location avproxlmatelj 1,000 miles iren
the nearest ci Lty of any U¢Au, exeept Lor Alice uHrLu"U, Viden as oa
popaluulun ol Loz oxdmaiely 9,000, Alico Springs 19 niles foon 4he
ingdallciion and is Ghs onw woWn wWithin chmuu&ng uLutdhLO.
. Calidvion cperatos on a 2hi=hour bagsig & U
Lavle Jor duty at any time, it iu NeSis gy ’
ey Iivg assinned to thenm oy thoe U,.S. Goverivacing.
QIS Lozl s0%s on the installaiion and mareied o, [ﬂI@L-J
are ...,.. RO G L houses ia Alico Cpringse  THo nood 200 fo
av aLil;;; 9. &1l enmployees is such that Wl quariers, incls
“Ma.k‘m&w' Lployees, mﬂ*oomlhmuuo(ymwtmmty»'i@" ‘
! Sezudations said fud¢ly “Guo0ora of the connany's e Logcan o
e on % bicn. It is a condition of emplobm,xo ooy LmﬂLVJUOS'
Live in ihe assigied 1o them. ihoy are givea no choico in
soleshicn of \*ur*".u,'may o slect a casn aliowiwico in lica o FRCERAS V.
and ars aod cilowed o deace, ar»nqso or Dhll& nouvo, Or apu.cLiciats on
’ Phedir ouia,
Seetion 81 of itho Inderaal ananuo Coor prov1c 5 tJuu, ¥ 5 .
OuICIWiss  eicludud vy iaw, $:0o5s incong aecans all L“COmO *.om wirdiovor
scurce Cu.-.u&, ;“c_“u*;v caqpunuaLAon for services. '
~i e ! - S : g B
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2. ‘'Ine locgiag is ’\un.w.. d Tor the coaveniencc of the
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OGC Subj: FEDERAL TAXE.

' Dalias, Texas 75207 Area Code 214 235.951) Cable: COLINRAD DA

.January 22, 1971

Commissioner of Interha] Revenue
Attention: Mr. Erskine H. Hatfield
Kashington, D. C. 20224_i .

Dear Mr. Hatfield:

1. Under a contract between this company and. the United Sta*es
Government, five U."S. citizen employees of this company work full time
on a joint Australian-Unjted States Government installation in Austraiia.
The installation is in a remote location approximetely 1,000 miles from
the nearest city of any size, except for Alice Springs, which nas a popu~
lation of approximately 9,000. Alice Springs is 15 miles from the instal-
+ lation and is the only town within commuting distance. ' '

2.  Because the installation operates on a 24-hour basis and these

employees must be available for duty at any time, it is hecessary that

- they Tive in quarters assigned to them by the U. S. Government. Bachelors
are assigned rooms in ' B0Q's on the installation and married employees are
‘assigned specific houses in Alice Springs. The need for inmediate avail-

ili i arters, including those for

~ married employees, would be on the base except that security regulations
do not permit family members of the company's employees to live on the
installation. It is a condition of employment that employees 1ive in the

" quarters assigned to them. They are given no choice in selection of
quarters, may not elect a cash allowance in liey of quarters, and are not -
allowed to lease, purchase or build nouses or apartments on ‘their own.
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and the houses y the Australian Government for occupancy by both American
and Australian employees.  Bachelor quarters on the base and the houses in
Alice Springs are rent free to the company's American employees, utilities
and furnishings included. In accordance with Australian Government.policy,
the company's Australian employees are charged $A17.50 per week for the
houses including furnishings and utilities, which houses are comparadle to
those supplied rent free to American employees. Similar houses in the town

o about one-half of the rental value, like the U. S. Government's provision
o e of free housing, is paid in recognition of the housing shortage and the
_requirement to live in assigned housing. It is our understanding that the

H

CERT .

o
Lo

WW 53216 ‘DocId:32358065 Page 6



. » .
, B . .
. : * "
. o .
. - . .

.Mr.,Hatficld

A " "'. . Austfa]ian Tax Department does. not
o ~as income the difference between th
although Australian income tax law

supplied by an employer is’taxab]e income,

» 4. We request your ruling as to whether the value of the bachelor
quarters on base or houses in town supplied to ou
under these circumstances must be considered inco
We understand that the Australian Government has

employees, it would treat the value of
the United States Internal Revenue

Service does,

5. If‘your’tentative~rulin

able income, we requ
ruling.

“;'WPcﬁjm.

cc: J, Morrison, IV

“E. C. Christerson.c

: MHH »:532;[’6 ; DDCId 32353_.”5:5{ .’ ‘Page 7

g is that the valye of quarters is tax-
uest .a conference prior to the issuance of the final

- Yours very tfu?y,‘ v

COLLINS RADIO COMPAN

2 o January 22, 1971

requiré Australian emp]oyees.to report
e value of quarters and the rent paid, ) ;
provides that the value of Todging - o

r American employees
me for tax purposes.
advised that for purposes

anp
NGNS

W. P. Cochran

Manager, Tavaepartmept
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Conmissioner of Internal Revenue
Attn: Mr. Erskine H. Hatfield
Wasnington, 0. C. 20224

1. This Company is a subcontractor under a prime contract with tne
United States Government and has about thirty-seven enployees of the
Company working on a Joint Australian/U.S. Government installation in
Australia. The instaliation is in a renote location approximately

1,000 miles from the nearest city of any size. The largest town nearer
to the installation is Alice Springs, which has a population of approxie

-mately 9,000. Alice Springs is 15 miles from the installation and is
the.only town within commuting distance. .

2. Because the installation operates on a 24-hour basis and employees
must be available for duty at any time, the Company's contract requires
that employees live in quarters assigned to them by the U. S. Goverrnment.
Bacihelors are assigned rooms in B0Q's on tne installation and married
enployees are assigned specific houses in Alice Springs. The need for
inediate availability of all employees is such that all quarters includ-
ing those for married employees, would be on tne base except that security
regulations do not peimit family members to live on the installation. It -
~is a condition of employment that enployees live in the quarters assigned - .
10 them. They are given no choice in selection of the quarters, may not
elect a cash allowance in lieu of quarters, and are not ailowed to lease,
purchase or build houses or apartments on their own. '

3. Tihe installation is a joint U.S.-Australian facility. The bacheior
Guartiers were constructed by tne U.S. Government and the houses by tne.
Australian Government, for occupancy by both American and Australian
enployees. Bacnelor quarters on the base are rent free to both Australian
and Anerican employees and the houses are rent free to Anmerican employees,
.-in accordance with Australian Governnent policy Australian employees are
charged rent of $17.50 per week for tne houses. Similar nouses in the
town rent for about $35 per week. The Australian Government subsidy to
Australians of about one-half the rental value, like the U.S. Goverrment's
provision of free nousing, is paid in recognition of the nousing shortage
and the requirement to live in assigned nousing. The Australian tax ,
ueparuient does not require Australian employees to report as income the . B
difference between tne value of quarters and the rent paid, although ’
Austraiian income tax law provides that the value of lodging sunplied
by an employer is taxable income. L
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| o
4. e request your ruling as to whether the value of the bacneior
quarters on base or houses in - town supplied to our employees uncer
- these circuiistances must be considered income for tax purposes. The -
~ Australian Goverrment has advised that for purposes of Australian taxa-
: tion of American employees, it will treat the value of the quarters in
' the same manner as the United States Internal Revenue Service does.

5. If the tentative rdling is that the value of quarters is taxable,
we respectfully request a conference prior_to issuance of a final ruling.

' il-{ua;. : >Very~tru1y'your§'

: . o Robéft B. Corpening
S General Counsel
e o "~ TRW Systems Group

v

AT T




TR T : ~{'ib QID :
S [, \" ELECTROSY: i&MS, INC.
. R ' _ GARLAND DIVISION

DALLAS. TEXAS 15272
v AREA CODE 214
BROADWAY 6-7111

. 15 December 1970

4-60000W/0L-58 -

Commissioner of Internal Reﬁenug
Washington, D. C. 20224

Attn:  Mr. Erskine H. Hatfield
o : - Subj: Requeét for Ruling ‘
| Gentlemen:

“ LTV Electrosystems, Inc. is a subcontractor under a prime contract with

; o - the U. S. Government and has approximately se enty-five (75) employees

"working at a joint United States and Australian installation in Australia.
The installation is in a remote location approximately 1,000 miles from

: the ncarest city of any size. The largest town nearer to the installation
[ .18 Al{ice Springs, which has a population of approximately 9,000. Alice
} Springs i{s 15 miles from the installation and is the only town within
i commuting distance. : : ' .
] . ' . H . "
| - Because the installation operates on a 24-hour basis, the U. S. Government
f requires all prime contractors and their subcontractors' employees to be
| available for duty at any time and that employees live in quarters assigned
| ~ to them by the U. S. Government. ‘Bachelors are assigned rooms in BOQ's on
' o the installation and married employees are assigned specific houses in
! _ Alice Springs. The need for immediate availability of all employees is
‘ such that all quarters, including those for married employecs, would be on
i the base except that security regulations do not permit family members to
i live on the installation. It {s a condition of employment that employees
! live in the'quarters,assigncd to them. They are given no choice. in
i selection of the quarters, may not elect a cash allowance in lieu of
[ /quarters, and are not allowed to lease, purchase or build houses or apart- -
; ments on their own. : -
t
|

The installation i{s a joint U. S. - Australian facility. The bachelor
quarters were constructed by the U. S§. Government and the houses by the
. , , Australian Government, for occupancy by both American and Australian
‘~; o . ' employees. Bachelor quarters on the base are rent free to both Australfan’
‘ : and American employees and the houses are rent free to American employces.
oo . In accordance with Australian Government policy Australian employees are L ;
o charged rent of $17.50 per week for the houses. Similar houses in the town . - i
, rent for about $35 per week. The Australian Government subsidy to Australians o
~«. " . of about one-half the rental value, like the U. S. Government's provision of - =
e - free.housing, is paid in recognition of the housing shortage and the require- . ¢
. ment to live in assigned housing. The Australian. tax department does not ;

i
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‘ 15 December 1970

require Australian employees to report as income the difference between the

. C 8 value of quarters and the rent paid, although Australian income tax law
: : ' provides that the value of lodging supplied by an employer is taxable income.

We request your ruling as to whether the value of the bachelor quarters on
~ base or houses in town supplied to our employees under these circumstances
must be considered fincome for tax purposes. . The Australian Government has
advised that for purposes of Australian taxation of American employees, it .
will treat the value of the quarters in the same manner as the United States -
- Internal Revenue Service does. ' ' -

If your tentative ruling is that the value of quarters is taxable 1ncome,v
we request- a conference prior to issuance of a final ruling. ) '

:  ; : Very truly yours,

R. L. Lewis -
Vice President, Administration

- ——— - ———

RLL/g
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" Dear Kr, Lewios
This 1s to let you know that we have teceived your lnqulxy °fDecanber 15’

We will send you a reply as soon as posslble

Bopartment of the Tressury

mer‘m.aﬁ L”mvew"o Sarvic

Degeaber 29, 1970

W@Q&)ﬁm@tz@ﬁag LG 2@22@

in-reply refer to:

T:I:C

- > Mr. R, L, Leuls
- LIV Elecirnsysteas, Inc.
P, 0, Box 6118
Dallaa, Texas ‘75222

Very tru!y yours, A

1970,

R
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s LUNRL .( C 76-0032
‘ i ‘ 3 Januvary 1977

MEMORANDUM FOR THE RECORD

FROM: " Andrew J. Percival
Assistant General Counsel

SUBJECT: Project SPACE Funding

At 4p.m., 9 December 1976, the General Counsel informed the
undersigned that he was reviewing the legality of the funding for
project SPACE with the profits from TOMINERVA Project SPACE _
proprietary TOSHIELD is currently negotiating a contract with Collins
Radio involving $222,503.00. This sum is derived from the profits of
TOMINERVA. In view of the reconsideration of the legality of the funding
it was determined that the most prudent course of action would be to
delay implementation of the Collins coatract until a final legal deter~
mination has been made. DC/Div D/SPB was immediately informed that
the contract with Collins Radio should not be concluded until a legal
decision has been reached on the funding. He was advised to take the
steps that he deems necessary to implement this decision. The General
Counsel states that his review will be concluded by approxamately
15 December 1976 .

.,

Andrew J. Percival
cc: AMr. Paul Risen
AJP:kas
Distribution:
Original - SPACE )
1 - AJP Signe
1 - Chrono */
}' o B éy'y //y
FL ; oL R

oIS,
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13 September 1977

MEMORANDUM FOR: Mr. Anthony E. Goldin
- Assistant General Counsel (DDO)

FROM ' : Joyce R. Herrmann
Chief of Operations, NE Division

SUBJECT : Use of Communication Information Obtained
From U.S. Firms for use Against Foreign
Targets _ »

REFERENCE :  Your Memorandum to C/NE/TOS Concerning

Collins Radio Company Act1v1t1es in Morocco
dated 16 August 1977

1. This memorandum which grows out of the conversation
we had in your office on 8 September 1977 in which Mr. Michael
Prompovitch (C/NE/TOS) participated, will serve to update the
information on which your memorandum of 16 August 1977 is
based and to correct any earller mlsconceptlons.

2. Over the past year Mr. Prompov1tch has collected
technical information on various sensitive communications
systems in numerous Middle East and North African countries
from U.S. commercial company personnel with whom he has been
in contact because of his duties. Because of the good personal
rapport he established with various officers in these companies
he was able to obtain from them blue prints, drawings,and other
technical data, specifically; frequencies, location of sites,
network draw1ngs, channel allocations, and user identities.

We plan to use this foreign intelligence to penetrate selected
communications targets abroad.

3. Appearing below is a list of the companies and the
officers from whom Mr. Prompovitch obtained the information,
and the countries where we hope to mount operations:

E2 IMPDET
CL BY 054979

SSECRET

tae Mx'cw (pota)d AT = €2 1T

DocId:32358065 Page 15



HW 53216

DocId: 32358065

Company

Motorola Radio Corporation

Chicago, Illinois

- Collins Radio Company

Dallas, Texas

Datotek Corporation
Dallas, Texas

Telcom Corporatioh
Tysons Corner, Virginia

Stromberg Carlson Corporation

Syracuse, New York

Officer

Vice President in
Charge of Marketing
For Middle East

Vice President in
Charge of Marketing
for Africa

Manager of Special
Projects Division

President of Dato-
tek Corporation

Executive Vice Pres-

ident in Charge of
Domestic Sales

Marketing Agent for -

Domestic Sales

Country

Morocco
Algeria

~ Egypt

Abu Dhabi
Syria

Egypt
Morocco

Egypt

" Saudi Arabia
“Jordan

Uganda
Egypt

Various Arab
States

4. 1In every case the corporate officer knew that Mr. Prom-
povitch was a CIA officer and a specialist in communications

and realized that the information he was passing to Mr.

Prompo-

vitch would be put to further use by the U.S. Government. In

every case the information was given freely to Mr.

Prompovitch;

no rewards of any kind were glven for the documents recenved

from these companies.

5. We are attaching a determination by C/NE that the
Prompovitch constitutes foreign
the communications systems used by
can be used by us or by NSA over- -
to obtain similar information by

information obtained by Mr.
intelligence pertaining to
foreign powers and as such
It is our intention

seas.

similar means from other U.S.

voperatlonal use overseas.

commercial companies for further

6. The Central Cover Staff (Mr. Joel Keys C/CCS/CC) has

" been informed of the above.

Attachment

‘cc:  CCS
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SUBJECT: DETERMINATION THAT CERTAIN INFORMATION
CONSTITUTES FOREIGN INTELLIGENCE

I am aware'of the contents of the documents
obtained by Mr. Michael Promﬁovitch from the various
U.S. commercial firms listed in the accompanying
memOrandum and have detefmined that this inforﬁation
‘constitutes fofeign intelligenée as defined in Section

S(a)(S) of Executive Order 11905.

W

C/NE

DATE: 1<§/;7§‘//’}{}-_f ’ o

- E2 IMPDET
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16 August 1977

MEMORANDUM FOR: C/NE/TOS
ATTENTION . Mr. Michael R. Prompovitch

FROM : Anthony E. Goldin,
Assistant General Counsel (DDO)

SUBJECT ~: Memorandum of 25.Ju1y 1977 Concerning
Collins Radio Company Activities in Morocco

1. This memorandum is in response to your question as
to whether the Subject documents can be disseminated to
the National Security Agency (NSA).

2. It is understood that an acquaintance of yours,
employed by Collins Radio, gave the Subject documents to
you without your asking him for them and without your either
offering to pay or paying him for his voluntary act. It is
also understood that your acquaintance is witting of your
CIA employment. The Subject documents are: (1) a Collins
proposal, already presented to the Government of Morocco
(GOM), for a high frequency communications system;
and, (2) an interral Collins memorandum proposing a Collins
response to a GOM request for a foreign broadcast monitoring
system. Collins did not specifically authorize its employee
to pass Subject documents to this Agency and is not aware
.that they have been given to us.

B : 3. Section 5(b)(7) of Executive Order 11905 prohibits
- " CIA from the collection of information, however acquired, ‘
concerning the domestic activities of United States (U.S.)
persons. ''Collection" is defined at Section 5(a) (1) to mean
any one or more of the gathering, analyzing, disseminating
and storing of non-publicly available information without
" the informed express consent of the subject of the information.
A U.S. person is defined at Section 5(b)(9) to be a U.S.
citizen, a permanent resident alien or a corporation oOr
organization incorporated or organized in the U.S.
. : kN
4. Based upon the above facts, I see no 1issue of
legality or propriety in your having received these documents

E2 IMPDET
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from the Collins employee. This is an example of what 1is
referred to as the "silver platter" doctrine -- you did nothing
to solicit, encourage or reward the Collins employee; you did
not intentionally or purposefully "gather" the documents.

5. CIA cannot, however, disseminate the documents, which

apparently constitute non-publicly available information,

unless authorized by Executive Order 11905. Section 5(b)(7) (1)
of the Order is an exception to the Section 5(b)(7) restriction,
and it authorizes us to '"collect'" information concerning
corporations which constitutes foreign intelligence or counter-
intelligence. Foreign intelligence. is defined at Section 5(a) (5)
to mean information concerning the capabilities, intentions

and activities of any foreign power, or of any non-U.S. person,
whether within or outside the U.S., or concerning areas outside
the U.S. It is as much a substantive decision as it is a

legal determination whether these documents constitute foreign
~intelligence. '

6. I recommend that a decision whether the documents
constitute foreign intelligence be made by Chief, Near East
Division (C/NE), or another, appropriate senior officer in NE

‘Division. I think C/NE could properly determine that they
constitute foreign intelligence based upon my understanding
that they describe the communications system a foreign power
is acquiring or seeks to acquire. I am not, however, "au
courant" in the fine points of such matters. . If C/NE determines
the documents constitute- foreign intelligence, I believe it
would be prudent to delete the names of the U.S. persons
mentioned in document (2) (described above) before sending it

‘to NSA.
Ty T

oS
-
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8 April 1977
MEMORANDUM FOR THE RECORD

FROM: Andrew J. Percival
Assistant General Counsel ,

- SUBJECT: TOTIGER - Collins%Arrangement and a New Era in
Cipher Equipment Control

1. The prospective arrangement between the Collins Division of
Rockwell International and TOTIGER, a European manufacturer of cipher
machines, is nearer conclusion. TOTIGER has in the past and is presently
producing cipher machines that NSA finds defiant of analysis. D/DS&T/0OSO
has tentatively devised a method of dealing with the problem that is
satisfactory tc TOTIGER, NSA, Collins and OSO.

2. OSO has introduced TOTIGER management to representatives of
Collins and its parent Rockwell with a view of fostering a commercial arrange-
ment. It is hoped that TOTIGER will purchase from Collins micro-processer
designs for its new lines of equipment and eventually for zall its equipment.

. A micro-processor is 2 solid state mini-computer which is the heart of many
modern cipher devices. Collins would also manufacture and sell the micro-
processors to TCTIGER. The fact that the micro-processcrs are manufactured
in the United States guarantees that the level of cryptology is acceptable to
NSA. Any such devices exported from the United States must have 2 license

. from the Office of Munitions Control. That license is contingent upon NSA
approval of the cryptelogy. This fact is known by those in the cipher machine
trade and would seem self-defeating. NSA states, however, that the level of
cryptology that is acceptable to them for export is of such a high level (zs
high'as 10 70y that expert mathematicians who are not aware cf NSA's capabilities
are at loss to understand how useful and timely analysis may be accomplished.
It is true that this applies only to determinate systems. The most secure of
systems, random generated key, is not susceptible to analysis except in cases
of error in usage. Random key is not conducive in practice to volume traffic
and is a logistics problem. Most users have opted for determinate systems of
sophisticatec cryptologm algorithm. :

3. Collins , one of the worlds largest producers of telecommunications systems,
has no cipher equipment of its own manufacture. Collins is interested in offering
complete equipment packages to its customers including cipher devices. An
‘arrangement may be reached between Collins and TOTIGER to include the

latter's equipment in Collins systems packages. This will work to the benefit
of United States SIGINT collection efferts, '
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4. Should TOTIGER find the price of Collins micro-processors to be
too high based on the small volume of units required, several methods of
fostering the relationship have been proposed. One method wculd be a
classified contract between NSA and Collins for additional identical micro-
processor units tc be delivered to NSA thus effectively raising the volume
and reducing the unit cost to TOTIGER.. This contract wculd be entirely
separate and without reference to TOTIGER. NSA would be purchasing the
units for its own undisclosed classified purposes as it does with other contracters.
Ancther methed would be a direct subsidy to TOTIGER. through a CIA funding
mechanism. Other methods may suggest themselves as discussions progress
and the arrangements made between Collins and TCTIGER come into sharper
focus.

5..The governments of West Germany and Great Britian are aware on a
classified basis that arrangements are in progress to eliminate TOTIGER as a
SIGINT problem. The government of Switzerland is peripherally aware that
CIA is dealing with TOTIGER and Collins and has interposed no chjecticn.
Indeed, for reasons that are unclear, the Swiss have encouraged the relation-
ship. ’

- 6. With the addition of TOTICER to the stable of the TOARIEL and the
TOMINERVA operations as well as the inherent constraints on U.S. produced
equipment thrcugh the Office of Munitions Control, the large majority of cipher
‘equipment available in the market place to all but a few world powers will be
susceptible to analysis and intelligence collection efforts.

7. A NSA representative has informally stated to the undersigned that these
three projects will account for 90% of the intelligence "teke" from diplomatic
third world communications. That "take" is estimated at 90,000,000 words
annually. '

8. D/DS&T/OSO/SPB has stated that they will make every effort to keep

this Office informed of developments on & current basis. . f// :

ndrew J. Percival

ce: C/DDS&T/OSO/SPB ‘

m Liad [ ] F‘"
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