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A former Cuban IS.-:officor who served with the Cuban IntelU.­
gence Serv.ice until AprU 1964. 

uarters Coament. The .following information, as re~rted 
source briof!ng, reveals the misuse df officiai 

documentation and proced~ros by the General Directorate of 
Intolligence.:(Direccion General do InteHgoncia - DGI). 

Use ol Altered tlnd Fraudulent Docu!Tients by Cuban Intelligence . 
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1. ·.Cubans and other Latin- America_n nntionais operating for the General· I· 
Directorate of Intelligence ncia - 1 
DGI) of the Cuban Ministry o ntcrior are issu an passports 
in alias by the Cuban-Foreign Ministry, These passports are i 

.. cort~iderod legal ,iJl. ~11 respects by Cuban authorities. Cuban· j 
agents also use v~lid passports of a number of Latin American 
countries in whi~h false entries are provided by Cuban intelligence 1 

authoritie~~ The ~ocuments used by non-Cubans operating under 
tS auspices are inteQdod to hide all traces ~f thei~ travel into 
and out of'Cuba. 

Cuban Diplomatic Passports 

2. Cuban diplomatic passports are issued in alias to IS staff per­
sonnel, consisting exclusively of Cuban nationals. They aro 
never issued to aliens operating as agents of IS. There are 
over 500 staff employees, according to Source, all of whom are 
elig~ble to receive Cuban'diplomatic passports in alias. A 
littlo ove~ 100 staff employees are estimated by Source to have 
been documented in this way, 
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_..~ S-E-t.'-R-'E-T 
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'a CS-311/(t\lS$6-Ifi-l 

Hdgrs Dtssem ~E/A.It. :u.s 1 WH.:RWD 1 :--:'l.v.cc 1 
1'\:S:/A:\ :.-\P 1 ri ·t~t:RI 1 Sl: t.AHO 1 

't\11/COPS 1 :S:EIAA,'E 1 l.lt BRlL l NE,'R:UiL 1 

WH/PO/A 1 :SE/.U.'I 1 lliH· S.o\OP 1 l\."E;llMiH 1 

\\1{/PO/B 1 ~E/5/P 1 lll. SHU 1 NE/BEIR 1 

1\11/RO 1 NE/6/C'&I 1 \'lt SEHO 1 NE/~\1., 1 

WH/1 l llo"E/ 1:-·1 ·1 1 "'ll LGRE 1 NE/AUP 1 

'1\11/2 l 1'-"E/Ct ... 1fH., RECI 1 NF./J~DD 1 

'lli"H/3 1 m·BLE!Il l NE/DAI!A 1 

WH/4 1 I'E/1 1 NE/TA.Z l 

WH/5 l 1'[/:_11 1 1fUJS.VWAVE 5 NE/CAIR 1 

l'I'Jl/6 1 I'EiJ 1 NE/ALEX 1 

'1\11/R 1 WE/·1 1 :u· t .uc:a 1 
'III'E;S 1 AF/OR."'JA 1 

WU/SA/EOB 5 Wf/DC 1 AF/RABA 1 j 

Wii/SA/MOB 5 -~...-~. 1 .U/C.o\SB 1 
WII/SA/R 4 AF/ACCR 1 

'1\11/SA/Int 1 AF/Cl'\RY 1 1 

WH/SA/CI 30 Field Dissem AF.',B.\1<::0 1 1 

WH/SA/SO/NS l AF/DAX'~ l 1 
'lm/l!E..'1CI 1 'fl 

CI Staff 5 lm/!llNTY 1 EEl\" lEN 1 " .... 

CI 'Liaison l lii"U/liRID 1 EE/SB:JR 1 1 

CI/RU 3 lii"U/50011 1 EE!q'RU. 1 1 ,. 

RID/AN 1 1111i/SNDR 1 EE}ATHE 1 ,..:)1' 
'lli'H/SJAN 1 Et/K.o\VA 1 1 

AF/1 1 WH/PIOO 1 EE/SLON 1 WE/PARI l 

AF/2 l \lili/POSN 1 I'E/SER.."'J 1 

AF/3 1 '1'11i/K:SGS 1 EE'G~VA 1 Lla lson Dissem. 

AF/4 1 WH/PRIN 1 Ei/ZURI 1 

AF/R 3 'l!fH/OORG 1 EE/H.-\llB 1 

AF/CI 1 'WH/PACY 1 1 

'IHVM-~:SA 1 FE/DJAK 1 1 

EE/K 1 Vt"H/SJOS l FE/)!EDN 1 1 

EE/SA 1 WH/S.~LV l 1 

EE/BR ·, 1 Ytli/TEGU 1 :.5 1 

EE/YA . 1 '1\li/GUAT l 1 

EE/H 1 '1\ll/LAPA 1 FE/S~U 1 

EE/P 1 WH/OOGO 1 FE/S.HG 1 

EE/C 1 Yt1i/QUIT 1 FE/KOBE 1 

EE/US 1 WH/G:WA l 
'WH/LUtA l 

FE/P~H/1 1 '1\'H/C.~RA 1 
FE/JKO/JO 1 WH/BUE~ l 
FE/JKO/K 1 WH/COBA 1 
J:o'E/VNC/VN l illl/llONT l 
FE/R 4 ~1i/ASUN 1 NE/n!lU' 

FE/CI 4 WH/SAOO 1 :i!E/UHI 
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Issunr.co of diplomatic passports in alias is an automatic 
process whon6vor an IS staff cmp~oyec trav<'ls on assignment 
abroad. Th~ employee involved proviclos tho following items, 
which ho selects personally, to one "Ft"'HX ·Rafael," in the 
DGI, who rwards the material to the Foreign Ministry: 

a. 
b. 
c. 

tic title·, 
tograph. 

lomatic title chosen by the staff employee is double- I 
by the. Foreign Ministry to avoid conflicts or dis-

cies w~th.real assignments. For instance, Source chose· 
tle .. of ··"Cons,ular ·Inspector" (Ins r Consular) for his 

omatic pltssport and the Foreign st eterm ed that 
ther Consular· Inspector was· scheduled to t.ravel tt'roug~ 
same. area aboat. that ·~tJ.me •.. Tho Foreign Ministry official 
~d w-ith::, . .J:ss:uing al~afi( diplomatic passports for IS persyn-
s. ·on~ 0~-ero,··-.Ch:t.ef of tho IJiplomatic Passport Section •. , .• '­
,A'oea the .W9'* en-. ~kort order, even completing a jdb on · 

sa'iQe ~at-e t·he· ieqtiest is received, if necessary. 

. . ~onnel-'~iitng d.i:plomatic passport.s travel iii''~ 
1 t . ·F():t ·instance, Source traveled to Mexico in· 

e~rly lgq' 'with a ·group or·-su or seven ·staff employees, all 
u. ~ng cUqlomaUc passports·.:.. , , . ·.: . . . . · · 

. . I • . . •. ., ·. 

·~ere ·a· no. distingtiishing features,· either in the passport 
se.rlal ber, ... the diplomatic title, or any other ~ntry in a 
d.tplomi'l c passport issued in alias to distinguish 1t from a 
boria- f 1 document. , · · 

. : 

Cuban Ordi rts . . ,. ~ 

7. Cuban ?rdinary passports are issued in alias to IS agents, in- ·,_. 
cludinF Cubans and'nationals of other Latin American countries, 
by the Cuban Foreign Ministry in much the same way as in the 
casejof diplomat!~ passports. In addition to the bearer's. 
phot graph, an agent provides cover information on himself 
for se·in the passport whicn conforms as closely as possible · 
to h s r~al life. As an example, Source cited his own case, 
sayi g that he furnished a cover story containing his true 
dat1 of birth, but listing him as single,· even though he is 
mar !eel. Typical occupations sho~n op_ o.r.dinary passports 
use by IS. agents are ""$.ttident" (estud'iante) and "laborer". 
(oli!l"ero) • ..- · " 

. (, 
8. Th only distinguishing feature~o~ differentiating between 

a ban ordinary pas~port issued in·alias to an IS,agent and· 
na~fide document is a special code.for the serial number. 

rce thinks 'that alias passports for IS agents bear five- . 
it,serial numbers while bona-fl1de p~ssports bear six- .' 
it serial numbers • .Source's theory was based on the fact 
t his ordinary passport is~ued in alias bore ~ five-digit 

r while the bona-fide passport issued to his wife bore 
six-·digit number. This premise is in ·direct contradiction 
th a study of the numbering system.- found to be in use on ' 
ban or~inary passports. A pattern in numhering is foun~, 
th occasional discrepancies, in which a new set of acce~-

s on n·umbera is used ~ach year. Thus, serial numbers will 
lower on passports issued at'the b~ginning of the year 

!· . 
.· 

\.,.. tl ----

on those issued later in the same year. The serial . 
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numbers J.r~ 1-":cner.:tlly in a fi\·t:-t!t~it p:lttern. aHhough.it 
was n ..... ted that fron June to Dccc::.t>..:r 1962 thcr ascended to 
six-di~it numbers. 

9. Source·s ·ordinary p.1ssport issue-<! i..n alias was allc~:>edly ob­
tained in January 1~6-l, but u·as ~h·<:'n an issuance datc··of 2a 
t\ugust 1!?63 and bears a serial n..&r.ber consistent with the 
acccsston pattern for the latter issuance da~c. Likewise, 
five oth.<:'r Cubar. ordinary passp.:.rts issu<'d in 1963 in allas 
for us~ b:r agents under Source·s supervision. ~car serial., 
numbers adb.e1·ing to the accession pat tern correspondlng to·; 
their particular dates of issue. 

10. Grommets ·recenU:r ceased to be used on photo~;raphs in Cuban 
ordinal")· passports. 

Bona-fide Visas. Vaccinati'\m Certificates, and Passages 

11. Diplomatic visas for use in Cuba:1 diplomatic passports in alias 
are applied for direc~~-the Cuban Foreign .~inistry to the· 
foreign nission concerned in Hav:u·..a. In Source's. case appli­
cat·ion· ns first'· ~~:.ade in Yarch 190-l fer a Chile.t·n visa :and 
later for a,~exican visa, even t~ough no travel to Chile was 
contempl3ted. The reason for this ~as awareness by Cuban 
authorities of ~exican suspicion of Cuban diplomatic personnel. 
The Cub:tn authorities believed the liexican Embassy in Havana 
would be less suspicious of a passport .c·ontaining a visa f-rom 
another Latin American country. · 

12. Passage bookipgs and international vaccination ce,·tificates 
for use b)· sta:n employees and agents using Cuban alias pass­
ports are also obtained. through tl::e Cuban Foreign ~!inistry. 
Vaccination certificates are obtained from the Instituto 
Cubano de Amistad con los Pueblos (ICAP). IS persor.ncl's 
passages are always booked on Cubaria Airlines because-such 
fares are payable- in Cuban pesos. Xo passages are booked on 
Soviet or Czech dirlir.es because these require payment in 
u.s. dollars, which are scarce for the Cuban Government. 

13. After a Cuban diplomatic passport has been used for one round 
trip, an exit pei:mit from the Cuban Foreign !llinistry, known 
as "Visto Bueno," is required·for e:1ch subsequent departure 
from Cuba. The Foreign :\linistry iss~es these to personnel 
using alias passports in the same ~ay as they would-for bona­
fide documents. 

14. Foreign. \"isas. in o1·dinary passports issued in alias to IS 
agents are applied for directly by the. agents to the foreign 
missions concerned in Havana. 

Types of Foreign Passports Used by IS A~ents 

15. The Cuban IS makes usc of valid passports from a number of 
countries, including :Mexico, all Central Arr.erican countries, 
Argentina, British Guiana, Colombia. Do1!linican R0public, 
Ecuador, Haiti, Paraguay, Peru, and-Venezuela, for document­
ing its agents. The IS h:<:d no access to, nor need for, pass­
ports fran Spain and the United States. Source specified 
that the IS does not use U~uguayan passports because the 
Cuban Gc-\·errt.":l.ent does not wish to endanger its good relations 
with that country. Valid filled-in and blank passports from 
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the ~•ilous co~ntrics arc obtained bv the IS through the local 
Cwx-·unist Partie,=" in the count l"te~ r lr:c<.•rned. 

The IS ha.; no c.Jp:lbi litH'S 1 or r.:ak in;; false passports or iu­
ternal drcun~~ts lrom any country hecaus? of the difficulty 
of matcbing the paper and the ,technical problems involved in 
the engraving and printing prdfess. It also lac:~s capa?ility 
rot e·r.llioicating entries in pa::;sports because .of the problem 
involv~d in attempting to delete entries without defacing the 
dOC'I.Ili1E'ntS. 

17 •. F.lsification and forgery is limited to filling in valid blank 
t~reign passports, mak-ing phqtograph and page substitutions in 
:,ona-fide fore1.gn passperts, and placing false travel entrie-s 

;'.in foreign passport,:;. Travel entries from western Europe and 
i Latin .\mer'tca can '·be forged. Source did not know whether the 

IS itself made ~be· photograph and page substitutions and for-
/ geries. All dOCU!Ilen_t,S rcql.liring fo'rgeries and substitutions 

were· turned over to 'One ':.\lfonso," in the IS, who took them to 
' a si tc unk.nQWn to Source. Source theor izcd that the forgerie's 

and substitutions may have been clone by the Departamento de 
Seguridad del Estado ··(Department of Stat~ Security - DSE), the 
counteri.itClligence arm cf the Cuban Government, which he said 
has much ~ore personnel than the DGI. 

Travel Pattern of IS ~gents 

18. Prosp<:!ctivc agents .recruit(>d by the IS- in other Latin American 
countries and brought to Cuba for training in methods of sabo­
tage and other subvetsive activities are provided with detached 
visas an~ spurious passpdrts to conceal the fact that they ever 
entered Cuba. 

19. In order that no Cuban visa will appear in an agent Lrai~ee•s 
bona-fide passport on his way to Cuba, the Cuban mission in a 
Latin American country issu(."S the Cuban visa on a separate 
sheet of pape-r. In 1963 most agent ·'trainees were bt:-ing brought 
into Cuba through Ycxico, where the Cuban Embassy issued the 
separate visas. Early in 1963 Mexican immigration officers 
began using a rubber stamp bearing the not icc "Sa Ho para 
Cuba" (Departed for Cuba), with the date on lt, which they 
automatically stamped in all passports of travelers proceeding 
to Cuba. To counter this move the IS began replacing, wherever 
possible, the ~ages of the passports bearing this entry with 
blank pages from valid passports from the same country as that 
of the traveler. Source also believes that in 1964 the travel 
pattern of a few p~ospective agents proceeding to Cuba ruay havP 
been modlli~d., thu=> decreasing slightly the number entering 
through Mexico. 

20. To conceal the agent"s travel when leaving Cuba, be is provided 
for the first leg cf the Journey with a Cuban ordinary paSSi)1."lrt 
in alias. The route of travel is from Havana to Prague. Czech 
authorities collect these passports upon landing in Prague. 
Source does not know what disposition is made of the Cuban 
passports by the Czechs, but he asserts that they ar~ never 
returned to the agent. 
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21. For the second leg o! the journey, carryin~ the agent from 
Prague via western E.:::-c:;.-e back to his nat h·e land, he is pro­
vided in Hava·na, bef.o;::-e departure, with a passport from another 
L..•tt in American country. The non-Cuban p:u;sport may be the 
agent's bona-fide doc~ent which has been ·returned to him or 
it ~-ay be another va! ic Latin Am~rican passport pr!!r.;scd into 
~ervice for the purpo..~. H th~ agent • s o"'n pa!"sport bears 
no evidence of travel into Cuba it will be used for this pur­
pose, being "brought ~? tc date'' with for&ed v.·cstern European 
entries to explain tb~ gap between the time when he left for 
Cuba and when he arri\-.::-d in Pra~uc, but showing his mode of 
travel to be such tl'l.iit he never passed tbrcuga either Cuba or 
Czechoslovakia. Should the agent's bona-fide passport bear 
the Mexican cachet S!:.o-.ring that he proceeded to Cuba, the ·Is 

·replaces the page bearing such entry with a blank page from a 
.,.valid passport of t~e same country if feasible. If page sub~ 

sd.tution" is not possible, either· because no other -passport· 
from.the same country is available or because substitution 
proves too difficult. tae IS wtll provide the agent with 
another passport,. f~ his own country 1f available, or from 
another Latin America~ country. The substitute passport may 
'be a filled-in origin:il.l, in wh'ich case a photograph substitu­
tion will be made, and the agent will travel under the identity 
of the original bearer. 

22. In other cases, where v:1lid blank passports are used, the agent 
may even travel under ~is true:-Identity after ··surfacing" on 
the second leg of the journey, i.ri wester~ Europe, provided the 
passport used is fro~ his own country. In such a case informa­
tion from his bona-fie!<= passport will be copied directly in 
the blank passport. If the passport is from a country differing 
froc· that of the agent. his identity w.ill ~e changed. As in 
the case of travel un~er the agent's bona-fide passport, in 
the case of spurious ccn-Cuban passports, false travel entries 
are made to account for the agent's time spe:lt in Cubll, placing 
hic in western Europe, but not in Cuba nor Cze;::hoslovakia, 
during that period. 

Quality and Availability of Sp~rious Documentation 

23. Providing documentatioc: for agent trainees is the respo::sibili:y 
of the IS country desk officer handling trainees from the par­
ticular country. The country desk officers receive and main­
tain custody of pass;-.:-rts ccmi·ng from the Col:l~:-.unist Partif:S in 
their areas of jurisdiction. Although the ~gent's training in 
Cuba may take several ~eks, or even a few ~onths, it often 
takes a year or more !or the country desk officer to be abla 
to provide his trainees with the proper docu~~ntation. Source 
co!llmented· that invari:i!C.ly a country desk officer will be short 
one spurious passport. in his ··collection .. of passports for a 
group of about six·trainees. ·Where possible the officer will 
"borrow" a passport fren his colleague froc anoth~~r country 
desk. 

24. On at least one occasioc. forged travel entries made in an 
agent's passport were tound to have a chronological error 
shortly before the age:t"s departure from Cub2. The error 
consisted .of a false €-.:tit cachet for a given port of entry 
bearing a date precedl-~ that furnished on·the false ~ntry 
cachet for the same po:rr of entry, a physical impossibility 
in true life. Despite the discovery of this error the IS 
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made no attempt to make a correct.tc.m, hoping that no immigra­
tion inspectors abroad would nottcc·th~ discrepancy. 

1. a rters· Comment. Pr«-'sumably Juan Nilo Ote~o · 
irector of the Sc.•ct·c.•taritrt of the Foreign 
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