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c. Mvi&ccl that NSA "shall act tor the Executiw Agent in all 
CO~SEC matters set tortb bel011" - primar:U.;r resiionsibillties tor estab• 
llshing adequate atande.rclaJ 

cl. Do!t'inecl CO!-ISEC as .. ,.the protection resulting trom all z::casures 
clellligned to cleey to unauthorized pcrcono int'oxuation of vlll.ue vhich cigllt 
be derived trQcn "the posset~sion and study of telecCIC:II!:unications. or to 
mislead unauthorized ,Persons in their interpretation ot the results ot 
sui.:h a study"; 

e. Detined t.e.l.ccommunf,cations as "any tro.nSI:llsaions, emlcsion or 
reception ot sign, signal.&, vrit:l.n~ images and soundc or intelligence 
ot aey nature b)' vire1 radio, visual or other electromagnetic system" • 

NSA prescribes Government-vide standards tor the ")erul& of encryption -
equip:rents, codes or other techniques - and onl;y' those approved ey !\SA 
~:~ay be used tor the encryption o~ clnosificd int'on:mtion. ZJSA al.so 
develops equi~nts vhere required. COMSEC equipoonts are avnilable 
today to encrypt all standllrd cOI:l::!Wlications l:lethods - telephones{ 
t.elety,Pevriter, higll-Gpccd data, televiGion (black am vhite onl;y'}, ewn 
computer-tO"cOI:lputer transmissions. 

H01.-ever1 NSA. has no authority to require encryption; the requirement for 
encl")'?tion is left to the agency head under the EO 10501. Y.oreover, they 
are positively prohibited t~~ monitoring telecommunications to dete~ne 
vhc:ther classit1ed information is being revealed unless the agency bead 
concerned approves in advance. 

To date, there are no knO\m teleco::cunications techniques vhich vould 
perl:lit U."ler.cryptcd (clear) int'O:n:!ation to oo trnns:nitted cru:'e 1'rCiii:l inter­
ception and :fro."'l being read. by unauthorized r.ersons. As a result, t.~e 
U. S. COMSEC Boord and NSA c.o.ke the assumptiO:l that all unencrypted tele­
coaoU:lications are being monitored and that the in!o~ation being trans­
mitted is cC~:~prcr..ised. 'While this is a phy&ical 1nposs1bil:!.ty1 there can 
be no assurance that a."ly particular trans:::iss-ion is not being intercepted 
and read. 'i"neref:>re, IlSA vill assu.-:-e no responsibilit7 .for the security 
ot · cOI::!!:Iunications vhich are not e::~crypted in an e.:r:-·roved cryptosyste::t. 

The \.lhite Rouoo Co:::nunications Ae;ency {WCA) is responsible for, provid1Jl6 
cl.l teleca:::;;:-..::llcaticr.s tor <;he President und t.;.~ the A'r.ite House 6 except 
for cOI:::::l;,Wlicntions to and fr<O t.'le P.rosident•s aircro.n (Air Force I), 
vhich are tee responsibility_ Of t.te Air Fo::-ce. ~E..::A is oromizatione.l.l¥ 
U."'lder the Defense· Co=u.'1ic~tions Agency (DCA). ~n~ ~l};CA progrMI has not 
been reviewed by the Bureau. lii:mnet.h O'Donnell provi.!cs policy g-J.!dance 
to the trdCA and has info:med the DCA thai< no info:-::at.ion O."l the size, 
progrB.!:l, or budget of the WHCA is to be revealed vit.hout his authority. 
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There is a '1.-ery c:lO!le vorkins reln~ions~!.~ 'b.::t'lo-cen YHCA nnd ~SA. on all 
aspects or C<r-SEC1 including posdbl.c "c:C'lpl."'X".ising e::lllnnt.ic;.~..> • as 
discussed 'belov. HO".:ever, '..nit::A has on i::::t'C)sGiblc t.n::;k in a.t.tc::::llt.ing to 
provide secure co::=un1cot1Qns for t.'lc P'res1~nt so long as be uses the 
CCII:!:""..ercinl t.elep.'tonc: cyste:a. U&\lc:ss t.r.:CA Cfi."l be ini'om.cd 0~ t=.::: srec:ific 
loc:atio::ua and people to vhoi:2 the Prcs14ent v.1Gl-.es to talk ab~t. &endth-e 
or cl~ssified :1nfomo.t1on t!:.~ c:o:-:,-e:-sntions 

~-··':.to:red. Howcwr, if rcc:o1'\l c:o=::;;un1c:atior.s \tele 
to-cqui;[X:lent c:11:1 be quic:idy brousht to tl~ lo:atiOils 

vhere a teletype capability exists. Crypto-cqui}J!l'ICnt::~ c:o.rM-:.ot n""' 'be 
instalJ..ed fOr secure VOice trancissions OWr the Co:r.r:ler<:ial tel.<li~Oile 
system. 

Comp~sins E=3nntiona. 

The above: describes the traditional co:.s::c problem vhcro there is little 
rolntionGh!p to the "phydco.l security" proble!l!~ except in:so~a.r as 
phySical security 1e required. tor the <:r:YPto~;ra:phic equil-,_:cnt. In add.i• 
tion and oo:re ·closely interrelated vith the ~sicr.l ccc:uri~· problem is 
the problem or "compromising emanations" or radin:ticn. Bric:t.l,)·, these 
are electrical or acouctic cignals'e~annting tro:a electronic ~~d elcctro­
mecllnnic:al.. equip:::en.t&., I!. these.. si61lal.S cu:n be intercepted, it is possible 
to read the info:rcation ·oeing processed by the equip:~ent. 

To protect against thi::; dllr.gcr, the U. S. co:.S£C Board has approved 
(vith concurrence by all concerned. asencies including the Bu~s.u) z;sA 
electrical stanj:l.ards for all el.ect:::-onic or elcctro-mcchenic:l.l eqt~----1 

y process 
s :resr..onsible .for insurinc; that tooir c~u!:;;oents meet 

the stenda..-d.. 

A speciri..l subco;::;;;dttee of the USCS3 con.itors t..'lis progrO!!l and _:JNvides 
guido.nc:e ~~d assistance to the ccncerc..::d n~:~n.:::ies. As clt;ht "be e:~q:~cted, 
ncv offensive techniques are consti->ttly ooins d!s:::ovcred vl:.ich :re..1ui:re 
additional defensive p:reca,.tions. lt is in t!rls field that t.l::.e line 
'betYeen ca:::::unications &ecurity e.nJ. :t-iJY$i<:o.l ~cur;;.-..y get fu::::y. 

~ysical Security 

The terc "peysic:l.l wcurity" has t::-:!..1.1-.;.ic::,tlly been us:~:oci .... ~·i. \."ith safes, 
guards, an· .. ~ _fences. I!o-..rever1 vit."l tr..e ·.n..i\~:lt oi'' sop1listicat..!d el.:!ctronic 
eaves~-oppi~g t~~:~iqucs, cost as~ncies hu\~ expan~ed the ~ysic~: ~curity 
role iv provide protection against.~~autho::-i:ed access to clnss!fied or 
rensitive :in.f'o:-::.ation either by people: o::- by C.ew"'ic:es. ·::-.-.:in6 
ava:rencss o;.~ the throat pozcd by cla:J.des~ir~ listci:Ung t::.!L _ . ·;;..i! :;sc, 
in Dece!:.be!"' 195-51 established E\ S~c1al. .co::::.:.. ,.:.<!C! on. ?c:c::..:Uca.i £..;...-.-cillance 

~- .... ·····-. . . 
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!"4 :--·~::!·. ~:-::-:::.:: .. ;,..~:;. ':":..!:; C"==..!.t~:.:, cc::.::..:..::.cd. e: :!"t:!.t.:"t!~c:.tc.tiv~s o;.' S~:ltC, 
: .. , .. ;. .. ~: .. =~ (.;:.:; ~'.! cz..::h. !:'.::.-J!cc )1 C!:... :-;I c..:.:. ::~., ·.·~& ch~t:'>l..i -:,:ith, 
:.::.~~ r..li:::.: 

~:') St.:..:.:::r ~"!::! ~"'/'!.c...: c:. .. -:!"'.c do=..:::::;tic t.r..d to:rci(;l thrc:::.t to t.~c 
"::~.:::::::.·::.-:.:r o:: c::..a.::::i:!"ic~ 1!-:::::c:~:::: ir.!'c:::::;:.tic:1" p:-e::c:.V.:d 'b;r the "i::stallatio::a 
~.i or...:::-:.-:.::.C/.:1 0:::' clc.."ldc::ti:-:c t~ch."lic::ll. :OU..""V\:illancc clcviccc" in u. s. 
\1..)v~:. .. n:..cr.t t'ec:111tic& or qu:..:t~r::;. 

b. :::':::ta'!>llchin~ c.."ld .c:corein:ltir::; policies vith :ro::;poct to co-.. t.:ltcrins 
~:~ t!:reut. 

T:~ Cc:c:::;i:tt.cc. ~ct:: t:t lec.r;t ::.O:ltnl:r :u:d cubn:its anr.w.::.l l'CpOrtc to th~ m:;c 
c:1 :..t.s c.c't:A."'liti...:::; c...'ld 1 .. :i:ld1n:;c. 'l'".r.c~..: :4:.; o. clO!'"..t.: rol:-~tio.n!:hip l:A.!t·.:ccn 
!..!:!.:3 cc.::;ll ~'tl.!c ur .. d the t;!,.';:.,c, cc::.."lit~c 0.:1 ccaprc=.i::;ine crt.tLCo.ticn:; - in 
.:. .. ~~t., there ;;.re a. -nu::.ter o.t.• !.r .. a!v!t!c.:::.lc "..:~o zit on CotA~ 

!::~;:;: :1:_:cnc:t 1:: r~:;r,:,;'l::i'tlc fo-: carro.till::; O"..l~ i tn crm t..;;ctwicnl ::;urvc1lla!l~c 
l~:..-:.:tio~~ v:&.t:Oi:l .... :-."t.::v.~r co . ..:::-J:l ~..olicy e;..ti~.:li:-.n::; arc e:::t::.bllchcd. by the 
:\SC C\~:.!t"'wcc (t:-~:!n1nc, c.:qu:ir .. :.~u; -to 00 ua.:d., t.:t.c. ). 

:;o .::ln.:'I.C.c:;ti~ C::-::vi<:·::!i: 0:' r:.:i:f ;-.i.!'ld t:..v.:: i:t!C:l ciCCOV•::.rod in the U. S. 
:tlt.::c-..:r::-t o•1t:.::: lCJ ..:ere r..:.!.::.cov.::::-,;\.1 i:-£ \1. ~. !~:.c1l1ti~c- ovcr:..~ao b~t--.rccn 

19:,:; •~d 1~.:.::,. An '-'l•lit.:.c..:.o.l 4;0 'lt:cr<:: .:.l:::cov(!rcd in friendly foreign 
O\·..!:-:.:~:.tc f<:.cilitie::: Gct ...... t:~n 1~:;5 :md 1:)!:.:>. 

~5~.:: ..:."!.'"'..-! tic.::.l:!.:-:~ vit~ "t.·...,·o :;c.::~;:.:.·~:.:..;.:J:: ('tu"'~ :: .. co:.~:; : ... ._ .... :.::..:...: !i!tc-~rcl;;.t.ed) 
~;:·.::::::.~::-.. s ':.::..ic?: :i!l :~.::";:t:tic~ i!i. D;.:: .. :n:::~, c:.; .t:.!:~ c:... .. · .. ~:.. .. ;;;:;::.::::.:'.::v.:: -:..:::t;ncic& 
inv.olv..! t\:0 ~":!.:-• .=!.; c: orc:...:·:!.zt~~::c.:-:.::.. ·!· .. :..:::~·: ~.r.: cc:._:-... :..::.i.c:...-..:..::.~.:.:.::; ur:.d r.21.ysicu.l 
:.:~c:.:!"!:~y (r..rc~':;ctic.::. 1.1~air.:.-;. ~1:-.::ti:.!:;t.:i:~.:: l:!.::t-:.::7.~:-!:.! rl:!•J:.cc;..). 

I:: "'.:!':.~ : .. ic: ..... o:: cc: . .:.::C1 t.!oc.:~: u:!:'"~..l.::.' -.:;:·::;t::.. t~ cl~:~r t.:;£:!.:~n..::,;:-.. ~ o:· 
::.~::;:;~:i..;i:.ril.i-:.:r to t::!.'.: f.:r.:c:-::t;:._-./ o:~ !:..:::..::::..:....: :.!:.. :·:::::cl;;:.i'"J-:! :\:_;c~t. c:· 2-:>vc"n"...::~~nt 

!"c: .. ;.l!. co~...:.._: ;:.:;.-ttcr!;. ==~-(: ~.!c:-..~t:: .. :-' ~::..:rci:;r::., h.!.z :;;::~:~c:1:i-o£li"'-:f :.hrous~ 
~:~:~, ::"\!cc·;r.:.i:!~i by cll t::~ :;. hi ~.:,. .. 1:/ cc-::...;;·; .. ::·!;. -;:,..;..::;:.:.ic~l '-=.:.:~:-tCJ :::.:: t.:1.1s 

('~~~i_:) ;~~c~~~~~-;~~::~ !"~~~;~~:; :.; ~~ :~~--.~~i;;~~~~t~~~\-~~ ~~~~~~=~~~~ • ::o~~d 
~::.! :..:.:>~· .. ~.::.. dv-2:: r.:.ct .... ;:!'"ce c..-.. ::.::.:t~rs c~..:·o.:. .. ..-: it, A. .. i!'::!l r:.e~ic::l~ ar~ :::.:1s:;cd 
;.o t!:..! :.::}:..::~::.~1 cc.:..:::it.~<.::: o~ Scc::..:~t=-~i,.:::: c_ ... !::t.~ ... ,.! ~r~.t! D.;:\;;:~ .. 

~~:1::i.i~:-:!.:::! ..~~!.:::; c.::.~c :!.r.. ::~ir .. ·::.J ,.;.J t~:ic·.-..:: !:'.:. ~:o:.tld ":;~ ~:...:n .. o:r.::iutc tor t: .. ::: 
~.-:::: ... .; :::Y..:::::: (::_·. ::.:...::B:_y ::c"!" -=~::; ?.:.-.. "!~:.:::~:a .. -:) to :--t:'~t:..::..t t:'!c Sc'!r.::t~:.-.1 or 
~~:· .. :~::..::; -:o :::..:.m ~~~.:.:. -:-.:;~ ...... lc::: .:!...... t.:Vll:.t::.:;;c ~:.~ P:t'l:r.idr..:!lt 's ':'.cl..:cc.: ... ~-!.!:',ica~ions 
:' :..::~.::.::.:,!.; 1 ::.:.:~::... __ :.:.~::: .. ~.-:..-:- :~v ·..:.:: ! 1 :..:.!· • ..::. ~o ::·t=cc::_.:.:;.:l~ ~ct.!.c::!; to i.::.;~vve 
:.: .. ~:_.. :: ... .:.:.. -:;:.::.: :.::: .. :...:.::.~_ ::.: .. :::... __ :: :..:.., c:-:.:.:..-...!~~:.-~ic.a o~ .::.11 c~:.dr .. -::.(!!'lt:; .. -~ch 

?:V.=: .... ·..:.:. c!.::...:;;i:~!c.i i:::~v;;-_::;:~i ........ -:o in:;~~ -:: .. ::.:, no 1nfcrz.ation ::L:iY be 
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availa.bl<~~ to wuutho:!zod pors..:~::s tl~oc-:~ "c:o.-.prc-:i.sir..:; c:-~"L:-..1. t.ton:s." 
For a t.'-:oro1..:;_~h ova1t:.1. ··!.on, it. l"'."l)· t-o r...,..;,..Jsary, i:.. ~;u ;,::1 to Hlluso des ires, 
to re.-.:o;l!:tt. :;.5A til r.:.:-nit.or :Nhit.G :ill:lS.J corr.r::u."''icatior.s 0:1. a sao::pHng b:a3is 
and advisa the t\'hita Uouso or tho results • . 
On t."te r.ltter of clAndostlno listcni:-.. ~ dovice~t, t.'i.a ::.s;: Specbl Co;!',;1it.t.eo 
on Tec~~~al Survaillanco Counte~c3suros shoald ~e c'-:a:~cd vit.h assessing 
the a.d~:.ucy or too Sucrot Service ::r~udur.:~s, e.-.ai;-:-o.mt and lov~l of 
tec~~ic~ skill, and reco~~..,ndir.b a~· char~os ne~assa:y to attain the 
highest practicable level or portc.~.lnco. 
o\<1 ooli.;va tho Socr....t Service has t.'i.<l ro:rpoasibil!.~y !·o:: ;:t•ot.ectln,; tho 
PresiCent.ia.l ·estabiis~r~nt ar,ai~t clAndostir.e davices sinca tha,y s~port 
the B~~au on roquost. Thoy aro not ~cmbors of too c~~it.tea ar~. so 
!ar as-~ can det~r~ina, th~y do r.~t rocoivo·cor.~~ittaa reports nor do they 
contrib~U! in!'oriT.<tion to tho co•.•it.t<!o. As a cont.inui:-.. :; IT.J.ttor, they 
should b.! r.ado a tr.~~bor of tho Cl)i';':litt.:~e. 

1. That :t-:r. 'Su.'l.iy issuo. :1. NS-~:- providin;~- tbt t.h.:~ Socrat.lry· of 
:::lclfense, as E:xocuti.Vd Ai!<l;.u for all co.·.":;;.."'licat.ions ;;-:.-:;.:rit.y r...lttl.lrs, will 
direct !;.u to cor.rluct a :;urvey and r...1.ko a repm-:. ..,:t t::c :;,1.Jquacy or presont. 
cor,.-mn~.-:.;.tions sec~.:.rity r.:oasuros in o:.'fect at tha ~::Ol.to ;:ouso, including 
non-cr)~to cc~~unica.tions. 

2. 'i."h:. t ~~. 3u.:uy arranaa tr:o~:.;;!l the :::>.:: Sr.o.-: i.l::. Cor-.":it t.d.:l on 
'i'cohnica:L Su:vdillar..cd Countorf"'<:lasm·c'ls to :;..;c:.:.:·.J •· :,w:c~.~ .lnd roport. on 
ll'.aasures in ot'fact at the ;-,'hit.:~ i(ot:.Sa to ::'..lint.a.in Sl.!X\'tl;..;.:i-.:..r.ce and prot<lc­
tion aso.!.r.st clarilias t.ir:a Hston!.r • .; c::vico.;. 

). ·;.-~,.t both :·o;.•ort3 oo reV:~:-te..! by tto ?;·,:..;;.~.:;r.t's Co:n.!"li~tao on the 
-:.:arran 3.<!70.:-t, aur,:-:o;;;;.:~d by Dr. !k;':"' i.!; a:&d Gor.e ra::. J I :on.-:all ( o·~·:·:) J for 
advice a:-.;! rt~cor..mur.da tion to the Pra.s id • .mt. 




