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. ecmeUme late in January 1954 delayed. th.a ap-proach. It 1>U 
··then found b9cause of l!lany other Soviets in hi9 ap!rtment 

build. �i�n�~�,� there v.·ore no opportuni �t�i�e�:�~� a ·tor a secure approach • 
Detore an approach could 'be rnad"!! under ll!lf set of circul!l­
stanceo, the same A1:1erican r.1111ury attache had a half-hour 
conversatio%4 with �C�H�E�R�E�?�.�~�S�C�V� wbile attending the Soviet E::l­
ba.uy's [od Army Day reception in. February .l%4. The at­
tcche used each of the :Jove:ral occiuaions v;heon the. two were 
aione to proha under various pretexts tor CHI:REPhiOV; s desires 
regarding a further contnct, 'but �C�H�E�R�E�P�A�J�\�0�~�.�·� responded eitner 
with noncomitu.l �n�.�n�~�w�e�n� or not at all. The attnchc reported 
his i:upl'CUionfJ that CHEREPA!iOV was a. ''confirmed ar.d lcyal 
Soviet official of no Flpecial �~�t�u�u�r�a�,�"� an·J thet ·he was 
"neither interested in nor desirous of ft:rther contact with 
the West." · 

Two years later, 1o February 1956, it Wt9 reported that 
CHEREPASOV maintained limited social cor.tacte with the U.S. 
Air Attache and �c�~�n�e�u�l� in Belgrade. 

In April 1956, at a "farewell 1nU:::a.te �l�u�n�c�h�~�o�r�.�"� at­
tended by a representative of the American Embassy, CHERE­
PA.''WV stated that he was roturnin!,l to �~�:�o�s�c�o�w� ..,:here he toped 
to be assigned for a year or two, but he was not certain. 

According to a :report dated June 1956, �C�H�E�R�E�P�A�~�O�V� had 
been active in courting people from the u.s. Embassy in 
Belgrade, and as of the time of the report, had gone back 
to the USSR "probably to work in the foreig:l Office." 

�)�~�o�r�e� exto.:sive information on CHERF.PAXOV was provided 
in 1957 by Milos GREGOVIC, a Yugoslav wto defected to the 
British in October 1957. He had been a VDB ag2r.t wowking 
in Belgrade against foreign diplomats. �C�H�E�R�l�P�A�~�O�V� was one 
of hiR operationnl targets. According to this source, 
CHEREPANOV was first posted to Belgrade in 1348 or 1949,• 
and was one of the very few Soviet diplomats who remained in 
Belgrade after tho break with the �C�o�m�i�n�f�o�r�~�,� at which �t�l�~�e� 
be was charge d'affaires. In 1952 or 1953 te became First 
Secretary and head of the Consular �D�e�p�a�r�t�~�e�n�t�. " "� At this 
time he was identified 'by the �t�~�B� as a Soviet �i�~�t�e�l�l�i�g�e�n�c�e� 
officer. The main reason for the UDB certainty about this 
was the wide scope of his contacts with Yugoslav workers 

•The break between Yugoslavia and the Cominform took place 
in June l948. There was r.o formal break in diplomatic re-

, · · . ..,* �:�.�·�.�,�·�.�;�.�.�~� ·'"··· · ·· ·lati()ns between the USSR and Yugoslavia, although there was 
no.Soviet Ambassador present in Belgrade from 1950 to 1953, 
and there was no Soviet military attache representation pre­
sent from 1951 to 1953. According to the Yugoslav diplomatic 
lists, A1eksandr �C�H�E�R�E�P�k�~�O�V� arrived in Belgrade sometime in 
1952, appeau-lng on the diplomatic list for the first time in 
November 1952, as Second. Secreta;ry. ·He was one of orily 
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seven Soviets appearing on the diplomatic list at this 
time. · The new Soviet Ambassador appeared for·. thEt first time 
on the November 1953 list, bringing the total c:Uploma.Uc 
representation up to eight • 

•**CUREPANOV was Second Secretary throu&rhout his tour in 
Belsrade, according to the diplomatic lists. 
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and students, a numher of whom were arrested by the t~R on 
suspicion. On several ocr:a.::;ions the l'DB had felt it had 
almost enough evidence to enable the Yugosl:tl Governm"!nt to 
expel CHERF.PA~OV, but the cvidencl? was tH?V<~r co:r.kll".:tely 
sat isfact01·y. 

Thus in 1954 GJl.EGOVIC was as.~ign£;d th.e task of com­
promising ClU.:REPA!\OV's wife, Irene·. Approximately .three 
months after he met her, CREGOYIC personally.succeeded in 
compromising Irene. He continued to handl~ her a_s. an in­
formant ov€:r a period of about a year and a hal.f, during 
which tie1e he also maintain.:d their personal r~latiocship 
on a spasmodic basis. Ire:ne · s information e11atiled the UDB 
to discover that CHEREPA~OV had established a network of 
informants a.:non{.:;· workers ar!d .;;;tudents, Mostly in Belgrade 
and its vichity. Subsr.::quc-nt information Pstablished the 
fact that he was also in close contact with t1·.1de union 
l~aders and p~rticularly with river port workers, a number 
of whom were subsuquently fouud to be anti-Yugoslav and pro­
Soviet in theu· outlook. Another Soviet, o.n intelligence 
officer who had be•en recruited B)' the UDll, co!'lfir~r.ed to 
GREGOVIC that CHF.REPANOV was a !v;mber of Soviet Ir.telligcnce. 
The Soviet said nlso that cm:rn.p,\~OV h9.d bee:n an intelligence 
officer during the war and had at on~ stage boen parachuted 
behind the German lines on a special services operatio!l 
which resulted in the kidnapping of a German general. 

GREGOVIC described CHEREPANOV' as "always smiling but · 
in fact an extremely cold and cruel individual." Although 

cbe did not appear to be emotionally att~cnsd to his wife, 
·be was extremely jealous ar;d watchful of her. He frequently 
urged his wife to use her exceptional beauty and seductive 
charm in cultivating Yugoslav officials in order to obtain 
itlformation. GREConc also said that CREREPANm· v.as v<:ry 
fond of bunting, which "appearE>d to give reliGf to his ex­
cessively sadistic nature." 

CHEREP~~OV was recalled to Moscow in mid-1956, according 
to C.R:FLOVIC. 
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(iii) R~ports by Am~ri~ars 

In October :;.r.d No\·,;,m!:ler- 1963 !l t:nhrers1 ty 1 ibr arian 
from a midwest ca~pus visitFd tte LSS~ on a took-b~y1~g 
l'!lisslnn tor t-.is 'LtlliV\.l"S.i.t.. II-~ t.ad !:ot n.ade a,.v official 
arrar.gcl!lents to r.O:l":act ~:EZI~K~lc.o\ {ln':;e•~utU.or.:&.i aook 
Age!lcy, undrcr the SO\'i(;t/.!inlstry of Forci.g~ ':n!lde) in 
advance of his trip, bu~ ~~lled at i~s office in the Ministry 
of foreign Trade buildi~g after he arrived in ~oscow. He 
explained his inter&st in obtaining second-hand books. 
In a few niuutes an I~glish-sp~~king Soviet was serit to 
the lobby, and he idr·r.".:Hird hims-elf as Al~ksandr :iiko­
layevich CHEREPANO\'. Aft~:-r discu.::;.;ing tho librarian's n£-eds 
with him, the- n,ar. 3~reed to coo;>erato with the .1\r.r:rican. 
TherP ~ere thr~e mare coGtacts with C~EREPASOV, all in the 
lobby of the same buildir.g. 

':'he la.st co:::ta~t was on 4 2\0\'(·!llbE::-, at which t1me 
CHEF.EPA:SOV informed t':le: lib!·arian that til~ b:mk procure:nent 
listings, eXCEpt for a few items, had b~en ~ppro~ed for 
relEase. The~. ~p6akicc softly dnd quickly in Russ1an, ·he 
passed th~ librkri•n a thick en~~lope which t~ s•id contained 
i~formation (•f r.o \•alur, "::ot!-.c··li!"::J.rian hu": of r.:•Jc!-! \'alue 
to the American 1mb~~sy. He asked ~hat it b~ pJ~s~d im~ · 
medi~t,•ly to ··•.:t·, ~.!o1·ton" \;,ho w.:>rk'2d on cuitt:!'ill affo.irs 
it! the Embas~y. and, lf MT. \brton was not t.to·e, to give 
it to someorw <:Is.;, \lvhom tl!c 1 ihra.rh.n :tJigh:; kno·v or re:cog­
nize as trustwortt:y. CHEE:SP.~!\OV fu.rtl":E:·r l:"E;q\:e<st£-d ~hat the 
librarian call hilli from outside t!-.e Emb9.ssv to lr t hi '.II know 
(by use oi a c~d~ •ord) ii the e~velope b~d been delivered 
succ~~sfully to t~~ Emtassy. He ta~ti~nE;1 ~h~ librar1an 
not to rnentio:. his.-CEERI-:PA;\0\"'s---!"..,!llf) in ~1:~ Embassy. 
(The e~velope wa& d~livFt~d t~ ~he E£bassy according.to 
CHEREPAXOV's in;;,t t·t!C'tio:.s_. ~X.'': p·~ that in the, Embassy the 
librarian did ment1on CHIRlPA\OV's =a~& as ~ne Soviet who 
had presented tn.i'! pll.:kag.:-.) S·..;':>"'t'qt:E'::X~.y too librar ia.n 
called CHEREP.-\:.ov, a~ u;,.h.:e:.,:d, t.-, confix·11 :1:;:: safe delivery 
of the packag~.* 

The envelope:) hun. C:!li\I.PA\"OV cor.hir,.;d a b;;;ndl~ of 
documents, some typ;;d u.d :.oa:E:· h!lr:d~ritten. v,.:>n <)Xaminat ion 
they appeared ":;, b;;;> classifird KGB file l'!a~crials. ft:·aring 
Sov~et provocation, which could l~ad to a dFnunci~tion of 
the Embassy on the gro~nd~ of possessi~g classifi&d So~iet 
Governl!le:>t docuMents,..-* Embassy offi,~ia.l-3 hlld tne docu!!l&nts 
photographed and on tt.e r.t>xt day, 5 :••o,·e.::-.ber, t-r.;.r!led t~1~ 
originals over to the so,·iet Mi:.is t".."y of F0rt:ign Affairs. 

· '•At the librarians's reque-s~. on 16 November the Embassy· 
placed a phO:!e call to a man WhO idt:ntlfiP.d himself as 
CHEREPA..'mV in ordt:!r to follow up on the $!, 000 order for 
books left by the librarian; an· innocuous telP.phoneconver­
sation resulted. The individual who callad himself CHERE­
PANOV said he had written to the libruian th:=.- day before · 
(i.e., 15 Novembe-r 1963) c.:>!'•Ctr:::i::~g t~e matter.·· 'I'ne librarian 
later confirmed tha~ he had r.;',.ceivt"d such a let-ter from 
.CHEREPANOV dated roid-Novere."oer. 

**Such a provocation had actu!llly been direc~~d against 
another U.S. Embassy in another Iron Curtain countrj shortly 
before these events took place. 
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CIIEPL.i'.-\.'..0\-" 1us n.:>r:. a_.o\. ~ l9lO or 1921. r~.;~ i:-~g l\orld 
'lar II he "'as a Ken ?!fl..:;~-,= worki~.g wit~ pa4t1sa;; groups 
hehir.d the lJ.:-.r"s. "-.al:t:::' hC' 'o!>llS if! Yli"cJslavia f::lJ.' fcur or 
fiy-~ yf'ars, the• cl:l":i.·s not k~1o· .. :-~. CHTF.i:?A:\0\' •·:as p'!"obably 
Deputy Chief ,')ft.~_,, !{,~'2 legal Re:dd"'-'' in &t"lg:1.d(;. 
While thr,re, hi;:; ,.if-, i' ari !L:: affair To.l':!l <:it~C':r ll~ Englishman 
or an Aln£' !· i car .• 

Wt:H, Cl:iEREPA···o·; ':"t'·.u~·r::d t-> ~!v':'.':>w, !:'.(:' ~ad so:r:o (un­
!;peciflHi) pl·.-,i:;L··rc .;::<:"::i:_g a j0b, tu".: iinallv -.:~c J<,i[) SE-cond­
Chief Dir~ctor&t~ ~0ok ~lm i~t~ ~h~ i.S. f~~ak~f Se~~lon of 
the AmArlc.3.n f',-pa:-'::'1-.r.·':, "'::n·lnr.;): <.&lf!il~_s".: tt-,.; J-::::;i:lstrative 
SE:ctior, of tr.o: Er:.b".t.~~.,.-. l!t• v.·H k• J 111 t:-.~ ;:, l~w- r:n~ as V. A. 
KUSKOV, •nd was :~b~~~sl~l~ for t~r, ~ ~arg~~s: ~i:tard 
S~YDER, 'i f:O!lS<:l!ir ut fic"t'~ · i.:.>!1r, ~-1..:\'ii:l\.-\F., a c;J:•;.,ular of­
ficer-; ar.d ~!arin.1 A.;.5.-\~·l0.\ff, ::>f:( r .. ~·.n~· to t":t: p"-:-·'>O:lnel of­
ficer. CHEREPASG\·• :> .,.. n·k !iii .1 caH· •1tf H·t:.'!"' .,.a;, -;';;>')~·, and 
as it grew wo1·:-;, +.: .. 1\,11 c!-:-.:l..lc:d t:> r·c':i'"<' :-i-.• R<::n:..tse 
of ~is ~~rvic~ 1~ ~or~cl M1r 1;, io~ ~\l~h h~ =i~~~~~d t~ree 
y9ars' p"r.sion <! .. ·.Jl:: fnl ;;.1. .. ~!1 ;.t-n· of r:.ili'!:uy se:::vi~!:!, he 
l.ad r"r.o•1gl: ti!t-e t.) !:l:o- c-::-,di-:: ":·> t; ,,:;.igibl•• :'c·r r<':":ir·(;Jrent. 
Also, he ~as j~~t o·~r t~~ ~1~1m~~ aiP (40) f~r =~tirPment 
from the K":B. 

r~on retiri~J 1~ 
a job with 'dEZ~K~I.·.;. 
a!ld an.;:r.y at t::.;: K·.:.•, 
MEZ!U\NH:A t.:-::-r..:,d. COlo..:. 

.'~~Y oc A.=g1.:st 1961, Cf...t.nl::?-\\"O·t got 
r~~1.PrY ab~ut ~is Enf~rr~d ~e~irement 

::<' ~li'c·~:r.;:, F;.:n f!!ort- tli:;;sa: tsfied ;;hen 
nis st.v~ral 1.t~?~~ts t~ g~ a~r~ad. 

Pri...,:- ·"::o h-a".·i:;g -+:h··, K·~b, -~Hf:RlPA!\0\" st'li.-:: . .!r·aft copies 
of doc;..:!!'.<:n-t.:s I,._, had 'l..:d·.~·:t i: !:!lf' ~ .• ::. Err,oa-=.:;,._: SE>C":aon. In 
one cas!?, t.e c::»pi-··d '!'.::·.< cor·;.•,:-t: o.t a x·-:p··wt i.:-. ::.1,:: own h9.Ud­
writing, PVid.r-n~ly 1.;"-H•§:.l: u.···tb1~ t,, s~-al t~ . ., d.;.>.::·"t::!:.o::-.4;: him-
591 f. All of t~•f dx·.:rt:;ts !...;, hs..d ~t ::-lN1 w-or£- ir.·':-:,;.d.;;>d. for 
d-9etrue::ion. 

Wh(,n th:. U.S • .l:r,b~~,.;s~· ot'fi-~i<a~s s'l• 4;!'.:• CHfF.EPA\"0'/ 
docume~ts, ~h&y ~f:~ ~i~a1d ~~~~ th~ documents wPr9 part of 
a KGB prr>\•oca-::io~ .• l':Lnd tho:-~.- ;;:::..id ":o ti:.:-m..c;Elvc,;: ''lfr."l.t are 
thE: Russians tl'yi::g r:o do t:J !.!;;'/,. ~-:.t: Embassy of.fi·~ial:; 

·phntograpr.ed tnt' do.:•~J-.c:..::=s a:,d Ol! i:bf' r.~xt da:· :r-t:turr:Ed 
·them to tr.e \linis~ry of Jo·o::-..-ie:n Ai fairs. \P.l,;n the .:\mari-
_cans g~ve the ".io,~umo:;nts to th:- Mir:ist'='Y, t::e K•.:.o said: 
"What did 1:h.::: .~t-...,:,ric"-n.,;; gn.:, tbis bli.'k to us for? Maybe they 
:were afraid of provoca.t ion, bl.. t.; mayba c.otr.e:: thir.g--maybe 
th<ey arl:'l t::-ying ":o dE':s-:roy -..:: ..... .\."lt::ri-::an D.;,part;:.~::..t, to con-
fuse thE'-m. .\:--,d it '.iid, i 4,; did. ' 

In NovH»ter l96J Yu.l C''K i:!L"lc to visit S0.5f.:SKO and 
brought nE:ws about ·•a ca'".:as-t:l'ophe" in the KGB.- Gt'K said he 
had the story from B.F. MAKASHF:~·, am:!:t;al frier.d of Gmt's ''·. 
and- NOSE...'\'KO's.-* --M.\Kc:\ShJi.\" ~ca-1- b-:-~-,n in For,ign Yi:nister-And.rey 
GROliYKO 'a officE: w!::t:..-: the CJiEREPA'(O•t papers ~·ere brought 
there, aft~r their ddh"ti"Y by ...,h:'lm!.s F.U~ of tl::.e u.s. Em­
bassy. ~f.IUCASHR'" ~:on th ... t.-a!"',f- of O.Y. GRIE.-\:"0"." (G'bief of 
the Second Chief Dire-<:·torat;) on sollll<'! of the pape:!."s and saw 
that one of them wa~ a pl~ for agent op~ratio~s against an 

' *N05ENKO said t..e fi!'st BP.et '-!.o\KASttf.V :a.n CA~E'\"'!i. ill 1962, when 
both WE:re therA wi~h t~e C1sar~~er.t ~:ega!ion; he subse­
quer.tly :;.aw 14AKASHEt oct·a,.i.:>!:al:.y i!i ,.oscow. 
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~~-Wltttllil'J··~~ ;, J. ... itN:L PlU!l'Ml up,, tt~e P~.litA.,,., 'W'81!4i~fd!GiiiQ, CIA, ,.a.n:vu~!~~~_,~~~-~~-~" 
of aU the ~ople who had been ... -orking il'l the hnerican Dc;::.art:.'Tient 
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' during th~ time perio1 covered by the paper~, 1959 to 1960 or 
1961. 

The whole matter was h.;,!d Vf:C'J tJ.ghtly in the KGB, ar.J its 
investigation went on for no ~ore than 7.0 or 25 days. ~n~n the 
KGB exarnir.ed the doc:::r.t.:r.t s. 50r:l~ ,.ere roL~r.J ~o be in CHf:REPJ\!~OV 's 
har.d·.,n.tir.g, but no doct.:mem:s •,;ere f::~unci -..hich pc.rtair.ed to CHERE-
PANOV's own ca3e ,.ork, or ~hat. of the u.s. Emb~ssy Section where 
he ·.,.orked. (NOSENKO ;:,!so noted U':<H tt.e l<G:l found r.o dOC\,;,;nents 
dated later tt~n 19~1--~one for i962 or J363--only 1959, 1950 ar.u 
1961.) ·rm.:s thez e ;.·ez e a m.:rn·oe~ o:.: ir.dic.at1.ons pointu:g to,.ards 
CHEREPA::ov, ..,.h-:> had le1 r. c.he £ecr.ior. 1:: ~9E 1. 7:'1e KGB did not 
dare alert '!li:n by putt:i~<; full-tir.1e s~,;rvelllar.ce on him, but in­
stead mountt'd fixed sur-,·elllar.ce po!:t.s <it: his home e:u~d off1ce. 
In order to pr·ovoKe cr.ERE.?.~,scv into so:-!"te pre.:.1pi -cous action on 
the basis of these £UspJ.:::icus poinu,, a for~•tt· KGB colleague was 
sent to visit him and, ir:. the cour~e: of cmwe!.sation, to me:1tion 
the great distur:Oance :._r, the KGB b€: <:use sor:leone :tad passed 
stole:n KGB documents to t.he merlca!':s. CHERZ?A:W'J mar:ifested no 
reaction to the n-:=·.;::; ar:d ·"as qui~e ~:o·:>l about the ~att:er. The 

.next day ':he fixt.:d Sl.l!"lt:;id.,;,nce p-:>st o·cs~r·;ed him l~a·.tir.g hi3 
house in the morn11-:g r.t h~£ u::ual time, appar"'r.tly or. his ..,.ay 
to '~'<·ork, but the t .l.X•-'d l:'urv<::::. ::.1 ~~r.::e poEt at. h1s off ice soon re­
ported that he had ~ot arri~ed at work. He had ·'simply dtopped 
out. of sight.." 

l..n intensive ~earch · al:. ovet the city of !>!oscow" ensued 
. tl:en spread thr:oughout. the ,::;ov iet. 'Jr. ior.. Bor·dt:t ::ontrols '.Jere 
tightened, phct;ogr .aph.s of CHERE?A.~OV .,ere ~ent our. to Republic 
and local KGB cr.d militia otii=es, all means of ~ransport were 
covered. Reporcs bc:g'm .:.o::l.~.r.g 1n fro;n ·.'a:r.1ous pla::es that sot:.e­
one ·,;ho seemed to f H: C:1EREPl .. 'WV 's d.:s..:r:..p•_ A.on had beer. setn 
acti:1g suspiciously t.ere and ti:'2-re. Report.;;; wh1:h carne into 
KGB Headquart£:rs frc;a Gorkiy Obia&~ strongly indicated the possi­
bility of C'HEREPANC\'' s prestr..:e tr.ere, so l.::VSE."lKO was dispatched 
to the area to check the reports.~ 

NOSD;Ko went to Gorkiy on the four~h day after OhEREPANOV's 
disappearance. The area was ..::.oves:eod with very deap ,.oods, 
"where a person could lose himself for life." On the sever.th 
day CHEREPANOV was located·and arrested in B~ku, ,.here he was 
on his way to the Iranian border. 

*When NOS~<KO first told this story, at the first meeting in 
Geneva in January 1Q64, he pulled frOr:l h1s po·.:ket a docurr.ent 
which he said was his official KGB "temporary duty authoriza­
tion" to go to Gotldy Oblast fox· the CHEREPANOV search. He 
noted that he had brought it: out. lliegall~'• to show CIA. The 
document, authorizing the Gorkiy KGB offi~e to extend cooper­
ation to NOSENKO, was valid from 15 to 30 December 1963 .. 
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A special plane was immediatelysent to Baku; carrying 
s.n.: FIDOSEYEV and several other Amer~canDepartoent officers. 
They picked him up and hc.adcd imme"'ia.tely back to Moscow, 
interrogating CHEREPANOV on the plane. Ue imcediately con­
fessed to havir.g given the docume~ts to the Americans. 
When asked why, he said he was "an~:ry at the KCB, very 
angry," and besides, he thought he might ask the Americans 
for sol!le money in return for the documents. · He confessed 
that on 4 November he had passed the documents to an Ameri­
can tourist w~o was a librarian ir.terested in Russian books. 
He said he had given the documents to this American in the 
entrance hallway in the building of the ~inistry of Foreign 
Affairs, the building in which the Ministry of. Foreign. · ·· 
Trade was also housed. 

Because of the fact that CHEREPANOV had eluded the KGB 
betwec~ the two fixed surveillance posts which had been 
established, the Second Chief Directorate suffered consider­
able criticism for not puttir.g CHEREPANOV under full, round­
the-clock surveillance. CHERF.PA!\OV himself, however, told 
the KGB that had he detected surveillance on himself he 
would have written to the government and newspapers a letter 
of protest against "such an indignity, such persecution," 
and then would have committed suicide, leaving the KGB 
without proof. 

CHEREP~~ov was in prison when NOSENKO left the rssR 
(on 18 January 1964) and would be sho~, but the affair would 
not be publicized. In addition to his wife, CHEREP~~OV 
would leave a daughter as a survivor. 
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graduation ft om :.~~ ~:ilitary lliolo:::~a.tic ,·,.:<:•!!:':"tj' In 19!:9, and 
hE: beca::e bitter ::;...-.d:,:re~;t·~tfuf: !..Iter he har! t i·-all;· oh-

,.,,.'" .. ·'"'3''. tain.;;d a job in the j.Unistq· of -forcl.~r. Ti·<~.dt:, he tJ·icd to 
gnin 're.-cng~ by pas~I:~•.-; :.;;_nj:;trr ·iocu:;;cnt~ to a t;.s. Govern­
r..ent nf.ficial vis.i.:i:1'g. ti!C ~li.uistry. E·.··-·~u;.p tn:· U.S. 
Govcrn::.cnt Lelieved thi.:; act tu t.a\''-' h.Hn a Scn·i~;t pro•to­
cation, the doccr:C"nts ·.,.ere sul.nNfi..!CJ;tly r<':'H'n(•d 11~ th(.• 
Soviet Government. CiH!HEPA~;o\' w:ts a.rrcstt'd, t.r it:~!. ar.d shot. 
His Hidoo;,·, Irina, work.:i' in a hairdre•.;::<in~ si,op at 15 Petro·t·­
ka Stree:t in Mo.:;cow. \o.•hich is ratroni7.cd by ''1''0:-3 of r:rPmlin 
officials; he als~ left a dau;htcr, about ld yon~~ old. 

said she could provide no f4r!her ~£tails. 
· ~-1·~~~~ ;;c-i..:·,cs 

In the cot,;rse of a CL\ intervi<.'w '.'li thuit.::.mri.ii&..-t··, ... :}£-~ 
in~ 1966, !:i~C -:~scribed thu Sovicet Jnio:1 as teJ.ng 
"l:l.ke a cage, like prison, whero pcuplo so:!<<:>t.ir.,r_:.s run r.·:my, 
but they [the autnorltie3l ~re a~le to tra~k tn~~ any~h~rc." 
She s-::atcd that she ttn(•W f::.r tt rnct that u pr:·;·.):t wa:;; d1ot 
in !.1osco'l'f, CHEnE!J.~~:-J\, 111ho ·,·orkui. in l.hc .-;:J.mC' (l'iift.<lt:;­
Diplo~atic) Aca~~~Y as hnr husband. Duri~~ tln·w~r Ci!~~E­
PA.~OV was an offic·.·:· ir; int<'llif;t>r.ce, a!'d •;.<~s a "gcnct, brav£: 
a1!d rcs<;~rr.eful ~oldior. Thf!n h·.:! c2.:--~t."~ t-:1 tih.: :\..-~:ldt?~y, 9/hc-rc 
he v:a~ unhappy. He ~a::;n't ?. cood \ror;.:(,r t 1tc·e, co::sidt·ring 

. it a pe:l'sonul sli~S::.t to :1E.Yt' bc·en se:1t t!·.c:r·<.! with all his 
ba.ckgrour:d." He b.:--2a:ac s0 i.>!.!.tc'l:" thut iw ~~'>".!:' imp~~-f.;.t.ft : 
docui:!€:r.ts to the A:rn:rJ.c!l~S a.l)?Ut h1G3 Gr ] !hd·.·~···::;~:/ rcr:r:r1-
cans, howe\•er, thougtlt tnat .t:&H· dc,cu:nc:1ts wc·Y,_• ·~-£.'.1.·>, '· so 
t6~y gave them to the S0viots. In two d~ys CU~R£FA\OV 
was nrrestE:d and in t·••o men ths ho wus shot. ~&g1:'5"'lfl"·.:l""i""?l....,.,i!; SU!.E.CZ 
said that she! kne·o~r· this N.Hl pe::sonally, and his wife as 
well'.~ though only slightiy. Her husba~d. l:u·.-·:evcr, v.·a.s a 
frit:.nd of CHEHcPAJ;ov•s, ~uHi beinr: ·•very loyal,'' i:e w~::~t to 
sao his widow, althou~h h~ had onlv met her once. (Sh~ was 
unabl~ to rt::c,r.ll fr.:>m ><hor:1 iwr husl>?..lh.i had l€' arr:rd of CH=~~,~~ 
PAKJ\''s dt:ath.) Cl!F.RE.r).-\l\\1'/'s wHe told~~~~ 
that CE:Ef.El'n~:o\' had !'rt:al)y ::~eant to do what he did; l:e · Source 1:::. hl.:!iband. 
rca.ll:y had tak~n-1l~:i:i_-.~};f'f~- q,.wl~d CHERE~'ASu'lA as 
say:ing; "I rc:..cf.l~2r h~...>w he h•t.1!: these p:tpen::: o':.lt ot th'l 
house. Thc.n he re:turned 1wd took ::::;omething fro;n the: cabinet 
or somethin~. And I asked lli!:t, •vrh;~t ts th~t'?' II>' said, 
'It is scccttin~ ~~i~~nrt~nt.' And two dRys later h~ ~as 
arrestE'd." ;£Jit~..,co>Jrr.r·nted t l:a t C!IEHEP.\:'-'0·: had not 
known tha Aru i')· :..;:::11 w!wn h9 ga;c him thr- papc!·s, 
but he was "a forcign~o.'r, :-. irje:1d.'' Vh:n asl:ed tf CHEnE­
PAl'iOV w?.s a GRU oftice:r, Cf...!£i~A~~said s!le t~oujo]';ht he 
wa.s a KGB officer, bl!t w•w ,:oi c~1·tni11 of this. II•Hi0Vcr, 
the doc\·nellts were ''vf:!ry impo!'tant one~, important enough 
that he was shot." 
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Installations and S0vict Citizens in the U.S.A. in 
1957-1958. "• The report b~ars the signature of . 
Colonel A. 1-'J::i\LISOo',• .. whose tltl<:' is givc-:1 a:; ''Chief, 
First [Amer~c~nl Depart~ent, Firbt Chief Dir~ctorate, 
Committee fur Stato Se-curity under th& ~ou~t1l of 
:Ministers USSH." Attached to this docu;n.;~t 15 a sheef 
of 16 signatures, with dates after all bur four, indi-­
cating that these individuals had read the report 
(CHEREP:\N0\' 1 ;:;. is included). At the- botto:r. cf this 
sheet is indicated the fact that the report was typ~d 
in two copios, copy number one, which this copy ls, 
addressed to the Second Chief Directorate, and copy 
number two ·nd~ressed to a file, No. 1976, vol~me 5. 

The rest of the docurnt.r:ts pertain entirely to KGB 
coverage of the U.s. Embassy and American diplo~:ats in 
loscow for a period of over two years: Tte earlisst is 
dated August 1958 and the latest 15 Octot('r 1960. !~lost 
of them wer~ prepared by or for one senior esse officer 
of the U.S. Embassy Section, First Depart~0~~. SCD, 
Major V. KUSKOV.*** 

Two reports are o~ Americans who h~tl alr~ady left 
the Suvi~t Union; in addition to su~~arizi~g !te infor­
mation collcct~d on them while they were in ~oscow, these 
reports indicate tne processing rcquir~d for th~ file's 
contents prior to reti.rement to KGIJ A;:·e:hi\·7,-:;. it.e sub­
jects of th.::se reports are EJ.ward L. KlLLH.-\~ 1 , S'?.co~d 
Secretary from July 1957 to July 1959 (docuoa~t dated 
October 1960) and Wallace L, LITT£LL, Attac:~:o from June 
1956 to July 1958 (document dated October 1960) • 

ThArP are four O?erational plans for ag~~~ wo~k 
against American diplomats stationed in ~usca~ at ~~e 
ti1,11e the p1 ans were prepared: Rit:;hard HA'iniS :'U~E, St:-co~d 
Secretu·y (document of .<\u~,;•Jst 1958;; Lewis h. BOWDt:~, 
Second Se-cretary (document of Fc,ul uary l9H::; .::l.m<-::5 A. 
RAMSEY, Second Secr~tary (document of fe-br·..::l!'Y 1960); 
-and Gecrge WINTERS, Attache (no date~ .*•** 

*One paragraph of the document refers to American surveil­
lance of Sovieto in New York City, and the next paragraph 
begins: "The intensity of surveiH.ance was ur.evE!l. From 
November 1957 to April 1958 a decrease was noticed in the m,;m­
ber of surveillance teams assigned to work dirrctly against 
Sovie-t employees. This did not mean, however, tnat the Ameri­
can surveillance service reduced its surveillance of, Soviet 
employees as a whole." The dates cited here aopl'oxlmat.-:; thf! 
period, from late November 1957 to mid-Yarch 1958, whc:m the 
FBI was conducting surveillance of two Illegals in N'-?-VJ York 
City as an outg-rowth of an operational lead froJ:l CIA source­
POPOV (see Part VI.D.7.a.). Information from ~O.SE:'\KO rela­
ting to FBI surveillance is discussed in Part Vl.F. 
**FEKLISOV is -the· true name ·of, the former -KGB· Leg9.l :Residen.t 
who served in Washington, D.C., umler the altss ··;:-mnN." 

***NOSENKO !dent ified V. A. KUSKO\' as_ an officer in the Second 
Sectiori, American Department, KGB Second Ch.1ef Directorate', 
and said that CHEREPA!iOV worked in the same rool.'!4 wi1=1'i KUSKOV. 

••••For a further discussion of the role of Geo=ge WINTERS in 
the POPOV case, see Part Vl.D.7.a. 
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Anoth~r document is typed on .a pr~print.ed letter­
heati form entitled ''Agent Report";, the form has all of 
the KGB organizational titl.::s printed on it, with blank 
space left to bo filled i;ri ·for the d:J.te, the &\.:l[tH:r of 
the section, dr:partment, :·and dlrcctor~t~. the r.arr.':! of 
th~ agent source and ·that.~f the case officer ~ho re­
ceived it. This particula~ report is that of th9 agent 
"LlL! MlA," concerning her. contacts with WJ:II':'ERS oetwE<en 
3 and 6 March 1959. The report describes how ste made 
his acquaintance and what t~anspired n: 6ach of her 
meetings with him thPrcafter. f'ollowir.g her r<>po:-t is 
a brief statemcct of future plans for th~ uso of this 
~gent against WINTERS. A notation app~ar~ on the first 
page that the report was translated from Sp·u~i::h, al­
though the name of the transl3.tor is not :;::i··'•1n. (This 
8~cms to suggest that the agent wrote r.e:r 0''/0 ac:eount 
of her activities, as she is identified in the report 
as having recently repatriated tb the Soviet Union from 
Argentina.) The typing date appears as l:l April 1959, 
and the signature line was pr.:pared for ~:ajor K01SIWK, 
"Deputy Chief, First [American} Depart:-.f:nt·• of th? KGB 
Second Chief Directorate.* KO'iSHUK' s r.an:€- alRo appears 
as the case officer who received the r.:oport f:'Or:l th'9 
agent. 

One handwritten document, entitled "Cor.clusions on 
the Matter of Opera t 1onal Developme~t L\~\'-L.LLE, "** is 
on a kind of paper different from that ~sed for a~y of 
the o~hcr dorumeuts; it is lined and columned, and the 
headings at the top of the columns (e.j::., n~,;mber ::tnd 
date of document, to whom addressed or fl-o:n w~:om sent) 
suggest that the papar is a record she~t or lo~ of cor­
respondence. It buars the date of OctobP~ 1960, ~ut is 
not sigr.ed, nor doas auy designation of 8Ection, dep~rt­
mcnt, or directorate appear. Th<' doc~.::ue:n is a SU!Ill~l.ry 
of LANGELLE's activitiP..s in the Sovil.:t t:nion, pri!!'.arily 
details of his activity as an tntellige~cr. offi~el' for 
CIA. One facet of LA~GELLE's operatior.ai ac-;h·ity is 
descr1.bed in some detail, as follows: "On t ::.o 28th of 
May 1958 L. loaded a dead drov at L~nin Hills. He at­
tempt&d to give the visit to Lenin Hills for the p~r­
posos indicated abo\·e the outward appP?.ra;;.:e of an i:~no­
cent outdoor recreation trip with cbil~r6n. Incidentally, 
p~ior to loading the dead drop L. had p~eviously cased 
the travel pattern of his surveillance, the si!u1tion at 
Lenin Hills, ~nd had visited that area with his wife. 

"As a consequence, it was established that this -· 
dead drop belonged to a person recently arrPsted by the 
Directorate of the KGB under the Council of ~!inisters 

*NOSEXKO identified V.M. KOVSHUK in this position around 
this time. 

**For a further discussion of the role of Russell LAXCELLE 
in the POPOV case, see Part' VLD~7.a. ": -
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of t.he IJSSR lor dw City of MoS!!O'II', REP~ lKO\', w.-ho h--&d 
be(;n recruited by AmcriC'an intt-lligr:nce ••.• •·• ··His .· 
u.cetings with POPOV in '!.loscow are set out accurately, 
with dates. WISTERS' mailing of a letter to POPOV' is 
mentioned, but in c0ntrast to exact dutes u;;..r:d thrc·lt;h­
out the paper for other events cited, tho d~te of 
WINTERS' mailing is givo11 only as "January 1959. ·• 

There is a handwritten document compris~d of ~a~es 
and addresses of Soviet citizens, headed with a state.:. 
ment that ~hcsc are autt.ors of letters addre~sed to the 
U.S. Embassy in ~loscow, but intercepted by the KGB. 
Mtere dates of the letters are given, they are for Octo~ 
bcr 1960. I~ a few cases the contents of tb~ letter5 
are charact~.cized (e.!;., "request for financial aiJ..:_ 
5,000 rubles," "complaints about inability to live o:::. 
pension''). Under two of the ::a:nes a no:e appears, 
which looks a~- though it had IJeen added at !l different 
time or with ~ different pen, but in id~o~ical hand­
writin~; the- !Jotc says ''letter~ enclosed." '1h<'=sc t· .. ·o 
letters were ~~closed in the package of docu~ccts. 

'!'he two documents dP.::;cribcd abovc--tr . .: !., • .\:>IGE.LLE 
"Conclusions' and the li,;t of So••if-tS W~lO vn·o·;t> to the 
U.s. E::;.ba:;sy--appPar to have bL·en l>'ritten by t:te swe 
pcx·s.;n. Al thou.;n th£! .saople on -::l:e docur:.er. t d-:;scribed 
next is only a signature, it may ~ell be tte sam~ band. 
The name is C!IEREPANOV's. This docull:ent, th~ o.nly docu­
me:nt having for its sub.iect a Sovie:t citiz-~r-, is a typP.­
written summary of derogatory inforn:a.tion on a So\"iet 
youth who began to lead~ dissolute life in 1957, 
bcco~ing a black market speculator and a ho~os~xua.l. 
As a cons•)quence he was expell~';d n·om the Koms::m:61 and 
from the Institute at which he bad bee~ stud)i:g. He 
noueth~less cont inue:d his crimin~l acth· it ib•, !!:cludir:g 
contacts with foreigners for purposas of fl~3i~g the 
USSR, despite warnings by the militia and th~ :1\:2, and 
he bad two long m(-etiPgs with Attache Rid::'!lrd SX!"DI.R, 
"Consul of the Ame-rican Embassy;• to discuss his "Nisn to 
go to Ar.wrica. 'rhe document, dated Fvb::-1.0ar;· 1960, is 
signed by Lt. Col. A. CH.EREPANOV, ''Senior Case· Officor 
[no section indicated!, .f'irst De1':1rtment," of the Seeond 
Chief Directorate. (Presumably the document is relevant 
to the American Department because o.>f the co~.tact with 
an Alll<ei'ican diplomat.) 

*On 24 May 1958 L~~GELLE visited the area of th~ dead drop 
site referred to herein with his wife to case ~d photograph 
the site area. The site had been described to him as a 
certain section of a wooden staircase in the park area. 
When his report was received at CIA Headquarters it W'J.S 

obvious that because of inadequate informat.ion, he bad 
cased the wrong staircase, so be was told to go back as 
soon as .possible and repeat th.e .cas~iog for the other. stair­
case. He did this on 28 May 1958, bringing 't\:i.s" children 
for cover. He did not put a drop dow•1 at this or any other 
time. A legal traver-agent actually put the drop down on 
1 June 1958. This drop was not intended for the agent re­
ferred to in the CHEREPANOV document, REPNIKOY, wt() J.n fact 
was not even a recruited agent at the time, although'efforts 
were being made--unsuccessfully--during this tim_, to recruit 
him. At no time was any dead drop put down for REPNIKOV, 
nor were any ever planned for him. 
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The remaining papers ar~ han~writte~ dra!ts of 
reports pcrtainin~ to varlou~ of the A~cricans naced 
above, soma inco~plotc, and ~xtcnsive ro~gb ~uta& ~bleb 
appear to be ext~acts from surveill2nce r~r9~ts, ~ost 
of them on WDifi::?.S. All thes;;o n.>tes :lr£' i~: +:n~ sa~.:­
handWI"iting, ~bich appear:; to be that of K·~.::iKO·t. · 

(x) NOSENKO's Commr:r:ts on the CH.EREP:\~OV PapE.r:'i 

On 3 Febx·ua.ry 196-1 NOSI-:SKO was shown all t t<:: Cl£EREPA_\"OV 
papers with the cxc.er,tion of the FEKLISOY rc·pcrt on opera­
tional conditions in the United States. Just b~fore they 
were given to him to read, NOSESKO was aRked if he had been 
shown the pepcrs before he left ~loscow; h£· r-c:pll<'d t~:at he 
had not. He said hP. knew th~t the documents p.:·rtaina'i to 
BOwnE>:, RA~!SEY 1 IL.\RI,ISTO?\E, w I ~TEns, and L.~:-;cEL:.E 1 bt: t h.:: 
had not rc:ad th~m. A,;;ke:d who in t.l:r; Secu:1d Chi<·f C.il:(•Ctorate 
kne-w exactly whit::h docuoP-nt:-; "w£::'e involv<:d, \OSF.SKO na:n;:.d 
S.~!.FEOOSEYEV, Chie-f of tho k:~eric:an Ik-pa~t:-:t-:!t: a:: ·:he ti::Jej 
GRIDA:SO'.', Chief of tt,r.:: S<'·eond Chief Dil·e<.;tor::~.tr-; ::u1d Cr.I. 
GRYAZNOV, Chiof•of tte u.s. Embassy Sectiu~. 1~~s~ three 
offi~r>rs, he said, had possessioP. of the doc:m.:•·r;f;5 aft,cr 
they were returnc:d by :.n D to tl:e KCB. 

:SOSE::.-Ko then procH·ded to t"XII.mine and r.:-·1.d al :>ud t:hs 
contents of the doctar.•·,nts, malung c.ccasiona 1 ·~xpl:a='ator·y 

coru!lents as he wer.t along. He identified th ... - U1.ndwriting 
of CHEREPANOV himself, as well as that of 'Kl.SKo·,·, 'KQ','SHL"K, and· 
BELOGLAZOV. Concerr.ir.g the s·...;bstance of the documE·r.ts., SO­
SESKO made very few comments. In discussing n-.c opcr·atiunal 
plan for work against IHNTERS, :SCJSESi<O noted thH tl'.i:,. .iocu-

. :·ent, which was a ha~dwrittcn draft, had b~~~ ~ig~~d by 
KOVSHUK 1 Chief of the U.S. Embas&y Sect.i.o::; .\USF..SKO t~e:n said: 
'"He should not have si~n(-d this. I do net know v.!1y h~ signed 
it. He should r.ot ha\·-:: ~igncd it.'' Asked w!"ly ilOf:, h~ said: 
"Because it is a draft. Hf' should have sigr.·'d tr.f, typ::d 
copy. Ar.d why he signed the roug~ draft I do ~ot kr.ow ••. " 

As he studied the age-nt report which KO\'.SHlY. re::::,h·~d 
from source "I. I LIANA," concerning WIXTLRS, XOS.E!I.KO co!l!men t.::d 
on KOVSHl~'s failure to fill in the line which is intend~d 
to identify tho safe apartment or operational apartm~r.t 

· v.-here .the report was :Tccived. "It is obligatory to indi-
cate the place, in the Eecond line," he ~ddC'd. ··u is 
obligatory to write in the number of the perso~al iile [this . 
did appear in the document] and where the cor.tact took place." 

Reading aloud the agent plan for BOWDES, do.scribF.d 
therein as the FBI man in t~e Embassy, NOSt~KO c~me ~o the 
section which states: '"Ironically one day as t~o"Jgh by 
chance he [BOWDhNl blur-l;ed out to our agent 'Sm:LL'OVA' 
'ARTUR's* affiliation with American Intelligence.'' He was 
interrupted to be asked who "Slt\!EDO\.A'' was; NOSE:O.l\0 l:aid: 
"Cleaning woman undoubtedly. An affiliation of 'ARTUR' with 
American Intelligence."· He was then asked: ·~what conn~c­
tion did 'ARTUR' have with American Intelligence?'' To this 

' . . . 

*".ARTUR" was the KGB cryptonym for NOSENKO's agent .\rsene 
FRIPPEL; see Part V.D.S. 
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NOS!~O replied: "That I cannot say." Tbe CIA case officer · 
remarked: ··~1y, you should know, y0u're his cas~ ~f!icer~ •• u 

NOSESKO ignored this comment and continued to read .. the ·<iocu­
mcnt aloud. A littlo further on in the ~oru~erit icfer~nce 
is made to usc of future agents .to repor~t ·an. ROWDEY;. again 
"ARTl'R" is mc_,nt.rJned, and ~OSE~KO identihed him this time 
as }"RIPPEL. Then he said: ''I asked rniPP~, and hE: said 
'But I know nothi~g. • 'Ho~ is it you do not, When ho is 
the countE:rintelligence :nan in your Embassy.? He interrogates 
you! • And he anowered: 'But no, he is a .g~od man."' 

In readinG a draft report which appears to have been 
an attempt to sumnarize the KGD information '.>n WlSTERS, NO­
SENKO read out the senten~e: "During his stay in the USSR, 
WINTERS sent eight espionage letters,• and loadec a drop 
:l..n connection with n gar.e the KGB with American Intel-
ligence. " He was ask cd .f-JL_JLU.t-l!l.w<!.III!_JU~~.U.~cll\,~~~~~~~~~"'===, 

time I wou not have run 
down. He did not know that he had ~etka on him.** Prior to 
the year l9G2 did you know about )fr,l~ No, I do!1 't believe 
you did." At this, he was asked:---nm:i, you mean those eight 
letters were detected from Metka? NOSE:SKO said: "Of course." 
The case officer asked: "N'Of"""':fom surveillance?" !\OSL:SKO 
said: "No. Beyond the fact that he could b~ seen mailing 
them, the rest Mctka gives .••• Well, that letter which was 
mailed·by WINTERS to POPOV was witb'.>ut Metka. That which was 
.for J-VJPOV defiui tely was without ~:.:tka. ---auT the other 
·letters, that was not so. I woulcfii'Ot blame him. · How would 
he know'/ He put them in his pocket--that's all." NOSENKO 
added that tha lette·· which was sent' to POPOV was one of the 
eight letters to which the document refers. 

NOSE!-oil\0 then revk \11C'd the document concerning Richard 
JIAR!·iSTONE. *** He repeated his ea.rli~r statcrnen t that HAR~!­
STO~~ had been compromised and had been approached by the KGB, 
that he turned down the recruitment offer, but that he did 
not report the approach to the u.s. E~bassy. He was asked 
how the KCiB knew that he had not reported the approach, to 
which NOSENKO re:->lied: ''He was monitored and we would have 
heard by ~udio if anything about this matter had been re­
ported.: ••• Undoubtedly if he reported it something would have 
been heard from the Minister Counsellor's materials as to 
what this might be. Ar.d they would dictate a message about 
this."**** Later NOSE:SKO was asked who tried to recruit HARMSTONE. 

**The first source of information on KGB use of !l!etka, the 
KGB code r.ame for thief powder or detecting powder, was 
NOS~1[0, in June 1962. 

·.--.· 
***See Section VI.D.3.e. for· a discussion of the HARMSTONE case. 

****EL\RMSTONE.did report the KGB approach, and tha Minister· 
Counsellor's office was the site of a discussion of the case. 
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He answered: "I do not know; ·that was prior to any coming 
into tbe departuent. This was in the year 1953 or 1959. 
I don • t know who was the case officer· who spoke to RA.Tl.:.!­
STO~E... ~;osE.NKO was ·asked: "Is he still i:l tr.e r.epartment?" 
He replied: "I d0n't think he is. I don't think he is 
concen:.ed with it any more. "• 

NOSE~KO r~ad the do~ument which set forth highlights 
of L~~GELLE's op~rational activi~ies in Moscow, chiefly 
devoted to the POPOV. case, but also including information 
(inaccurate in detail) conc£>i'ning a dead drop site in Lenin 
Hills.•• As be read thi3 section he ccrr:mentt:d: ·''Incidentally, 
they [the KGB] found the dead drop and contents by accident. 
Little children, childn:n." Asked if tc kr.ew ar.ything about 
this incid~::nt of Lenin Hills, he answt·red, ''Kids. Russian 
children found it uy accider.t. f'or after LA~~GELLE had left 
the ar~a, &urvetllanco chcck~d over the area, but they found 
nothing ...... Reading further he c:::.!!le to the statement that 
it w::1s later Established that the ciead drop 14·as 1nte::.ded 
for the person already arrested by the KGB, REPXJKOV. To 
this he added that RI::P~IKOV was known as· Stan isla~· "Sla.va'' 
REPXIKOY, ;;·ho i1ad been recruited by so:ne tourist; these de­
tails were not includnd in the CHEREPA~OV documect. He was 
asked if R[P~lKOV h~d been ar~c&ted ~nd ~as t~~reafter 
working under KGB control, but he said this was not the case. 
He explained that; he had beeo arrested, and thn KuB there­
after "roughed him up once in a while" bccau::;u ~lC: \\aS of the 
category of Soviets who were known to associ:'!te with foreigners. 
He did not know v.·hnt .1\mcrican tourist had recruited REPSIKOV~' 
but he was aware of the fact that REP~IKOV had not been 
arrested until after the tourist had left the rssR.••• 

When he was reviewing the sumnlar;- of infor:r.a~ion on 
LITTEU., '1\'ho hnd left the VSSR before the st:::nmar:: was pre­
pared, ~OSESKO was asked if he knew anything :1bout one of 
the Sovi~ts na~ed as a one-time contact of LlrrEL's, B.P. 
VORO~TSO\". The doc:..tment, a rough d1·aft with c.:>rr~~ctions, 
contained a statement that a JJIOeting betwcc-;1 Ll'f'::'EL a.nd 

*KOVSHUK was identified by HAR~tSTONE as the KGB officer who 
made the approach. 

**See the foregoing section on the contents of the CriERE­
PA~OV package for details on the inaccuracies included in 
this document. 

***REP:SIKOV had been reported as a dissident Soviet youth 
as early as 1955, and ir. 1957 he told one of his A!nerican 
-eontacts that he had once been arrested and sel:ved time· in 
a Soviet prison at some time for one of his attempts to 
escape illegally from the USSR. He was arrested again there­
after for a second plan for escape, and he ~as given psycho­
logical treatment as a rvsult. REPNIKOV was in contact with 
a number of Americans and other Western travellers, .sgain in 
1958 and 1959. In September 1959 another So\~iet, a friend 
of his, toid an American tourist that REPNIKOV had been 
arrest'ed after ·receiving a letter from an Amer'ican·whicb 
thanked.- him for his interest in· being an agent and gave -him­
directions for future contacts. In the suJ:Ulcr of ·1960 there._ 
was a 1ong article in Komsomolskaya Pravda abo.ut the arrest . 
of REPXIKOV and a friend of h1s on charges of being agents ot 

· ClA. Neither was. · 
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VORONTSOV took pln~e on the street, and they went t.l a 
restaurant together. It further said that VOROSTSOV was 
continuously in co;itact with foreign tourists. Thesu two 
line~ are crossed out in the draft, and iq their place is 

. written: . "The Second [Counterintelligence and SFcurityl 
Department of the UKGB for the city of ~!oscow is .fully 
oriented concerning ·him.'' NPSEloi"KO was told that \'OitO:'-."TSOV 
most recently worked for· Inturist -a·t. the Hotel Metropol in 
Moscow, and that he had had a number of meetings with 
A:ae;rican students and with tourists. NOSENXO con:mented: 
''This is agent work. He is an agent." He was asked, "But 
to you nothing is known?" NOSENKO said, "Absolutely nothing."• 

NOSENKO went over the rest of the CHEREPA!:Ov documents 
rapidly, for the most part si~ply readi~g thew aloud, with 
side remarks on topics unrelated to u.-~ dooom~:;ncs or the 
Americans discussed therein. 

*In the su1ru11er of 1963, \'ORONTSOV had contacted two different 
groups of young Americans and told theM of his plans for es­
cape from the Soviet Union. He also told them he had informa­
tion about KGll agents through his Inturist employarult, .and 
that the American authorities should be told of him and·his• 
plans;.he passed on an elaborate code system which.was to be 
used to get in touch with him to assist him in his escape . 
plans. He was so open in his contacts, unrealistic in his 
plans, and insecure in his conversations with the youni_Ameri­
cans (none of whom had any intelligence connections) that 
when the)• reported to American em.bassies ·in the West, \"''RO:rt"'f.;.. 
SOV was iued.iately assu~ed by u.s. autlioritie.s to .be either 
a cl~msy provocateur or a fanciful, immature youth. , Nothing 
further was heard from VORONTSOV. There had been no previous 
reeord of him in CIA fJles; the CHERE~~~ov document was the 
only confirmation of his other contacts .with foreigners. 

., __ _ 

t 
I 

1 

t 
i 

. ' '1 
~ 
~ 

~ 

I cl 
\ 

! -: J ~ 
I i 
r ' 
! 

- •• ;·J._ 



d. 

(i) IntroJu;:ti:::r: 

\'l: .. dir.·ir .. ~'.;:,e!:h f:\:,t'~·:·tl~L\!.:1 ;· ~ ..... :~~ t~~e · !L~ 1 ~.: ·t. r.,f ::~~-:-.;.i ... :rt5 f.!~J:­
to the FSl by i':cth ;;l):~l:::l'') Jt;c ~ sou,:c- ~&_~ ,\::;.<:_:: rrl i ng. to 

.L~~ ~ ~-= ;~i ~ ~--.~~ ~~ ()~ss::'!~ .: ~~· ~: :;~;~ ~ t !i. (: ;: ~; !1 ~.;: · :: i ~-, :</ ~-; ~:~~-~- ·:':~:.:~ ;,~~ ·: 1 
i:: .:~ 

tr:!vel bus i~~.. .. ss; :-:-r~·.:c tht:r,.:', h·~ ~· ... ·ul.J be- a:-rc ·~! ·:~t ;i:1 .. : !:~..:rncd o\·e:r 
.. r ... ~. •• .~ ... ( ~ ~I • # .: .... i - ....... , 0 i t : .. 1 . 1 • r .. r : n ... . t :. . •t ~ . t ~ .. I. ·- .. .'. I c 0 u • " r 
t...·~~ ._.;.ll; 'l.,_ !J_,, .•~..._ •• ~ !o. • .. ~. 

1
,

1
.• ~~~ • 1•~ ~-- ~· .• ~.f;n. ·-~~ ·:. 0

•; ~~~~ <o ~~··v~--~l ,.~ ~ 7--
p.,;-:-t of the ;,.liiJ.I tc .. L. c .... rl."" •. ··-t-•'··• .. 1,,:. ··"'······ .. ·--:-·IA~d\ ~;, 
t:ic cn!v ir:.t~i':i:>.d~~ .... :.-. ·.-.n~ .. : ~::~-·~, t~.:.; 5-:':'·lL"'·.:' .• .... .\···~~r .. ::·J ·en 26 F~hru· 
;:rr 1 'IG~ ,·q-~~~~~~~!~~-m~~- ·~·.:;;;'1. i':.l. · .1::::; l: ,. confi:r:1!i ::~ 
:i:t~for::!Jtion. ~:·. a~Jitio~~,- Ii ;s :L·~ :n:·~ t .. H.'·f-~',1 i~:-.t:!n·:~ of ~cs::~~~~G 
t;i\·in~ t!,c ihl .Jt-tnil:: 01: J. pt"lS-.:.!t \·i::ilC i·,·.iliil!~ ·to offer tttl..! sai~P 
or si~~lar Jetailf t0 c!: .. 

1,'arn,~.i u:: t:.e f!',J in ~.:::rch J:.(;.~ ... ;:~::1·;t tri1\·t'Jl)a:~ t::> the 
~:e:·:i<:t :'l0t.", t: .. '\::A:: .. }:u~·~:\!\~.L '.,·eLL tt:) .'·~·); .: .. ~·: llt ) t:~: c:· 1_·5& ~.0 at1:~ntl 
~::.n !~~~uris: ti.1\;·~l ;l~L·t~ts' ...:on:··~l·.·:l-~~·w·. (!!is 1~;~~ ;~r·"':·:!OUS trip 
to L:~~T"frt t.nion L:t'": ta;.t:n nt~:.:• !:1 t·:~J "!''r.·.;·l l::-: ro'.Jt·.:" frot!l 
~·!oscc~: :o !J:Jris ~:.ft.:!~ t::l' . .:\~:·:t~·rt.:::·.:(.- :.:r:J.'. ~, ::1\.\ :\'~ rcflvt pla:1c en 
~:!lie:. h-: lo-:;·ts ;:. P'~ss·:·!:L~~ir · .• ·~1:: ,:iy_·:-t·~J tt: fr .. tgue. 'i!.~:r~ 1\J\ZA~­
~:c::·.!~··.!{LK 'n"~i~ !.C'!!h;\,~(·J ;·r<;:;~ :!H:· aircrtl!t ~u1..t i'!.h:e.:d und,_.~ arrest b; 
C:cch ~'.lt:1~·;rit.ics. ,_·;.". i.~uL~: \'(i'J•.::1t~~, c.(~l~i~:·.:·.! E,\.:.\\·~>··.··i:\i:I.:!':'s 

i>:lCKfH'···r~:l i!S a :<~Jtin· C.:.: ... h :Jn.l ~-.'d.:(·r :.;;c·•;; i'l C::~·c:::o.,lO\'<~ki.::. 
.:>f a~~~'~'inte~li~ulCc' sc.-n;i;.:c,. r•:·:>t.:itin'-..' :i! s·,.··~··..:ulJtio;: O}' CIA ··· d ~ .., tnlr 
th .. !t ~~e L:ight h~ve beL'n ...;,;,.!::r .r~r~i~ cor,r.r~l fT".~:~ t:;~· t:.7~C" vf h:.s 
cla:;\l;;stinc acti.;itic:S f•.)r the~~-in t>· r-:..rL· 1'J:>.-1's. c ... m:.ry 

The FBI 

(iii) Statt:ment by~ 

The FBI reported the follo10ing on its intenic~o; of 
. regardi:&g; L\Zr\1'\-:\C~·!AREK: 
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e. 

(i) IntroJ:..ction 

. :\0SENKO first reported on AHrcJ Lazarl..'\'i..:h Si.J;Si:<G.Lrt (also 
s;:el!cd SLi:Z!';GLF.) •)i: 3 Jul;: 1<•:_:.1 ,,;.,,,.n h . .;·,~:..: ~::..11 ;?.:1 :,:..erican 
cf th!.s las[ ;Ja·;~~. o;:r.cr o~· a t-ho:o;>,:r<;pl·ic ,;;i\•~) i:; :.~~"' Y()rk Cit)', 
w1s S!lSpc.:te,: tr the KGB vf having COI!ll·:'~t io:l:i •n !il the FBI. 
Cc::scqttt.!ntl)', \JSE~KO saiJ, 1.he:: :5I.ESL';l;L!. ~r;n·cllt,J !o /·!:)SCOlv 

the K<,B Touri~~ Deptirtmc;.i. :Jrra:'gcJ to placr;· l:i:r: ir: contact with 
;,a agc:n of tl:~ depar~:~ent, :!;}•.i ,.:hilt.' SLE::OI~·:·_;t;R ;.;:1:: jn 'Odcssa 
'the Tourist l;cpart::'lent in:;tr:.:'.:tc:l th~ ~G~ o~;,;::ni:arit~n in that 
[cit}" to haYc hi!"! ''su!·:-oun,!C'J" \·:itit ag_ci:t:; ... 

ject 

(i i) ~\OSE:o;.KQ':, 

su:~:l:-:GER ,,·as U!lder sc;::iJJ~cicn by Ll•' na~ Fir~.t Chief ilircc­
tcrutc, accc::-Jln~ tu ::r::·:J:~,r:tl, b·~raus;.: of Li: :,u!'.;r:-.:ss traas;1ctions 
with a ~:u:1ber of S.:>\· i c t s 1.-hcJ ca::h· to ;1i s s t ~,:·(· a:1.i in "h~:~ he 
seemed to t.!isplay f.H"fC th:!ll n;:,rmal intcrPst. rJ·.' H.r:;t· Chief 
~lirccto.ratf: 1'as cf ~il ... opinivn titat SU.SI\·,i.:~ :.·:1:; :ryin~,; to be· 
ccrr.e closely U.CGU;ill~tcJ :-lith ,;o::~v ::o•:i.:t ~; ..~ .... : \,:,:; • rying to study 
the:r:;. Upon lcarnillg_ oi Li.::: forti:cOI':iti_.; tr;; t...l ti1c: !!:.iSR,4 ~he 
::GB suspcctcG t!.::~t "h•; mi1,ht nakc soHw ccnt::,·:s or tlo sor.:ething 
intercsti:,g."** The KGH, }-::JsE:\Kn saiJ, · . ..;;.w:-.:d t0 st!:dy S!.ESIXGER 
as l>eing a possible a;:(·Jit or operational C<.H:t:ict .::t' the: fBI. 

The KG3 had a file on SL!>)I\Gi:R., ·a;h\ rc:,punsi1.J!c for this 
case "·as Yu.~l. DVOR:~I:'-l, a senic-r case cffic!:'r i:1 th·~ :\;:"~eric:ln 
Sc·ction of th~ Tourist L•cp::lft~cnt •. \n .:l£:·::rtt :::·f il:c Tcurist De­
pc;.rt;r,<:nt (n~,::oc liOt give: by !\USE:'\::0 'fflFix¢MMl'til!i~i)jfMfi~~ 
'5~~ was ,!irectl'l' of a photographic shcp .fn ;.:osc()W, ' 
a1:1:i on KGB instructio:1~ he becar.1·~ fr i·~ndly wit!; Si.I:SYI\GER .. .Juring 
the latter's trip to ~IClscc;;; :\0:\L\i\0 thought that the t\.;o ':;.en 
later exchanged corrcsponJcncc. SLESl~GER went to Odessa, 
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·~ } - ' ·:.:_ :.:'i~~ '~-' 
state~ o~ 12 Ju~c tha~ the K~b h~d teen succcs~(uj i~ effecting 
cland~stine entry into foreign e~~assics in ~oscow and had, i~ 
fact, been able tc get in~o all of t!.~:n with tiie exception cf 
those of the Unittd States and Great Britain. ~OSEXKO was then 
asked l<fhether the KGI:i h:1d also been abl c tc enter the West G•.!rman 
Embassy. He replied: "lhe situat~on is worse with the Gcr.nans. 
It is worse. lt's a different rn~tt~r with the Geroans. They 
are beir.g listened to. n{OLL, tL:.: Ar.thassaJor,a is a \"cry intel­
ligent and skilled a:1alyst, and he provides a great deal of solid 
inforaation .•. KROLL dictates everythin~ an~ even his own menor­
anda. The ~em0randa he J:ct3tes are very interesting, very 
interesting memorada. !hat is, t!"lt informatio:-1 \\·e receive from 

.the ~lcrophoncs is very solid infor~ation, very sclid information, 
becau~e he knows evcrythil'g. lie ho;..·s what Af;f.NAUER will thir.k 
.ahe:d of time. A very intelligent 11an and an excellent, excel­
lent anal)·st. His analysis is tre:r.endous. Also, [U.S. A!lhassador] 
TllmH"'~;y,j visits and tali;s 1..-ith hin, anJ we kr,c,;.; that THOl>IPSO~ was 
there and what tock place. '.'alua'Jle inforrastio1,. He is very 
talented, this KROLL." · 

* Hans Anton .t\ROLL became West Gernan Ambassador to f.loscow in 
1953. From 1953 to 1955 he had been Ambassador to Yugoslavia, 
and from 1955 to 1958, Ambassador to Japan. His onl~·previous 
Soviet to4r was during 1923-19~5, when he was the German Vice­
Consul in Odessa. In March 1962, _KROLL received a consider­
able amoUrft of publicity in ,the \liestern press when, according 
to the New York Times (2 March) there was 0 an outcry in the 
West German pressaiT week over reports in Die Welt and Bild, 
Hamburg newspapers with the sa::::ae owners!:.ip:-tnat Dr~ Kmn::t' 
had recommended·major concessions to the Communists for a 
Gensan-Soviet settlement." As a result, ADENAUER publi~ly . 
recalled KROLL to Bo.nn for consul tat ions. He had been under 
fire for similar reasons the previous November and.was re­
called then, too. He left Moscow permanently ~t the end of 
1961. 
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mhassy Section, American Uepartm'!nt, Second t;hief Direc· 
torate. During these visits she ~ould ope~ her bag and 
Source could. see the large documents whi-.::h were destined 
for the Chief of the Third Department. The cover let-ter 
read: 'List number • To (ChTef of the Third Depart-
ment). Translated f~erman by · • ' .Source 
often joked with Tatyana and ir. thi'SVT(;w 10ould cor:>plain to 
her that she always brought very thin documc~ts for the 
American Department but very thick .documents for the Third. 
Department. On several o~casions Tatyana would be late 
delivering material to Source's section, and she wo~ld state 
that the typists in the Operational Technical Directorate 
were busy doing something for the Third Departnent. On the 
basis of hj s e:qJerience Source knew that so~:ething i::!portant 
must have been received from the mic-rophones concealed in 
the German Ambassador's office. 

"All of the i nterccpted material obtai:1ed by the Opera­
tior;al Technical Directorate was sent first to the Infonla­
tio~al Group of the Second Chief Directorate. This group 
decided which information should be seen bv the Central Com­
mittee. According tu Source. a large amount of this oater­
ial was considered very significant at the time and was sent 
to the CPSU Central Co~nittee over th~ signature of the 
Chairman of t:1e KGB • 

"Source never read any of the above material. Source 
does not know if the microphones are still in place and 
still operational. 

"Source does net know if the KGB was !lblt: to break 
the German codes." 
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.9. -~ryptolog ic Successes .l.gainst t!le .u __ . _s_. __ _ 

:·• • Introduction 

;{·:.1 At his second r:JCeting with CI. I 962, :\OSE:\KO 
~resscd fear that the ~.S. ~ might be advised 
,r;"fJ his contact tlith CIA. ThB"}~: .. be a fatal mcve, he said, 
:swce· the 'KGB uas reading :rlf;_?i~·te D~::partment e:tciphered cable 
tl-affic between ~:oscow a•toi~". iiasld,ngton. ~;OSE:\i\C explained t}).at 
h4 knew this Lecause, a!( · · i"or officer in t :s. EoLassy 

. Sdction of the A'T!it!d~an.~· ;irtmcnt, he sa\v tphered cables 
eiery day. On thi~~ . e"!?j~is and also b ·his personal 
and direct respq li ty fer the secti:on . ations against 
Am~rican coJc ere :s; NOSC:Ko assure~.l hi hanJlcrs on sev-
eral occasions that the K0B could not,..?,!i:.¢:~~."never beea able to 
read traffic enciphered thP U.S."Armed Forces (attache) 
c1·yptographic system.,.. · .. 

• • 
~!eetirtg wi UqC the nt:!xt day, :·iOSE~KO tempnccl his earlier 

statcrr.ent atout K' )!'p.tologili!ii•,..successes. He reported that 
"only certain" of State Department ciphers \~ere being read 
by the KGB, and th ,.. t pcrson.:.lly saw the deciphe!·ed plain text. 
only en rare occasi• tS. This informatiou was ft.:rther qualified 
during the intcn·o;t;i'1:ions of Febru:Hy 1'965 \oo"ilen ::ost.:\Ku said that 
State Departoent er.ciphereJ traffic ~-."as broken "\·ery, very sel­
dom" <.luring the 1960-1961 period ant! tl:at. "we (the U.S. E!:1bassy 
Section] never saw these docu:ncnts." ~·)SENKO has r!ot changed his 
original statement that the KGB has never been able to break 
the military codes. 

NOSENKO has stressed that he has no aptitude for technical 
matters and had no interest in or a~ccss to information on spe; 
cific techniques used by KGB cryptologists to break the American 
codes. He suggested in general terms, however, that KGB suc­
cesses in this field ..-ere mc;.dc possible in part by information 
obtained from Amerh::an cryptographic personnel v;ho defected and 
were recruited in the late 1940's and the 1950's, in part by· 
information . .from the microphone installations in the two m'iH­
tary code rooms and certain U.S. Lmbassy office5. ~OSE~KO has 
not specified how this information ... as used or which of these two 
categories of so~rccs was of greater value, alt~ough he did re­
port that the loss of KGB ability to rcaJ the State Department 
codes coincided with and was largely a result of the installation 
of an acoustically secure enclosure for cryptographic operations. 
(The .date was late 1961 or early 1962, accordwg to NOSENKO, but 
actually late 1962, according to U.S. authorities.) At the 
same time, NOSENKO indicated, the microphone in the~LL~~~~ 
~~~~·1ich was probably effective until late 1960, 

was of little use. ~---------U 

There is a degree of correlati~n between XOSENKO's informa­
tion on KGB cryptologic s.ucce$~e,s and that earlier .. reported by 

1 It was for tins· reason that his own and the. section's "number­
one mission" in 1960 and 1961 was to recruit a military code 
cl•rt. but this had not been accomplished; see Part V.E.3.c. 
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GOLITSYN. GOLITSYN told CIA that "three or four ::essages of 
State Department cipher traffic were broken sometime in the 
period 1945 to 1950; past traffic could be read on this basis. 
I have not seen the ~vidence, but they .read the telegrams of 
the Foreign Service in Moscc-.t in 1960.'1ind evidently later." 
GOLITSYN then went on to say: "I am .. sure they haJ as an agent 
a·code clerk of the Foreign Service.'' SOSE~~O's statements con­
tradict GOLITSYN.* 

* ·The following sections summarize !'OSE~KO's information re­
garding KGB cryptologic efforts, methods, acd ~u~cesses and, 
since they have a bearing on his report, provide excerpts from 
NSA and USIB damage reports on the KGB microphones found in the 
U • S • Em b a s s y in 1 9 6 4. 

. ' 

I • 

I See Part V.E.3.c . 
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b. Information from XCSENKO 

From_his personal experience, NOSEXKO said in 1962, he knew 
that the KGB Eighth Directorate had broken the e~ciphcred mes· 
sa~es of the U.S. Embassy in Moscow but not thos~ of the military 
ele~ents there. At the end of 1961 or the beginni~g of 1962, 
however, the KGB crj'p:ologic success ended, accorcii:ig to XOSE~KO 
in 1964. lie has furnished some details on the typc:s 'lf Embassy 
enciphered traffic !.Jcing read in clear text an.l ~n the way in 
which the clear text ~as treatea within the KGB Second Chief 
Directorate; in a~dition, NOSENKO has indicated that the KGB used 
microphones in the Embassy and exploited human sources to further 
its cryptolcgic work. These points are reviewed ~eparately below. 

(i) Breaki~g U.S. Ciphers 

The first reference by ~JSE\KO 'to KGB cryptolcgic successes 
against U.S. Government e~cipbered traffic was naJe at his sec­
ond reeeting with CIA en 11 June 1Y62. At that ti2e he raised the 
subject in connection ~ith his personal security ~cw that he was 
in cc11tact ~ith CIA. He saiJ: "If possible, hanJle things in 
such a way that only a s~all group knows. Li~ten, I don't trust 
yol.!r records because there an:: people even there. I >:ill tell 
you so~ething more. Ke are reading certain oi yo~r cedes. There­
fore i don't trust this bus incss and, therefore, I ask... 1 t is 
better to list me som~~here in your records as an intelligence 

.,officer who you have unJcr develo~nent. But don't indicate ~y 
rank anywhere.* Listen, here is what l fear--1 even had the idea 
of going home and putting a bullet through my head and ending it 
all. Because I don't trust )'OU. I don't trust ro'Jr methods and 
I don't believe that ycu can keep a secret 'secret.' I am afraid 
that sow~thing will go wrong. 

"Listen, we are reading your ciphers. We are even reading 
your ciphers. Certain of your ciphers are being read. We arc 
reading [them] at the present time. I am afraiJ ta tell you this. 
Why? You will change them and they will guess at once why t~ere 
has been a change after everything had been goi~g smoothly for 
so marq years. You ;1lUSt give sorn.e.thought--Let them read [the 
codes]. Nothing has happened, America has not dis3ppeared. 
America is just as strong as it always has bl'en. 

"We an; n:ad.i r•g all the State Department: ciphe'!"s. Under­
stand, [we are reading] all the State Department [ciphers], but 
not the military [ciph~rs]. This is the situation: We are rc.-:d· 
ing all the State Department ciphers. [Several worJs unintelli­
gible, as ~OSENKO is "hispering.J What TIIO~fPSON has said, "hat 
his pr~sent Counsellor, McSWEE~EY, [has sai4J. All this is being 
read, i.e., these ciphers are being read, but the nilitary · 
[ciphers] are not. The military are not. [I know this because] 
I worked in this business, against the American E~~assy ••. I 
was a deputy section chief. I know everything and I am telling 
you everything. And my main work was with a code clerk •.• ** 

i La.ter in this meet1ng, NOSENKO said he was a major; for a 
further discussion of NOSENKO' s rank, 'ee Part LG .1. 

u James STCJRSBERG, see Part V. E. 3. c. ( ii) . 
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I can even tell you that we tried. to get him there, but it didn't 
work out ••• 

"So, ...,.e are reading all the State DepartmE:nt cipb~rs .. But 
if you change sooething right now, they will understand at once 
that it could have cone or.ly from ne... All ciphers that go frcm 
Moscow tc ~ashi::gton arc bdng read, but not the r.~ilitary [ciyhers], 
the State Department ones. Because ~c still are unable to under­
stand the military ciphers, hut the State Department ciphers are 
being read. But, if you ~ish to pr6tect me, you must--! don't 
know what to de--let them be read. Listen, I sa~ them every day, 
every day, i.e., the ciphers, all enciphered State Department 
cables which ~ent from the Embassy. We had them all, do~n to 
the last one. I saw them every day ..• " 

ncr~ng the third meeting, on 12 June 1962, NOSESKO revised 
his statements ~ade the day before. He new said that only cer­
tain of the State Dep:ut::wnt codes had been oroken, and that he 
had only rare!y- seen tlu: clear text of deciphered cables. ~,;osE:\KO 
repeated that nilitary cipher ~ystcms had not been broken, His 
statenents were as foll'J,..s: "[\~e are reading] not all, not all, 
of course. So~e arc beicg rcnJ ... All things which arc sent in 
cipher are, of course, intercepted, but not all are being read; 
It is impossible to reaJ them. It is necessary to knew the ,.: 
ciphers to read them. riell, let's suppose that ,..e se:1ci [encipi.ereJ 
cables) fron tile United States. You pick all of the::~ up, but yo·~ 
cannot read them. It's the same with us. Everythi~g that leaves 
the Embassy, everythin& like a teletype machine, all this is &oted, 
everything, no ~atter how it is transmitted. But everything is 
not read .•. The State Department ciphers are being read, not 
all, but they are being read ... I mean that what the military 
sends ~e are not able .•. but ,..e can read some of what your diplo­
mats send. Not ,..e [the KGB Second Chief Directorate] but the 
[KGB} Eighth Directorate. They are reading some thir.gs." 

Asked whether the KGB was reading all the State Department's 
enciphered traffic or only a small part of it, NOSENKO replied: 
"Not all. We arc not reading all the State Department [traffic]." 
He also said, contrary to his statement of 11 July l9tl2 that he 
saw the deciphered traffic "every day," these documents reached 
him "very seldcm"--at the most "ten or t,..elve times" during l9b0 
and 1961. 

Following his defection, NOSESKO reported that he had learned 
in discussior..s •;ith G. I. GRYAZNOV of the American IJ~partment, 
KGB Second Chief ~Hrectorate, during 1962 and 1963 t!1at the KGB 

.could no longer break State Department enciphered traffic by the 
end of 1961 or the beginning of 1962."' (Earlier, on 24 January . 
1964, ~CSENKO said that he knew "definitely" that the KGB Eighth 

· Directorate was then having no success in breaking enciphered 
traffic of the U.S. Embassy in Moscow.) At about the same time 
that State Department traffic could no longer be read, NOSENKO 
reported, various U.S. :E:nbassy officers ,..ere less often heard 

• Accord1ng to NOSE~KO. he was transferred to the Tourist D~part­
ment from the U.S. Embassy Section, American Department, about·· 
this time·. 
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discussing sign.ificar.t infoJ"!nation over t;hF c:OtH:•·l·u:·d microphones 
in their offices. .Tni<; dc,p:·lop!Tlent had led CRYAZ~:ov and s. \f. 
FEDOSEYEV (Chief of !he Ame-ric·an Deparnr.ent) to conclude that a 
"room-within~a-room" had b£,e:n .installed in 'tlifc C.izoassy and that 
other securit~ ~easure~ tiad be~n institut~d ~b~re.• After his 
transfer from the MnE:rican Departme.nt in (;arly 1962, 1\0SENKO con­
tinued, he also had occasion to discuss tnc KGB loss of code­
breaking capability with GRIEASOV, Chl~f of the Srcond Chief Direc­
torate; fro~:~ him NOS£.:\KO leu·M·d that thE.' {;c-ntral CDm!llittee of the 
Communist Party was exerting consid~rablc· pressure on the Chairm'ln 
of the KGB for cor.tinuation ·or. the· ma<:t-rlal forMrly obtained in 
this manner; consequently, th~ KCS Cnairman ~as drmandlng maximum 
effort from all officers in th~ recruttm~nt of ~ade clerks. 

In the second seri~s of ho~til~ lJit~rrogat1ons. on ~0 February 
1965, r-IOSLSKO made the followJng statcrr.t·r,t concc,rnllig KC.B crypto--· 
logic success durin;; 1!.!60-1961: "OccaSlOII:Jlly ttu· t.Jgllth lHrecto­
rate would break rr:c·ssagr·s, but V~'r-y, \'cry st,ldo!1: .. 1::<.1 W<O never saw 
the documC:r.ts." 

(ii.) Handlir,g of D_Hlpht'n:d Cabl.'S 

In mid--1964 SOSESr:o was dc!Jric fuJ or: tt1r p:oc-::-dures l.iS-:;d by 
the> American lJepartm<'zH, dur1ng ni!'. npott('(.! tr-n~_;J, t!1::-re in 1960-
1961, in handling thP clrar l•.'xt of dr ... ipl;qcd cao·u=.::; of tho U.S. 
Embassy. The report of ~O~E~KO's stat~~~~ts o~ th1s subject is as 
follows: "The Russ1an text of t.ho~e Siatt:: h=.putmc-nt cod~::d mes­
sages which had been broken was sEnt t~ S[~l~HASJSYY, the Chairman 
of the KGB, who someti~cs forwardEd 1t to Ol~~ ~lkh•ylovich GRI­
BANOV, Chief o.f tiu SC'cond Ct11.:·f Directorate. •2!\IBA~O\' at times 
forward4;d some of the matc-ria'i to 'olJdl!!'lr .-\lc·k!":;yu:ich KLYPIN, 
Chief of the American Departme-nt, or Ki..YP!N's successor, S.M. 
FEDOSEYE\T. :'oi'OSE.!'e"KO saw such :r..ltn·ul on th£- d.-:-sk of KLYPIN and 
later on fEOOSEYE\"'s d«::sk, bul. was nH·t:cr po·m1tted to read it. 
NOSENKO kn£'"'• however. that ttK u:ader t;ad :o 51gn for· tnose 
articl~s that he read. ~ikolay Z~~~KOV, from the Secretariat 
of the s~cond Chief Di:Fctorate, brougnt a book containing the 
broken Statf, Dt.partm£·nt mes&agotos to Kl.YPI:; or fi:.L'O.Sfn.L He 
would open the book t.:> c·F,:rtcun p1g~s ll'hich had r£d paper and 
permit KLYPIN or FIDOSf..YF .. \t to e.c-e the wat-.;rial. Ihis ~as Eighth 
Directoraf:~ :-:ntcrinl, but !\OSfl>KO did not ku;;w wrwr.=' or how 
Z.El!SKCIV got it.. . .r\t ti ce-s portion:. of t h1s matE>r u 1 were read 
aloud to !'OSE!'OKO by KLYP.I:-.1, but thf:y conc~·x·nf,d tli(' position of 
the American A.r.11bassador or the t:. S. Covo·nment on political ques.-
.tlons ~nd were of no sigoificur.ce to him. J:~,frf:qt;+::!ltly there was 
mention of the expected arr1val of Americans who were not per­
manently assigned to the Emba;;sy, and ~O:S.l!\KO r~lt<"mb€:red that 
one s~ch itEm concerned the ar·rival of Old.' or two men, a 'commis­
sion,' to check the work of thE Political SPction. Inc attitude 
of the Secretary of State or the American Ambassador was some­
times expressed on certain um·~n·emb£-red topics, but ~OSF.."iKO took 
no interest in the information as it did not· relat~ to agents or.· 

*See Part V.E.l.g. for a furtlu:;r di!'>cus:;uon on NOSE.NKO's in­
formation on the dec-line in qu'llity of tut£·rc.epts resulting 
from the decreased E;fficiency of th". KGB microphone installa-
tions in the U.S. Embassy. · 
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agent activities. ~OSE~HCO noted, however, .thH the ll'taterial con­
cerned messages from the American AmbassaJor. ~!-:)SCOW. to the 
Se.cretary of State ar.d from the Secret·ary of State to the A!''.c:ri· 
can Ambassador, ,..1osco~.o·. All of this· r..a·terial was highly sensitive, 
~nd few people were permitte~ to see it or eve~ to know of its 
existence. ~DSENKO stated that it was treated ~ore carefully 
than Top Secret infor:::~ation." 

Unable to describe the techniques of the KGB Eighth Direc­
torate in breaking U.S. Lepartnent of State cryptographic systems, 
NOSENKO nevertheless did indicate various ~ethoJs applied to the 
problem as known to him from his position as U~puty Chief of the 
U.S. Embassy Section and his rcsponsihility for h.:.ndling the pro­
duction of KGB microphones concealed in the E~bassy. One ~ethod, 
mentioned by l:OSENKO or. 12 June 196~, · stem:ned fro!':'! the habit of 
certain Embassy officials (notably ~!inistcrs Co:.Jnsellor FREERS 
and McSWEENEY) dictating the text of outgoing cables aloud. 
l>:'hen the texts were picked up en the KGB micro_;->nones., 11 th..:: Eighth 
Directorate compared them against enciphered traffic inter~eptcd 
by other means. The t~o other methods indicated, analysis of· 
equipment sounds and exploitation of human sources, arc dis-
cussed in greater detail belo~. · j · 

NOSENKO has twice referred to the Eig~th Directorate's 
interest in equipment sounJs and sriatches of tec~nical conversa­
tions picked up by the microphones in the State Department and 
military code rooras. He said on 24 January 1964: "Now, we also 
listened to the code roo~ and the teletype office, but we could 
never get anything out of the teletype office because of inter­
ference [equipraent noises which drowned out conversations].** 
In the military ccJe ro~m--that was where [James H.] STORSBERG 
and later [Matthew P.] ZUJUS worked--we didn't get much. ~e 
could hear STORSfiERG swe~ring on occasion, and then he would men­
tion a group of numoers. This was, of course, all recortled and 
we turned it over at Gn~c to the Eighth Directorate, dealing 
with coding ~nd decoding. Of course, all other inter~epts were 
turned over to them also.'' ~OSES~O reported on 14 May 1964: 
''In 1960 and 1961 from the State Department code room [we heard] 
always the sounds of machines only. Machines only. Three times 
during these two years naybe somebody said one phrase or one of 
the guys said several nwmbers. Jim STORSBERG was sitting alone 
in the military area. The reception was good. He seldom spoke. 
Sometimes he repeated numbers to himself and sometimes a mechanic 
of code machines came to him, a military guy, a sergeant •.• I 
forget his name.**" They said two or three phrases: 'Did you 

• See Part V."'E":"l.g. concerning the KGB microphones in the U.S. 
Embassy. 

** Until December 1962 when an acoustical room was installed 
within the State Department to enclose cryptographi~ equip­
ment, teletype and code machines were vulnerable to the. one 
microphone later discovered in this area. Since that time 
presumably only the teletype equipment could be heard. Here 
NOSENKO is speaking of the earlier period. On 20 February. 
1965 he said, however: "The microphone is not in the State 
Department code room, but next dQor where the teletype 
machines were located." This information was true only after 
the secure room was installed. 

William Stanton HURLEY, a Warrant Officer who supervised mili­
tary communications, repaired-cryptographic equipment. per­
formed stand-by cryptographic duties when STOaSBERG was un­
available, and supervised other sensitive activities (see 
Part V.E.3.c.). · 
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~check this? Yes. This side good.' Arid so on. This was 1960 
and 1961, and everything from these twc roc~s--State and military-­
was put in one special place. Colonel Aleksandr [Nik~layevich) 
SELEZNEV from the Eighth Directorate caz1e and looked at_theo. 
There were numbers. He took them for one or two days and then 
returned them." · 

. NOSENKO ~as more specific with regard to another source of 
analytic information. Questioned on 24 January 1964 concerning 
the recruitment and use of code clerks by the Ar.lerican Departzaent, 
NOSENKO enumerated the rccruitment.s.known to him and then said: 
"As Li:ecall, way back in 1948 or 1949. there was a man of yours 
who defected. He stayed behind. I believe his name was McMILLAN."" 
I don~t.remember his exact name. hut he stayed tehind in the USSR 
ctnd I know he helped them a great deal. Then, after him, was this 
'ANDREY.' Thanks to his help th~y ~ere able to read your State 
Department codes~* 3 To'date we have never been •ble to read your 
mHitary codes. 'ANDREY' was not a code clerl:. I believe he was 
a code-machine technician. After that there were many efforts 
made, but there were no successes. Right now I kno\<• definitely 
that the Eighth Directorate, which is involved ~ith decoding, 
does not have anything it all. Jn the past they have submitted 
report~ to KHRUSHCHEV anJ the Central Conmittee on their inter­
cepts~ But now they arc not getti~~ anything !t all. Therefore, 
right now the highest priority mission gi\·en to the First [.-\..":1-:ri­
can) Department and the Second [British] Department is to get 

. at code clerks. But in any event. th~y never were able to g~t 
at your military codes." The debri<:fing continued: 

Question: But did not 'ANDREY' bring out military code material? 

NOSENKO: No, I believe it was only State Department l!laterial. 

I 

:1111: 

What he mainly did was to describe the operation of 
code machines and what daily or other periodic settings 
were made .. *** Then, of course, those two who were very 

James H. McMILL\N. a code clerk en the staff of the U.S. 
Military Attache in Moscow, defected in 1948, because of his 
devotion to a Soviet woman. 

Dayle W. SMITH (KGB cryptonym: "ASDRE.Y") was in Moscow 1952· 
1954. It is not clear from NOSE~KO whether the benefits of 
SMITH's information were limited to this period or extended 
to 1960-1961. Apparently the same type of cryptographic 
equipment was in use by the State Depart~ent for the entire 
time. See Part VI.D.3.b. for further details on this case. 

*** At the time of SMITH's Moscow tour there was only one code 
room at the U.S. Embassy in Moscow, used both by State De­
partment and military personnel. As the onl)' cryptographic 
machine technician assigned to the Embassy. S~.UTH had access 
to both State and military cryptograp~ic equip~ent, although 
he was an Army sergeant assigned to the office of the Mill· 
tary Attache. In his statements to the FBI, 51-UITlf has 
c~aimed that, in fact, the only information he gave the Sov­
iets in Moscow was fabricated by himself and therefore use­
less. 
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)(nowledgeable of such matters,· Y.ARTIS and MI':'CHE!.L, 
they gave tremendcus help.* Then there was some 
A~eric:an code clerk who they brought into the USSR, 
I believe, via India. 

Question: Was this ~~ILTON?** 

NOSENK~: I don't know his name. This was after MARTIN and 
MITCHELL ... He helped them a bit. No question ab6ut 
it. To some degree anyway. After that so far as I 
know the~e was nothing at all with results. Now they. 
are attempting to get a.code~clerk. · 

Questi~n: Were there other attempts made? 
·,· t' •• 

NOSENKO: Yes, ·there was an attempt against Jim STORSBERG.*** 

r- William Hamil ton ~L\RTIN and Bernard Furguson ~UTCHELL 1r0ere 
NSA mathematicians who defecteJ to the Soviets in July 
1960. Both had previously served with the ~aval Security 
Group Jn Japan and were familiar with U.S. intercept and 
cryptologic efforts. Xo indication is available that either 
had any detailed knowledge of U.S. cryptographic procedures 

_ and equipment. 

Victor Norris HAMILTON (also known as Fouzi di Mitri HINDALI), 
a native of Palestine, worked as a linguist in the Arab 
Section of NSA from 1957 to 1959, when he was released for 
medical reasons (par#noid schizophrenic). He defected to 
the Soviets in Prague on 12 June 1959. He was not a code 
clerk. 

See Part V.E.3.c., which describes the STORSBERG case and 
other unsuccessful KGB recruitment operations involving 
American code cler~~ ·during. 1960 and 196_1. 
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c. U.S. Evaluations 

NOSENJCO's statements· about the KGB microphoacs in the Ameri· 
can',Embassy led to investigations by U.S. authoritics·which re­
suf}e·d in damage assessments, part of which are germane to the 
NOSE.~KO reports on KGB cryptologic suec::esses. ~SA examined Jhe 
quest·.ion of cryptographic security in ljght of the microphones. 
found in the State Department and military coJe rooms at the · 
Embassy. while the USIB Security Committee studied the security 
ramifications of other microphones which were discovered in thci 
Embas·sy. Extracts from the NSA and USIB Security Coml'll.ittee 
reports are given below. Alth6ugh the latter report doe~.not 
specifically mention the cryptologic potential held by the micro­
phones, it states that classified cables were dictated in the 
Internal Political Section offices until Decenber 1963; ~ost of 
the military cables, the report adds, were typed by the origina­
tor, but certain ones ~ere dictated in the Military Attdche 
offices. 

(i) NSA Report 

" There were two code rooms in the Embassy, one serving 
the Department of State and the other serving the attaches. An 
oper~ting microphone was discovered in ea~h of these t~o rooms.* 

"During the fall of 1962, special enclosures were built for 
each of these rooms. and all cryptographic opera"tions were per­
formed in these enclosures beginning in December 1962. £&clo­
sures of this type are built to rigid specifications and have 
been exhaustively tested. They arc designed to protect against 
just such networks as discovered in Moscow. Thus, we may conclude 
that there has been no compromise of inf0rmation in Moscow due 
to cryptographic operations since December 1962, so long as the 
enclosures wer~ operated in ·accordance with the proper procedures. 
Between 1952 and 1962, however, the code rooms were not protected 
against this type of surveillance ..• 

" ..• It was technicaliy feasible for the Soviets to have re­
covered the plain texts of the messages encrypted and decrypted 
by machines~in these code rooms. This stems from the fact that 
teleprinters and cryptographic equipments do not run silently; 
they.emit acoustical and electromagnetic energy--that is, they 
make .. noisc as thcy·type, print, and punch infoTmation. The 
sounds emitted by the m•chinery involve minute differences in 
amplitude, frequency, and timing as different letters and charac­
ters are processed by the equipment. Relatively insensitive 
pick-'up devices can detect these differences if they are placed 
.at fairly close range to the equipment as was the case in each 
of the Moscow code rooms. When these sounds are recorded and 
analyzed the plain text of messages can be reconstructed. Con­
sidering the specific equipment used, we must conclude that the 
Soviets could have recovered the texts of most messages sent to 
or from the Moscow Embassy from the time of occupancy until 
December 1962 in the case of Department of State traffic, and 
through 1960 in the case of attache traffic ••. 

"In addition to the recovery of the plain texts of indi­
vidual messages being processed during this time period in Moscow. 
it is possible that information on the crypt~graphic operation 

I According to all knowledgeable sources queried in the investi- _ 
qation of Dayle SMITH, all cryptographic operations, both military 
and State Depa~tment, were performed in a single room on the ninth 
floor of the new Embassy building in 1953 and 1954. ·Separate 
code rooms were established sometime after this and before 1959. 
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of the MCB (State Dep~rtment cipher machine) and the KL-ZS 
(Attache cipher machine) was rccover~d ..• This results fro~ 
the fact that the sounds mad~ by these equipments r~flcct the 
internal mechanical working~ of the cipher machine; these sounds 
can be recorded, analy:ed, and the cryptosystem itself could 
have been reconstructed. If this .did occur, not only the nes­
sagcs processed in ~oscow, but also those messages processed by 
other posts using the same machines and the same cryptomaterial 
could have been lost to the extent that they were intercepted •.. 

"The attache cryptomatedals are similarly compartmented. 
During the period 1952 to 1960, various rotor machines were used. ,_.......... ·········· ~· 

/ 1 From 1955 to 1958, the KL-1 was used, and from 1958 ~Ul'e KI.- i has been used. In October 1960, the KL-7 was 
placed in a special sound-pr~of box which prevented any attache 
traffic from being recovered after that time, since all attache 
messages were processed either in th~t system or in .one-time pad •.• 

I "In Moscow, the Department of State during the period Octo­
ber 1960 through February 1961 enciphered nearly all messages 
classified Secret and Top Secret in one-time pads, resulting in 
the· loss only of the Confidential traffic duri:lg that period. 
Department of State found it necessary to revert to the use of 
one-time tape machines for messages classified up to Secret from 
~!arch 1961 until the enclosures were installed. Therefore, most 
Confidential and Secret traffic was probably lost Juring tltat 
period; but Top Secret messages were still enciphered in one-time 
pads and thus secure ..• 

"We r.IUSt assume that all Department of State communic,ations 
:·hat were machine-processed in Moscow could have been compromised 
from 1952 to December 1962. These consisted of messages of all 
classifications until October 1960; Confidential. messages only 
from October 1960 until February 1961; and Confidential and.Sec­
ret messages from February 1961 until December 1962. 

11Most Department of State classified messages involving 
Iron Curtain posts exclusive of M~scow should also be assumed 
to have been compromised during 1952-1959 through cryptomachine 
information derived at Moscow. It can be assumed that such 
messajes during l9b0-1962 were not compromised by this means. 
State Department classified messages which excluded Iron Curtain 
posts would not have been compromised by the Moscow penetration 
becau*e of the isolation of crypto systems. · 

.''Machine enciphered military ·attache. traffic processed in 
Moscow ~hould be assumed compromised until October 1960, but vas 
secure after that date. 

''During 1952 to 1954, all traffic in the entire attache net 
wh~c.h included Moscow could have been, compromised. 

"There is no reason to believe that any information was 
compromised through cryptographic operations after December 1962 
when special enclosures were ins,talled, so long as .the enclosures 
were operated in accordance with the proper procedures ••• " 
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May 1960, at which time the first plastic (acousti~al] room _ . -~ 
was· installed. A chauge occurred in the work habits [in ~lay 
1960} in that the more senior State Department officers utili!cd 
the plastic room for sensitive discussions and dictation. ihe 
room could accor:m1odate only a limited portion of the Embassy 
classifi~d discussions and, accordirt.ly, a number of classified 
discussions were held outside of this secure area. In the April 
1953-May 1960 period it was an accepted practice of the Ambassa­
dor and the Deputy Chief of ~!ission to discuss openly in t~eir 
offices routine classified operations of tt.c Embassy and to dic­
tate classified documents and telegrams. Extremely sensitive 
matters such as high-level political decisions, matters perti-
rient to the most sensitive U.S.-Soviet relationships and positive 
intelligence operations were not dictated and if discussed, 
were mentioned in a cryptic manner •.• 

''In the Extetnal Political Section during the 1953-1960 
period there were daily staff meetings ... Work assignments 
were given at these meetings to individual officers who, in turn, 
prepared classified dispatches or telegrams to the [State] De-. 
partmerit .. It was reported that the officers of the External 
Political Section frequently dictated classified material, includ­
ing telegrams, ~ithin their ~££ices. Officers of the Internal 
Political Section generated few classified tele&rams ..• These · 
were, however, typed in the offices. From May 1960 to date (1964] 
the Ambassador-DO·~ operation conducted their most sensitive clas­
sified discussions and actions in the acoustic room; however, 
routine classified day-to-day operations were discussed and die~ 
tated in the offices. Ambassador KOHLER reported that since 
August 1962 he and me~bers of his staff working on substantive 
or sensitive matters utilized the secure room and that all ma· 
terial to be encrypted was.drafted in long-hand or dictated in 
the acoustic room. · 

"The pattern for the External Political Section and the 
Internal Political Section remain~d basically the same during 
the period o£ May !960 to the present time; however. the most 
sensitive matters were discussed or dictated in the acoustic 
room-or drafteJ ill longhand •.• In September 1962 the second 
acoustic room was erected for the typing section for the handl­
ing of sensitive classified material. From December 1963 to 
date it was indicated that no classified telegrams have been 
dictated outside of the acoustic rooms. It was stated~ .howcve~. 

. that the day-to-day operations including analysis of diiel~p- · 
ments within the Soviet Union were. openly discussed i~ various 
offices and the conclusions reached later became the basis of 
classified documents or telegrams .•• 

"The military attaches reported that most cables were 
drafted in longhand or typed by the originator and then. turne·d 
over to the code clerks for transmission. In certain instances 
cables were dictated in the offices ••• " 
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NOSE!U<O, as previously indicated, ci1!11e to Geneva with the 
Soviet Delega.t~on to the r:.isarmament Conference in mid-March 
1962 and established contact with Cl!'. in June of that year. 
His arrival in., Geneva and his first meeting •.rith CIA thu·s 
occurred three:.'-fnonths and six months, respe.ctively, after 
Anatoliy Mikhailovich GOLITSYN defected to CIA from the KGB 

·Legal Hesidency in Helsinki, on 15 Lecember 1961,* and was ex-
filtrated to the. United States. · 

A discussion of what GOLITS'iN said about NOSENKO appears in· 
Part V.I.7. 

Presented below are, first, a su.':lr..'lary on GOLITSYN, then 
a survey comparing GOLITSYN's and NOSE~KO's leads, and finally, 
a protocol on GO~ITSYN which NOSENKC signed. 

2. Background Inforrr.ation on GOLITSYN 

GOLITSYN, a KGB counterintelligence. officer, was assigned 
to the Soviet Embassy in Helsinki in ..July 1960 under the alias 
of Ana'C.oliy KLIMOV. In defecting to CL\, he prcvided more than 
20 doct:.'T.ents taken fron the Helsinki KGB Legal Residency files 
as well as extensive info~ation about KGB officers and opera­
tions acquired during his 16-year carear in the KGB. 

GOLITS'iN had had a variety of job a:1d training assignments 
in the First Chief Directorate in l,!oscow and training assignments 
in the Second Chief Directorate.** The bulk of his career was 
spent in work against 'C.he American target for the First Chief 
Directorate1 this was his responsibility in Helsinki and had 
also been his principal area of responsibility during his pre­
vious tour abroad, in Vienna from 19:-J to 1955. (In the lat-
ter assignment he had been known to Petr DERYABI!l, who defected 
to CIA in 1954, and this was the reason fer GOLl:_rSYN being 
assigned to Helsinki under alias.) 

Among the GOLITSYN documents was a study of American In­
telligence operations exploiting tourists visiting the USSR, 
the so-called ":!£gal travel program."*'"* This study, which 
runs to si.xteen pages in translation, was prepared in KGB 
Headquarters and was sent to the Helsinki Legal Residency under 
a cover letter, dated 7 April 1961, which suggested a number 

·.of steps to be taken in order to counter such operations. 
The stud~ was based on two principal sources: 

* Acc-::::rding to NOSENKO, GOLITSYN defected on or about 15 .Janu­
ary 1962, after NOSE~KO had been reassigned to the Tourist 

_Department. 

** As a result of this service, GOLITSYN was the original 
source of numerous leads to ide~tifiable penetrations 

... of Western Governments, including agents with access 
to classified information such as William VASSALL {see 
Part VI.D.S.b.) and the French officer in NATO, George 
PACQtJES. ' 

***See Part V.D.7.c. for details. 
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- The .1um.:tes of :rJ·. and Mr-6 jo.:.nt ::onferenc.es on 
legal travel operat:ior • .s, held u: 1959 a<.d !960. (TI.e 
KGB agent G-::orge BLAKE :onfessed that. he h:1d passed t.r.e-se 
document.s to t.f•t: ·Km.l.) 

- Actual cases of k~erican legal tr~v~l operations in 
the USSR which hAd teen revealed to, or ur.covered 'r:iy, "the 
KGB. (Some of the cases had oeen publicized t.hrou~h Soviet 
announcements of arrests and trials, b~i ·the majorlty of 
those cases cited by na.:ne 1n the study had not: previo'..lsly 
been knov:n t.o be ....:omp.romist=d. In a f.-:.:w instances acr.ivities 
of the American Ir.t.elligenc.e ag€r-.t.s appe;'!r to have been 

Among recommendations made i :~ t.r.e .:ove:r memor .:~!".dum was the in­
struction to recrLit o" pla:e agEr.t.s 1n tourizt agencies ha~dling 
travel to the US3R. · 'I1:ese ac;c:-.t s ·:o'.l~d then ;:>rovide ir.forrna~ion 
on the use of these f1rms ~y-f6t~l~n !ntellige~ce services in 
work against the Soviet J!r.1on. 

GOLITSYN had info.::mat.lon or. cen:;1in aspects of the KG:a Second 
Chief Directorate work ag~lnst the u.s. Emba3sy in Moscow. Prior 
to his ass1c;nment H; Helsu.ki he bo;d conferred sever·al times in 
April and May 1960 Wlth cff1ce15 of the u.s. E~eassy Section of 
the kner'ican Department, Se-:or.d cnl.ef Dire.:-.torat.e, concerning 
possiblt assist.ar:ce he could t·er.der r.t.em in their work against 
Ame1·ican code clerks tran~H ~ng Helsin:;;i en "route to their' Mos'cow 
posts.* During his ass1gr.m;nt to Helsinki he travelled to Moscow 
on TDY in January 1961, at wh1ch time he dis~ussed with these 
same officers the possib1li'Ly of h1s u.-nng i::: Helsinki a F'.1nnish 
businessman, .rohanr.es PREISFR.Et.~m. who had been recruited by the 
Second ·CJ:lief Directorate for an operat1on aga ·i.nst an American 
code clei-k in Moscow. •,. GOL:TSYN a~.quued fur t.her inforr::ation 
about such operations on at leasL ~wo oc~a~ions, when Second 
c;hief Directorate officE:rs visi~e:d He.J.sinkl on TDY and either 
called on him for support or chaLt.ed with him about officers and 
operations. 

3. GOLITSYN Leads and !_!lforrnat.i.On ft'Om NOSENKO 

a. Microphones in the u.s. Emb_9ssy 

In his visits to the America~ Department GOLITSYN learned 
by accident of KGB te~hnical operations agoinst the UoS. Embassy 

~~~~~~--~~~---~~~~·------------' * NOSENKO denied that .GOLITSYN visited the k~erican Depar~ent 
at any time in 1960. 

**Although knowing t:.hat.GOLITSYN went to the American Depart­
ment ,in 1961, NOSENKO said that: the month was not January 
but July, for it was in July that he 1 NOSENKO) was on leave: 
GOLITSYN's passport, however, verifies he was in the Soviet 
Union in January 1961 and shows r:o entt·ies for July of that 
year. See Part v .E. 3.c. for further details ·-on PREISFREUND. 
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in Moscow. i;hen <Uiic.ed in Apdl B62 about tb.! pro':luct frc!'l such 
operation:J, GOLITS1N said he had !:ear-l ah:.·.lt rE"S'.tlts::-·Cl:'lJ' t:i~es, 
but the only concrete·,~e>:ample he H~s in a po:Ji t io~ to gi V.:! was 
the following: D·.1ri:1;J one cf hi3 visits to thO? •'~'!rican Depar~­
ment in 1960* hi.! heard and saw that a re:Jort cr r~oor::s of the 
rcsul ts of at:diosun•eill."!::ce in the U.;:;. · Ew.bassy il~r~ been lost. 
ttnile he was pre~cnt, the Depa:rt.'7•'!nt Chief order.::ri ell the per­
sonnel to search once nore for thes~ papers, and a~ GOLITSYN 
stcod there they went throuJh ell their files. G0LlTSY~ said 
he could sc~ that there were ~an1 such reports, ea~h having a red 
line on it, which Eignified th~t these reports w~rc the property 
of that department of the KGB Operational Tcchnic,ll Directorate 
(OTU) which was responsible for. r:~.:tking t:he installations. He 
explained that this meant that ~he AIT.~rican Dcrart~cnt had to re­
turn the reports to that Directorate, and this \v.1s the reason for 
a search being made. The only cffice in the u.s. E~bassy which 
was spec~fically rnenticned in connection with this search was 
t},at of the ~hnister·Cut:nselor.u-
b. .Q~hP.r r .... ads CQ.t~I:a';.ed. 'b:f W2$fu'i!<O . 

'l' 1ern are t·..:e:lve KGB ope:ratio::s on which both GOLITSY!~ and 
NOSENKO have given ·mutu.11ly cor,fimin'J infor~.:ttior., although 
their respective reports do ~ot always cover the sa~o data. 
These operations, all discussed el~ewhcre iri this paper, are: 

- Henry SW\Pl RO Part V.C.2.a 

- BE!~SON, HULE, and S<;'r<OUD Part i.'.C.3.b. 

Parts V.D.7.c. & VI.D.2.d. 

- Carmen TORHEY Part VI.D.2.a. 

* Elsewhere GOLITSYN J-.as .stated th.:1t he ·;isi ted the A.':lcrican 
Department several time:s bcu ... ·ee:: April <md June l9GG in 
preparati:::-!1 fo:- his assign:'l~;;t to:" ilclsi•:ki in July l960. 
He h.:ts a.J so incorrectly state:.:l t.h.:l.t he visited t::·~ depart­
ment in Decen1bcr 1960 (h.is p.1ssp0rt .ti1d CIA. t:r.:1vel records 
show this was actually Jan~~ry 1961); GOLlTSYN therafore may 
have been referring to this l~ter visit. 

** In June 1962, NCSEN~O·told CI~ that there were microohones 
in the offices of the Hinister Counsellor at the u.s: Emb­
assy, and he said at that time that he had seen intercept 

·-.~-,reports of conversaticns or dictn.tior.s by successive Mini­
~~ter Cou::1sellors. In 1965 ~;osENKO volunteered ~ story about 

'~.J'the los::~ of one of the intercept repcrts which the 1 ... -:1erican 
.Depart..":lcnt had received in 1950 or 1961; he identified· it 
as one which recorded the Mi:1ister Counsellor ;iving dicta­
tion. According to NOSENKO, the knerican Depar~~ent was 
turned upside do'tm for a month, December, in the search 
for the missing report. Althcugh the docu~ent was never 
found, neither the Chief of the A.-:1erican Department nor 
O.M. GRIBM~OV, Chief of the Second Chief Directorate, was 
subjected to anl' punishment because the draft from which 
the missing report had been typed was found .to be in the 
possession of the Second Department of 01'U. From this the· 
investigat()rs concluded that the document itself had pro­
bably been returned to lhe OIU and burned, and that in­
advertently no paper had been executed to record its de·s-
truction. · 
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- C~nadian Code Clerk 
(name net );now-n)": 

William J, VASSALL 

- C1andestinu entry 
into Sw~dioh Emb3ssy 

.Parts v.o.7.c. & VI.D.2.b. 

. Part VI.D.4 

.Part ·vi .0.4. 

P.<~rt VLD.4. 

P.:lrt VI.D.4 

Part VI.D.4. 

rart vr.o.S.a. 

Part Vl.D.9. 

leads Conf~~ctina with NOSE~KO Reports 

Either through direct contradictio::s on a k<>y ;:>:Jir:t or 
througr. omissio:-~s by NOSENKO ubout a rr.a·ior f£::atu.l:c, '-h~re are 
five operationo on which GOLI'f.SYN and NOSE:-IKO have s•.!:::mlied 
conflicting information. These ooerationz, all d isc:.:s~e:d 
elsewhere in thin paper, are: · 

James STOMSBERG & 
Johannea PP.EISFRE'JND 

Ada.'ll . IIROCIIES 

i- Gerald SEVERN 

- "SASHA" (KGU 
crypton!J•m) 

-Edward E. SMITH 

Part V.E.3.c."' 

Part VI. D. 2 .a. 

Part VLD.2.a. 

Part VI.D.2.a. 

Part VI.D.4.b. 

d. ~~s to Orerations Against u.s. Embas~ Not Cov~rcd by 
l>OSENKO -----

GOLITSYN reported on six operations against pe~scnnel of 
U~e \1. S. Embassy in l-!oscow which have not appeared i:-, the re­
porting by NOSENKO.** These operations arc summarized below. 

GOLITSYN heard in about 1957 of th€ recruitment of a female 
··employee--" like a secretary "--of the U.S. El'nbassy ~ '1\i th another 

1\merican girl, she had travelled to Georgia in 1957. There the 
KGB placed in her path a KGB agtnt, a Georgian male. They be~ 
gan living together, and this relationship continued in Moscow 
where ~he was recruited. 

* GOLITSYN 1s lead to the American recruited with1 PREISPREUND's 
help is equated to S'.i.'ORSBERG on the basis of NOSE:am•s and' 
PREISFREmm• s statements that FREISFREl.JND participated in no 
other operation. GOLITSYN repqrted that .the .target of this 
operation was recruited: 'NOSEliKO reported tha.t S'Z'_ORSB£RG. r.e~ ... 
jected .the KGB approa\::h. 

••• By virtue of his position as Deputy Chief of the U.S. Emb­
assy Section in 1960 and 1961, NOSENKO said, he was directly 
responsible for knowir.g of all KGB operations aga!.ns::. person­
nel at the Embassy ir. that period and definitely would have 
kno~~ of any successes since his earlier tour: he knew that 
'"ANDREY" was the last success!:ul one (1953-54). 
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code clerk in the EmLassy ·who was scheduled for transfer to Hel­
sinki. This subject came ·up in a discussion of G.:>ttTSYN' s forth­
co:-airig assiqr.l'!lent to Helsinki, and GOLITSYN was told that if the 
agent was transferr~d to Helsinki, GRYAZNOV miJht let G~LITSYN 
have him as his agent. GRYAZ:mv gave GOLITSYN r.o details about 
the operation other than the fact that th~ agent had provided the 
KGB with some i~formation and the KGB considered him "a real agent." 

Also in the spring of l9f..O, GOLITSYN learned from GRYAZ.:-;ov 
~hat he, GRYAZNOV, had developed an operation Ggainst a military 
code clerk at the u.s. Embassy to the point that the KGB was "99 
per cent sure• that the target would be recruited. ·rrom the 
accounts given by NOSENKO and STORSBERG, this does not a;)pear to 
r:cncern the STORSEE?.G operation, which.wa;~ just beginnir.g at this 
time. NOSENKO has mentioned no other operation agains·t a l!iilitary 
cede clerk. -

I.Y. Kt!RILENKO told GOLITSYN that while serving in th~ U.S. 
~assy Section he had followed an American diplomat returning to 
the United States in 1959, and there he had cornple~ed the recruit­
ment which had begun while the diplomat was assigned to the U.S. 
Embassy in Moscow.* According to KURILENKO, he hdd travelled to 
tr.e United States under cover of the Soviet Exhibit Committee. 

GRYAZt;ov inforr.ed GOLITSYN in April or Nay 1n;o that· an 
'}Jnerican, possibly a code clerk, but definitely an employee of. 
· t:he U.S. E:!',bassy in ~!oscow, was either recruited or prepared for 

.recruitment on a hc::ncsexual basis beginning ir. 1959 and concludin:J 
in 1960. The KGB had photographs of th0 American in various homo­
sexual acts. However, SHELEPIN, who had just become Chairman of 
'the KGB, was stres£i:tg ideological rather than bL:tckntail recruit­
ments at this time; SH~LEPIN said that this method of approach was 
"too dirty" and the KGB should find another way. SHELEPIN did 
not exclude the futuL~ use of the photographs, which the KGB would 
hold in reserve. 

Ar.other case m.;ntioned b~l GRYAZNOV to GOLITS'lN was that of 
the attempted recruitm-:nt of an American female secretary on the 
basis of her relationship with a KGB agent, either a lover or a 
close frie~d. The agent, with the help of a KGB officer, tried 
to influende her, bet failed. She left the USSR prior to July 
1960, but the KGB planned to work on her again, as she was to 
return to Moscow. 

On a TOY trip to Helsinki in November 1960, V.V. KOSOLAPOV 
of the u.s. Embassy Section told GOLITSYN that he had come there 
in order to ride ba=k to Moscow on the train with a U.S. Embassy 
code clerk with whco he planned to &trike up an acquaintance to . 
be continued in Moscow.** In about September 1961 a friend· of '·' 
KOSOLAPOV's came to Helsinki on TDY, and GOLITSYN tried to get 
him to talk about KOSOLAPOV's train operation, but he would not 
discuss the case. From this GOLITSYN was certain that the re­
cruitme.nt had been successful. 

GOLITSYN learned from V.M. KOVSHUK, apparently in January 1961, 
that the Finnish agent·Johan PREISFREUND had recently been used in 
the successful recruitment of. an American at the U.S. Embassy·. · 
NOSD-'1<0 has described no successful operations in-which PREISFREUND 
took part ·(s-ee· preceding sectiorf) • ·.-- -

i NOSENKO s3id that there was no operational reason for KURILENKO's 
travel to the United States at the time of the Soviet Exhibition 
in New York c::.ty, arid that KURILENKO's duties related only to 
security; the KGB Resident in New York City, NOSENKO added, could 
have given KURILENKO some special task if he wished. 

•• See Part V.E.4.b. for discussion of KOSOLAPOV's·TDYs to Helsinki. 
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4. NOSENKO's Information on GOLITSYN 

In February 1965, after he had been questioned by 
CIA about GOLITSYN, ~OSENKO signed the following state· 
ment concerning his knowledge of GOLITSYN: 

''I have never ~et or seen Anatoliy Mikhailovich 
GOLITSYN. 

"During the period 1960-1961, while I was serving 
as Deputy Chief, First [U.S.EobassyJ Section, First 
[American] Departme~t, Second Chief Directorate of the 
KGB, I remember that Anatoliy GOLITSY~ visited the 
Section to.discuss the proposed use of oy agent "PROKHOR" 

[PREISFREUNiJ] in the operations of the Helsinki Residentura. 
I was away from Moscow at the time of GOLITSYN's VlSlt, 
but I know that he talked to V.M.KOVSI!UK, and that at 

. KOVSHU.K' s request he also talked to [Yevgtmiy] GRO!-!AKOV­
SKI'l (of the American Department] about A.171erican diplomatic 
couriers travelling through Helsinki en route to anc! from 
Moscow, and to KOSOLAPOY about American code clerks. I 
do not remember what they specifically discu~sPd, I 
learned about this visit from KOYSHUK after 1 -cturned 
to Moscow from leave, and also heard about it fro~ 
I<OSOLAPOV and GRGMAJCOVSKIY. 

"I do not l:now the date of this visit of GOLITSYN 1 s, 
but I do know that it was after he was posted to Helsinki. 
I believe that it was in the summer of 1961. I know for 
~ertain that I was away fro~ Moscow at the time on leave, 
because kOVSHUK told me about.it after I returned from 
leave. Since he discus~ed code clerks, I would have met 
him if I had been there. 

"I have been.told by my interrogators that this 
visit of GOLITSYN's took place in January 1961. I do 
.not believe this to be true because I know that I was 
~way on leave whe·n he came and my leave was in July 
1961. 

"1 never heard of any other visits by GOLITSi'N to 
the First Section, First Department, during the time 
that I served there in 1960-1961. 

"1 have been told by my interrogators that GOLITSYN 
visited the First Section, First Department, three time~ 
in May•June 1969 bef0re going to H~lsi~ki and that he 
talked at length to KOVSHUK and GRYAZNOV about what, he 
could do. in the Helsinki Residentura to assist our Section 
in its operations against code clerks corning to the 
American Embassy in Moscow. I am sure that GOLITSYN did 
not make any such visits. ip 1960 and tha~ no such conver­
sations ~ook place at that time. Since I directly super­
vised the work of GRYAZNOV and KOSOLAP-OV and shared· the 
same office \liith thea,any pt:ofessional discussions by them 
with GOLITSYN ~:~.bout code clerks would be either with. my · 
knowledge or would be reported to me. If .he. did in' fact . 
make such visits in May-June 1960, I cannot explain why I 
do not know about them. 
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"I have been told by my intf.r·(~gators that KOSOLAPOV 
visited Helsinki in Sove:nber 1960 to accompany a.n American 
code clerk on the tra.in t·o Moscow. ·· I ha\'e also been told 
that on this trip he had·;official t6ntact with GOLITSYN 
concerning this cede cler' and c~ncerning one of GOLITSYN's 
assignments to assist the~irst Secti6n, First Department, 
Second Chief Directorate by developing infornation on. 
code clerks before they left Helsinki for Moscow. I do 
not know that KOSOLAPOV went to Helsinki in ~ovember 1960. 
I do not know that KOSOLAPOV accompanied any A::lerican 
code clerk to Moscow from Helsinki, except Paul JENNER. 
I do not know that KOSCLAPOV met with GOLITSYS and dis­
cussed the subject of code clerks ,.ith him in Helsinkfin 
November 1960 or that KOSOLAPOV ever saw GOLITSYN in 
Helsinki. 

11 I do not remember that exact date of GOLITSYN's 
defection, but I know that it was in January 1962, I 
believe en the 15th or 17th of January. I do remember 
that he defected on a Saturday and that it was not 
discoverec until the follo~ing Monday.* I am certain 
that GOLITSYN's defection took place after I had trans­
ferred back to the Seventh [Tourist} Department in 
~anuary 1962. In the ensuing investi;;ation within 
the KGB, I was nev~r quegtioned on what code clerk 
operations GOLITSYN may have known about. 

''I know that no written damage report on GOLITSYN's 
dc~ection was prepared in the Second Chief Directorate. 
In the Seventh Depart~ent, where I was serving at the 
tim~ of GOLITSY~'s defection, I remember that V.D. 
CUilLNO.KOV, the Chief .·of ·the D'!partment, wns questioned 
about the orienterovka [study j on tourist- operations 
which GOLITSYN was known to have taken. 

"I have been told by my interrogators that GOLITSYN · 
defected on the night of lS December 1961. I cannot 
accept this date because I know that I was no longer in 
the First Department at the time of GOLITSYN's defection. 
I ~gree that the true date of GOLITSYN's defection must 
be kno\'lr. to the CIA, and I can only assur.~e th~t -:v inter­
rogators have either made a mistake or are tryin~ to trap 
me. In any case, I still maintain that GOLI'T~Y:: ,;. :-"~ted 
after I moved to the Seventh Department in Janu;l:-y L·•2." 

F. Surveillance of Soviets in the United States 

1. Information from NOSENKO 

At the second meeting with CIA in Geneva in 1962, NOSENKO 
related that V.A. KOZLOV, Chief of the American Department 
of the KGB seventh (Surveillance) Directorate, had gone to 
the United States the year before to inve~tigate the suspected 
cessation of surveillance of Soviets stationed in New York City 

I I . 

iii The 15th of' January 1962 fell on a Monday •. 
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and Washington, D.C.* 

"We ha\•e sensed that something has happened in America." 
NOSE~;Ko said at that time~ "We do not feel surveillance. There 
is no surveillance." The KGB I.egal Resident in ?>;ew York City, 
B.S.IVANOV, had reported the situation.to th~ KGB First Chief 
Directorate which; in turh,·had scught the Second Chief Direc~. 
torate • s opinion as to "'·hy no surveillance t.'as being noted. 
Unable to suggest a reason, the Second.Chief Ditectorate asked 
t.'hether the surveillance of Soviets could h£~e been called off 
tel!lporarily. The. First. Chief Directorate doubted that this 
could be the case but did state that radio traffic noraally 
used in u.s. surveillance "was not on the air." KOZLOV con­
sequently was sent to the United States to assess the situ­
ation, and in the course of a month, NOSENKO said, he visited 
both New York City and Washington, KOZLOV discovered not only 
that. there was no ·surveillance of Soviets but also that "they 
dropped our democracies -- Bulgaria, Rumania, Hungary. They 
temporarily took them [surveill'ance] off." 

Also at this meeting ?>;OSENK6~omrnented that: 

- "If your surveillance comes up on the radio, they 
[KGB monitors] pick them up everywhere." 

- The practice of KGB case officers t.'as not to 
proceed directly from a Soviet .in~tallation to a meeting 
with an agent, but rather to use other Srviets as decoys 
''so that you will think we are working on somebody, where­
as in fact we are not working on. them. [American) sur­
veillance is onto every~ody as soon as they coae out 
the door" of a Soviet installation. 

NOSENKO's only· other ~eference to surveillance in the 
United States was made on 2~ January 1964 during a discussion 
of the "ANDREY" case,** While V .z.:. KOVSHUK was in the United 
States t,rying to reestablish contact t.'i th "A.'WREY", NOSENKO 
said, h~ was usually accompanied by two other KGB officers. 
KGB monitoring of FBI surveillance communications revealed 
tha.~ KOVSHUK and the others*** were referred to by the FBI as 
"the Three Musketeers." 

2.Information from Other Sources 

a. GOLITSYN 

Ill 

dUt 

••• 

In early 1962 GOLITSYN reported that the KGB was well 

KOZLOV was in New York C1ty from 15 November to 30 December 
1961, except for a two-lo·eek period (from 5 to 19 December] 
when he was in Washing.ton. His departure from ?>;ew York City 
fell on the same da)' that John ABIDIAN visited the Pushkin 
Street dead drop in Moscow and that, according to NOSENKO. · 
KOZLOV later went to the. dead drop site (see Part V.E.l-.d.). 
IOZLOV had earlier befn in the United State•~ith the _ 

· Bolshoy Ballet, from 12 April to 14 June"l9S9. 
For further details_ on the "A.'\DREY" case,, seetPart VI..D.:S.b. 
The others, V.M.IVANOV and A.K.KISLOV, were not named by 
NOSENKO. 
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the KGB Juridical ln~titute in 19S7·5g, COLITSY~ said, he , 
had read studies on th~ methods used by U.S. counterintelligence i 
in ~onducting surveillance of Sovic: cfficials·in ~ashidngton f 
ar.d New York City. The studies inclucied sene A:nen:c:an ocume.nts. 
obtained through KGB agent soutces,·ccntaining instructions 
for carrying out surveillance on Soviets. The XGB, GOLITSYN 
added, used this information defensively abroad and in adapting 
its own surveillance techniques ~ithin the U~SR. · 

\... CHEREPANOV Document 

One of the documents pro\'ided by CHEP.EP.\!\OV in ~ovenber 
l963*.was er1titled "Operational Conditicr:::; in the V.S.A. and 
t!.~ Activities of American Counterintelligence Organs Against 
Soviet Installations and Soviet Citizens in the U.S.A. in 
1957·58." Searly half of this document, si(;n.ed by' "A.S. 
FEKLISOV.~* ~as devoted to a discussion 0f the o~gnniza~ion 
and nethods cf F3I surveillance of Soviet officials stattoh~d 
in New York City and ~ashington. The iriformaticn (sources 
not indicated) covers radio co~~unicatic~s between fixed 
sur~eillance posts and ~obile surveillance posts. 

I The CBEREPANOV documents are reviewed at greater length, 
in Part VI.D.7.c. 

** F£KLISOV. under the alias FOP.UNt prev~ously_.served as KGB 
Legal Resident in Washington. 
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