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and students, a numher of whom were arrested by the UDRBR on
suspicion, On several occasions the UDB had felt it had
almost cnough evidence to enable the Yugoslas Government to
expel CHERFPANOV, but the evidence was nevor completely
satisfactory. .

Thus in 1954 GREGOVIC was assigned the task of con-
promising CHEREPANOV's wife, Irene, Approximately three
months after he met her, CREGOVIC personally.succeeded in
compromising Irene. He continued to handle her as &0 inwe
formant over a period of sbout a vear and a half, during
which time he also maintained their personal relationship
on a spasmodic basis. Irene’s information enabled the UDB
to discover that CHEREPANOV had estazblished a network of
informants among workers and students, mostly in Belgrade
and its vicirity. Subsequeat information established the
fact that he was also in clouse contact with trade uvnion
leaders and particularly with river port workers, a pumber
of whom were subscquently found to be anti-Yugoslav and pro-
Soviet in their outlook. Another Soviet, an ipntelligence
officer who had been recruited By the UDB, contirmed to
GREGOVIC that CHEREPANOV was a nenber of Soviet Intelligence.
The Soviet said also that CHERRPANOV had beer an intelligence
officer during the war and had at one stage been parachuted
behind the German lines on a special services operation
which resulted in the kidre2pping of a German general,

GREGOVIC described CHEREPANOV as "always smiling but

in fact an extremely cold and cruel individual." Although
he did not appear to be emotionally attaochzd to his wife,
~he was extremely jealous and watchful of her. He frequently
urged his wife to use her exceptional beauty and seductive
charm in cultivating Yugoslav cfficials in order to obtain
information. GRECOVIC also said that CHEREPANOV sas very
fond of hunting, which "appeared to give relief to his eX
cessively sadistic nature.”

CHEREPANOV was recalled to Moscow in mid-1856, according
to CREGOVIC,
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(i11) Reports by Americars

in October arnd Novamber 1963 s university librarian
from a midwest campus visited the (5SK on & book-buyicg
miséion tor his universit. M had rot nade aunv official
arrangenents to contact V‘/PK\I(% {In*ernatiornal Book
Agency, under the Soviet Winistiry of Foreign Zrade) in _—
advance of his trip, but called at i¢s office in the Hipistry ' ¢
of ¥Foreign Trade buildirg a2fter he arrived in Moscow. He ' -
explained his interest in obtaining second-hand books. R
in a few ninutes an Engiish-spesking Soviet was %eut to T
the lobby, and he idertified himself as Alcksandr Nikoe
layevich CHEREPANQOV., After discussing the 1ibrarinn‘s needs
with him, the pan agreed to coopeéerate with the American.
There were thrse more contacts with CHEREPANOV, all in the g
lobby of the same buildinrg, :

s

L b
L

T™ho last cortact was on 4 November, at which time
CHEREPANOV informed the librarvian that the book procurement:
listings, except for a few items, had been approved for
rclease, Then, speaking softly and quickly in Russian, he
passed the librzrian a thick envelope which le said coptained
information of ro value *o. the librarian but of much valee
to the. American Lebassy. He asked inat it be passed imi .
mediately tou "4r, Morton" who worksd on cuiiural affairs
in the Embassy, and, 1t Mr. Morton was not *ttere, to give
it to someons else whom the librarian might know or recog-
nize as trus<tworthy. CHERLPAMW further requested *hat the
librarian call him from outside the Embassy to 1l¢t hiz know
(by use o1 a cads word) ii the envelope had been delivered
‘successfully to thoe Embassy. He caustioned *he librarian
not to mentior hLis-~CHEREPANOV ‘sw.rame in *he Enbassy,
{(The envelope was d=tiveicd t> ~hs Erbassy according to
CHEREPANOV's instruciiozs, exc:pt that in the Embassy the e
librarian did mention CHERLPAMOV's zame as the Soviet who ;
had presented tna pa:kage.) Sibsequesntiy the librarian oo
called CHEREPANOV, as in-troectud, to confira she sale delivery
of the package.*
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The envelope fros CULREPANOV cortained a bundle of
documents, some typ:sd and sowe nandewritten. Upon examination
they appcarcd %o be classificd KGB file materials, Fearing
Soviet provocaticn, which could lead to a denuncistion of
the Embassy on the grounds of possessing classified Soviet
Government ducuments, % Embassy officials had the documenis
photographed and on the next day, 5 Novesmber, turned the
originals over to the Soviet Misistry of Foreign Affairs,

' #At the librarians's request, on 16 November the Embassy oo e
placed a phone call to 2 man who identified himself as = ° K
CHEREPANOV ia order to follow up on the §2,000 order for
books left by the librarian; an innocuous telephoneconver-
sation resulted. The individual who called himself CHERE-
PANOV said he had written to the librarian ths day before
(i.e., 15 November 1963) concerzing the matter., ' Tae librarian
jater confirmed that he had received such a letter from .
CHEREPANOV dated mid-November. o - e g .

**Such a provocation had actualiy been directed against
another U.S., Embassy in another Iron Curtain couﬂtry shortly
before these events took place. . _ -
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(iv) I:zformaticn fzom NOSEMAO

Eﬁ“p Noter " Al of the information wiich foliows was fure
n}shea Gy NOSEXNKO,

CHEPEDPANOV wis porn a.ou®t 1920 or 1821. [Duzing World
¥ar 11 he vas a KUfl offircer working with partisan groups
henird the lines. LZater he was ir Yugzoslavia for fcur or
five years, the da“ss not known. CHEELPANOV wasz probably
Deputy Chief of the¢ KJ% Iegal Residernoy in Belgrade.

While there, his wif-- tad az arfair wirth eitter an Epglishman
or an Americar, -

Wren CHEREPAYOV veturred 1o Mosrow, te had soxe (un=-
specificd) problew gotting a job, but finally zne Ki3D Second.
Chief Directovat: ook znim intd Zhe 1,38, Fisasscy Section of
the American Leparédsm-ns, workirg against the A7sicistrative
Section of trhe Emba~sy. He worked in th2 sam~ radm as V.4,
KUSKOV, and was respinsini s for tnres tavrgets: Fiskard
SNYDER, a counsular otficer: john MeVIOKRAR, a corsular of-
ficer;, ard Marion ALDAMOMIF, secrccary to the p=rsoanel of-
ficer. CHEREPANCV's wovk 85 4 case officer was rons, and

a5 it grew worss, *L. BB droi34d o retiTe fiv., Hetause

of his mervice 15 wWordsd War 11, 107 «wich he zeo<icid three
years' pension cr-diT for sach year of military servica, he
tad erough time t5 231+ ¢ridit 0 b eiigible for ratirement,
Also, he was just orer e xiramur age (40} 1or retirement
from the KIB,

Uron retiriZg 1a Joiv or Azgust 1961, CEEREPANOY got
& job with MEZHKMNCA,  Usrappy about ais enfarced retirement
and angry at tre K+, he vocaxs ev<n more aiscatisfied when
MEZHENICA turnsd do=3 nis sevaral ats=Epis to go avroad,

Ve

Prisr %o leaving “he K™B, HEREPANOV stai- draft copies
of documents L. had *i-dl~d iy tne 1.5, Embasss Section. In
one case, re copi-d tic corSacty o & r<port in Zis own hand-
writing, evidently Beipg usable to st-al the docuzarnt hine
sa2lf. All of the dic.reuts Lia haid stolen were intearndsd for
dsstruciion.

h

When ihiz U,S. Ermbassy ofiizisis sas ths CHEREPANOV
documerts, they were zivaid *2a* The documents were part of
a2 KGB provocatior, and ther said %o themselves: 'Hrat are
the Russians trying o do 1o us?” 7Tie Embassy officials
‘photograpred the docur-iits and or the next day returned
-them to the Minis'ry of For-igp Affairs., Whzap the Ameri-
cans gave the doaumenis to thz Ministry, the KIbH said: .
“What did the Ansricans give this back %0 us for? Maybe they
were afraid of provoca%tion, but mayhe arother thing--maybe
they are irying *o dexiroy the American Dapartzesnt, to cone
fuse them. And i%t 4id, 1% did.”

In Novemter 1963 Yu.l C'X came to visit NOIENKO and
brought news about "a catastrophe” in the KGB, GUK said he

had the story from B.F. MAKASHFY, a m:*ual frierd of GUK's - ...

- and- NOSENKO' s, * - —MAKASHEV »a1 bawn in -Forzign Minister-Andrey
GROMYKO's office whes the CHEREPANOY papers were brought
there, after their dslivery by Thomas FAIN of tke ©¥.S. Eme
bassy. MAKASHEY saw th~ rare of 0.%, GRIRANDOYV (lhief of

: the Second Chief Directoratz) on . some of the papers and saw
that one of them was & pilan for agent operations sgainst an

#NOSENKO said he firsr met VMAKASHEY in Cerevs in 1@62, when
both were there with the Disarwament Delegation; he subse=-
quently saw HAKASHEY cccasionally in Moscow.
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of all the peoéléwwﬁa had been work
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| cing in the Americ
during the time period covered by the papers, 1959 to 1960 or
1961,

The whole matter was held very tightiy in the XGB, and its
investigation went on for no rore than 20 or 25 days. Wnen the
KGB examined the documents., some were iound o be in CHEREPARLOV's
handwriting, but no documents were found which pertaired to “HERE-
PANOV's own case work, or that of cthe 1,8, Embassy Section where
he worked. (NOSENKO ales noted that the KG3 found no documnents
dated later than 19%j--rone for 1962 or :363--only 1959, 1350 ard
1961.) Trus theie were a numoer ol irdications pointing towards
CHEREPANOV, who had lett the sectiorn i1n :9£1. 7The KGB did not
dare alert him by putting full-time surveillarnce on him, but in-
stead mounted fixed surverllance posrs at his home and office.

In order to provoxe CHEREPANCY into some preczipitous action on
the basis of these susprzicus poinus, a former KGB colleague was
sent to visit him and, in the cour-e of conversation, to mention
the great disturbance in tha KGB berause scmeone had passed
stolen KGB documents to the Americans, CHERZPANOYV manifested no
reaccion to the news and was guite codl about the matter. The

.next day +“he fixed surveiilance post opserved him leaving his

house in the morning &t his usuval time, apparcently orn his way
to work, but the fixed survelrliance post at his office goon re-
ported thaz he had not arrived at work. Ee had “"simply dropped
out of sight.” '

An intensive search -all over the zity of Moscow” ansued

.tren spread throughout the sSoviet Urniorn. Borde: controls were

tightened, phorograepns of CHEREPANOV were sent out to Republic
and local KGB arnd militia offices, all means of transport were
covered. Reports began coming in from wvarious places that sone-
one who seemed to fit THEREPXNOV's description had been seen
acting suspiciously Lere and there. Reports which came into

KGB Headquarters from Jorkiy Oblast stronglv indicated the possi-
bility of CHEREPANCV's presence tnere, s0 NO3SENKO was dispatched
to the area to check the tepores.”*

NOSENKO wernt to Gorkiy on the fourth day after CHEREPANOV's
disappearance. The area was covered with very deep woods,
"where a person could lose himself for life.” ©On the severnth
day CHEREPANOV was located and arrested irn Baku, where he was
on his way to the Iranian border.

* When NOSENKO first told this story, at the first meeting in
Geneva in January 1964, he pulled from his pocket a document
which he said was his official KGB “temporary duty authoriza-
tion" to go to Gorkiy Oblast for the CHEREPANOV search. He
noted that he had brought it out 1illegaily, to show CIA. The

-~ document, authorizing the Gorkiy KGB office to extend cooper-

ation to NOSENKO, was valid from 15 to 30 December 1963.
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A special plane was immediately sent to Baku, cerrying
S.M. FEDOSEYEV and several other American Department officers.
They picked him up and headed immediately back to Mouscow,
interrogating CHEREPANOV on the plape. He immediately con-
fessed to having given the documerts to the Americans.
When asked why, he said he was "angry at the KCB, very
angry,"” and besides, he thought he might ask the Americans
for some money in réturn for the documents.  He confessed
that on 4 November he had passed the documents to an Ameriw
can tourist wio was 2 librariasn interested in Russian books.
He said he had given the documents to this American in the
entrance hallway in the building of the X%inistry of Foreign
Affairs, the building in which the Ministry of Foreign
Trade was also housed,

Because of the fact that CHERIFPANOV had eluded the KGB
between the two fixed surveillance posts which had been
established, the Seccond Chief Directorate suffered considers
able criticism for not puttirg CHEREPANOV under full, round~
the~clock surveillance., CHEREPANOV himself, however, told
the KGB that had he detected surveillance on himself he
would have written to the government and newspapers a lstter

of protest against "such an indignity, such persecution,"

and then would have committed suicide, leaving the XKGB
without proof,

CHEREPANOV was in prison when NOSENXO left the USSR -
(on 18 January 1964) and would be shot, but the affair would
not be publicized. In addition to his wife, CHEREPANOV
would leave a daughter as a survivor.
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gradunstion fiom the ilitary DLipleaatic Acazdemy tn 1959, and
ke becaze bitter znd resentful. After he had fi-aily oh-
taincd a job in the Ministry of Yoreipgr Trude, he tried to
gain Tevenge by pas;'ug ninjastry documents to 2. U.S8, Govern-
ment official visitiof thc Ministry. Boecause tn: U.S.
Governnent Lelieved this act tu have befn a Soviet provo-
calion, the documents were subseqguently returned to the
Soviot Government., CHEREPANOV was arrested, tris?. ard shot.
His widow, Irina, works in a hairvdressing suop at 15 Petrove
ka Strect in Moscow, wiich 18 patronized by wvives of Kremlin
oifiriaLS' he also left a dauzhter, about 13 vears old,
* % seid she could provide no further cetalls,

] f’.’Wuv ‘

In the course of a CIA interview vithﬂ@iﬁﬁi& fg.
in PREEELE 1966, she <2scribed the Sovict Union as beang
“like a cage, like prisun, where pecople sometimes run avay,
but they {the auincrities| uve a%le to *rzck tnem anywnere."
She giated that she knew for a2 fact that a perron was shot
in Woscow, CHEREPANOV, who worked in the same Hiiftdrye
Diplomatic) Acadimy as her husband., During ihe war (GERE.
PANQV was an officer Ir intelligence, and was o "godd, brave
and rescurceful soldicr. Then ho cane to the &

SCUaCE

tvadenmy, where
he was unhappy. lie »asn't a good voveer there ﬂunsidrriag

it a personnl slight to asve been sent ihore n-t 811 nis

background," lie hecane so bitter that ne gave Qrélut~f .
docunents to the Americans about 1963 or ]Juiu,ﬁf”; heAi_
¢ans, however, thought thet the documents were &40%.s 80

they geve them to the Soviets. In two days CH REF ANOV
was arrested and in two menths he was shot. JSaElEI

said tlhat she Bnew thils rnan personally, and his wife as

well, though only slightiy. ier hushand. Lovever, was s

friend of CHEREPANOVY's, =2nd being “'very loyal," ite weat to

sce his widow, although he had only met her once. (She was

unable to recall from whom ner husbend had learnzd of CHFRE-

PANOV's death.) CHERELANOY's wife told BEIUEsEiniiaans mrlsts Paautiigens ks

that CHEREPANOV bhad "1‘( :ally meant to do what he did; he - 3purcet!s husbamd

really had taken Eilg .15.2%p¥ﬁ~ quoted CHEREPANGYA as

sayirg: "I rerembar huw ho ook these papers out of the

house. Then he returned and took something from the cabinet

or something., And I asked nin, 'Yhat is that?' H- said,

it is somctbinq unimportent .0 And two days later he was

arrested. g,ikﬂgf"ﬁﬁﬁggyﬁg\ouvrntsd that CHEREPANOY had not

known the A&LzJ\‘“§$Lz) woll when he gave him the papors,
but he was & foreigner, o friend. Vihen asked 1§ CHERE-
PANOV w2s a GRU officer, (T%“:?gﬁaﬁggﬁﬁKsaid she tnought he
was B KGB officer, but was ,ot certain of this, llowaver,
the docvnents were "very important ones, important enough

ﬁhat he was shot.”
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Installations and Soviet Citizens in the U.S5.A. in
1957-1958."+ The report bears the signature of
Colonel A. FEKLISOV,** whose title is given as "Chief,
First { American| Department, First Chief Directorate,
Committee for Statc Scecurity under the Courncal of )
Hinisters USSK." Attached tu this docunmcnt is a sheet
of 16 signatures, with dates after all bur four, indi--
cating that these individuals had read the report
(CHEREPANOV's. is included). At the bottom cf this
sheet is indicated the 7act that the report was typed
in two coples, copy number one, which this copy is,
addressed tou the Second Chief Directorate, and copy
number two adurcssed to a file, No. 1976, volume 3.

The rest of the documents pertain entireiy to KGB
cuoverage of the U.S. Embassy and American diplomats in
Yoscow for a period of over two ycars: The earlisst is
dated August 1958 and the latest 135 October 1260, lMost
of them were prepared by or for cne senior case officer
of the U.S, Embassy Secction, First Departzerns, SCD,
¥ajor V., KUSKOV,#=#=#

Two reports are on, Americans who had alrzady left
the Soviet Union; in addition to suz.iarizirg the infor-
mation collected on them wnile thev were in Moscow, these
reports indicate the processing required for the file's
contents prior to retirement to KGB Archives., fThe sub-
jects of these reports are Edward L, KILLHAYM, Sscond
Secretary from July 1957 to July 13859 (document dated
October 1860) and Wallace L., LITTELL, Attaci: from June
1956 to July 1958 (document dated October 1980).

~ There are four operational plans for ag-- work
against Amcorican diplomats stationed in Moscow at the
time the nlans were prepared: Richard HARMSTONE, Sccond
Secretary {(document of August 1958; Lewis w. BOWDEN,
Second Sceretary (document of Febiuary 19¢0C); James A,
RAMSEY, Second Secretary (document of February 1960);
and Gecrge WINTERS, Attache (no date) . *td%x

*One paragrapn of the document refers to American surveilw
lance of Soviets in New York City, and tne nex% paragraph
begins: "The intensity of surveilliance was uneven. From

. November 1957 to April 1958 a decrease was noticed in the num-

ber of surveillance teams assigned to work directly against
Soviet employees. This did not mean, however, tnat the Ameri-

. can surveillance service reduced its surveillance of Soviet
" employees as a whole."™ The dates cited here approximats the

period, from late November 1957 to mid-March 1958, when the
FBI was conducting surveillance of two Illiegals in Nz2w York
City as an outgrowth of an operational lead from CIA source’
POPOV (see Part VI.D.7.a.). Information from MNOSENKOC rela-
ting to FBl surveillance is discussed in Part VI.F.

#3FEKLISOV is -the true name of. the former KGB Legal Resident .
who servéd in Washington, D.C., under the alias "FOMIN."

*%%NOSENKO identified V.A; KUSKOV aé,an officer in the Second
Section, American Department, XKCB Second Chief Directoratc,
and said that CHEREPANOV worked in the same room with KUSKOV.

“%#2¥or a further discussion of the role of Gebrge WINTERS in
the POPOV case, see Part VI.D.7.a. '
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Arothcr document is typcd on & preprinted letter-
head form entitled “Agent Report';. the form has all of
the XGB organizational titles printed on it, with blank
space left to be filled in for the date, the numbcr of
the scction, departiment, ‘and director~'# the nare of
the agent souice and that‘af the case offizer whu re-
ceived it, This particular report is tnat of ths agent
YLILIANA,” concerning her contacts with WINTERS petween
3 and G March 1959, The report describes how she made
his acquaintance and what transpired a: each of her
mectings with him thercafter. Followirg her report is
a brief statemernt of future plans for the use of this
agent against WINTERS, A notation appears on the first
page that the report was translated from Sparish, al-
though the name of the trapslator is not given, {This
seems to suggest that the agent wrote her owvn account
of her activities, as sne is ldentified in the report
as having recently repatriazted to the Soviet Union from
Argentina.) The typing date appears as 14 ipril 1939,
and the signature line was prepared for Major KOVSHUK,
“Deputy Chief, First [ American!| Depart-ent” of thz KB
Second Chief Directorate.* KOVSHUK's rame also apprears
ag the case officer who received the raport from the

agent.

One handwritten document, entitled "Corclusions on
the Matter of Operational Development LANCELLE,"** ig
on a kind of paper different from that used for any of
the othor doaunments; it is lined and columped, and the
headings at the top of the columns (e.g., rumber and
date of document, to whom addressed or from whom sent)
suggzest that the paper is a record shect or log of cor=
respondence. It beuars the date of October 1960, zut is
not sigrned, nor doss any designation of section, depart-
ment, or directorate appear. The docunent is a summary
of LANGELLE's activities in the Sovict Union, primarily
details of his activity as ap intelligesnce officer for
CIA. One facet of LANGELLE's operatioral ac*tivity is
described in some detail, as follows: “"On tme 28tn of
May 1958 L. loaded a dend drop at ‘Lenin Hitls., He at-
tempted to give the visit to Lenin Hills for the pure
posgs indicated above the outward appezrancs ¢f ap inno-
cent ocutdoor recreation trip with children. Incidentally,
prior to loading the dead drop L. had previously cased
the travel pattern of his surveillance, the situation at
Lenin Hills, and had visited that area with his wife.

*As a consequence, it was established that this
dead drop belonged to a person recently arrested by the
Directorate of the KCB under the Council of Ministers

*NOSENKO identified V.M, KOVSHUK in this position around
this time,

**For & further discussion of the role of Rassell LANCELLE
in the POPOV case, see Part VI.D.7.a. . .- o -
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of the USSR lor i{he Clity of Moscow, REPNIKOV, who had
been recruited by American intelligence.... ¢ His o
meetings with POPOV in YMoscow are set out accurately,
with dates. WINTERS' mailing of a letter to POPOV .
mentioned, but in contrast to cxact dates usad thr,.bh-
out the paper for other 2vents cited, the datve of
WINTERS' mailing is givep only as "Jauuar) 1959.,"

There is a handwritten document comprised of names
and addresses of Soviei citizens, headed with a state-
ment that these are auvttors of letters addressed to the
U.S. Embassy in Yoscow, but intercepted by the KCGB.
Where dates of the letters are given, they are for Octo-
ber 1960, 1In a fcw cases the contents of tha letters
are characterized (e.g., "request for financial aide-
5,000 rubles,' "complaints about inability to live on
persion”). Under two of the names a noe appears,
which looks a= tihough it bad been added at 2 different
time or with ~» different pen, but in idenZical hand=-
writing; the wote says "letter enclosed." “Thase two
letters werc ¢nclosed in the package of docurmerts.

The two documents described abovee~-th: LANCEILE
"Conclusions® and the list of Soviets who wro<e 19 the
U.5. Embassy--appear to have been written by the sane
pexrson.  Althougnh the sanmple on the docurernt dascribed
next is only a sigrature, it may well be the same hand,
The name is CHEREPANOV's. This docuxent, tha only docu-
ment having for its subject a Sovict citizep, is a type-
written summary of derogatory information on & Soviet
youth who began to lead .3 dissnlute life in 1957,
beconing a black market speculaior and a homosexual.

As a consequence he was expelled from the Komsomdl and
fyom the Institute at which he had been studying. He
nopetheless continucd his eriminal sctivities, i=zcluding
contacts with foreigners for purposss of flezing the
USSR, despite warnings by the militia and the K2, and
he had two Joug mecetings with Attache Rickard SNYDER,
"Consul of the American Embassy,’ to discuss his wish to
go to Anmerica. The document, dated February 1860, is
signed by Lt. Col. A, CHEREPANOV, "Senior Case Officer
[no section indicated], First Department,” of the Second
Chief Directorate., (Presumably the document is relevant
to the American Department because of the contact with
an American diplomat.)

#0n 24 May 1958 LANGELLE visited the area of ths dead drop
site referred to herein with his wife to case and photograrh
the site area. The site had been described to him as a
certain section of a wooden staircase in the park area.

¥hen his report was received at CIA Headguarters it was
obvious that because of inadequate information, he had
cased the wrong staircase, so he was told to go back as

soon as possible and repeat the casing for the other stair-

case. He did this on 28 May 1958, bringing his children

for cover. He did not put a drop down at this or any other
time. A legal travel agent actually put the drop down on
7 June 1858. This drop was not intended for the agent re-

- ferred to in the CHEREPANOV document, REPNIKOV, who in fact

was not even a recruited agent at the time, although efforts
were beling made--unsuccessiully--during this tim> ¢to recruit
bhim, At no time was any dead drop put down for REPNIKOV,
Dor were any ever planned for him. .
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The remaining papers are handwrittesz drafts of
reports pertaining 1o various of the Americans named
above, some incofiplete, and extensive rough notas which
appear to be extracts from surveillance reports, 708t
of them on WINITERS, All these potes are in *ths same
handwriting, which appcars to be that of K.3KOV.

*
1

{x) NOSENKO's Commerts on the CHEREPANGY Paners

On 3 February 1964 NO3ENKO was shown all the CHEREPANOV
papers with the exception of the FEKLISOV repert on opera- . D
tional conditions irn the United States. Just b=fore thev :
were given to him to read, NOSEXKO was asked if he had been
shown the pepers before he left Moscow; e replisd that he
had not. MNe said he knew that the documents portaiped to
BOWDEN, RAMSEY, HARMSTONE, WINTERS, and LAXCELIE, but he
had not read them. Asked who in the Second Chict LCivectorate
knew exactly which docunents were involvied, NOSENKO named
S. 4. FEDQ%EYEV, Chief of the Anmerican Department at *the tine;
GRIBANOV, Chief of the Second Chief Directorats; asd G.1,
GRYAZNOV, Chief - of the U,S. Embassy Section. vse three
officers, he said, had possession of the dO(U"iL.ﬁ aft=r H
they were returncd by 1D to the KCB, : :

edrnninn +
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. NOSEXKO then procecded to exanine and rcad aloud ths { :
contents of the docurmsnts, making occasional cxplanatory ; !
copnments as he went aiong. He identified the randwriting ;
of CHEREPANOV himself, as well as that of XUSKOV, KOVSHUK, and

BELOGLAZOV, Concerrning the substance of the documents, NO= )
“SENKO made very few comments. [n discussing tue operational i 3
plan for work against WINTERS, NUSEWKC noted that this dociue :
..-eat, which was a handwritten draft, had been sigoed by !
KOVSHUK, Chief of the U.S. Embassy Section; MSENKO then said:
“He should not have signed this, I do net know why he signed
it., He should rot have signed 1it."” Asked whv aot, ha said:
“Because it 1s a drait. He should have sigr-d the typ:d
copy. Anrd why he signed the rough draft I do not Know..."

caa

Lot Therh B

As he studied the agent report which KOVSHLY reczived
from source "LILIANA,” concerning WINTERS, NOSEAMNKO commented
on KOVSHUK's failure to fill in the line which is intended
~to identify the safe apartment or operatiosnal apartment
where the repori{ was received. "It is obligatory to indi=-
cate the place, in the second lipe,™ he added, ‘It is
obligatory to write in the number of the persoral rile [this . ;

did appear in the document] and where the contact took place.” ; o

FS N

Vike

Reading aloud the agent plan for BOWDEN, described
therein as the FBI man in the Embassy, NOSENKO came to the . .
section which states: "Ironically one day as though by . _ N . R
chance he [BOWDEN] blurted ocut to our agent 'SHMELOVA' :

'ARTUR*s* affiliation with American Intelligence.'" He was
interrupted to be asked who '"SHMEDPOVA" was: NOSENKO =zaid:

"“Cleaning woman undoubtedly. Ag affiliation of 'ARTUR'® with
American Intelligence.” He was then asked: "“¥hat connec- - .
tion did ‘ARTUR' have with American Intelligence?" To this

- i
RPN PPN
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- o #"ARTUR" was the KGB cryptonym for NOSENKO's agent Arsene
" FRIPPEL; see Part V.D.5.

-
3
A
e

L T
A

RN

et BN




NOSENXO replied: *“That I cannot say." The CIA case officer
remarked: “Why, you should know, you're his case officer.,.”
NOSENKD ignored this comment and continued to 1ead the docu-~
ment aloud. A little further on in the docux ent reference

is made to usc of future agents to report on BOWDEN; again
"ARTUR" is ment.oned, and NOSENKO identified ninm this time

as FRIPPEL. Then he szid: I asked FRIPPEL, and he said

'But 1 know ncthing.' ‘How is it you do not, when he is

the counterintelligence man in your Embassy? He interrogates
you.!*® And he answered: ‘But no, he is a gbod man, "

In reading 2 draft report which appears to nave been
an attempt to summarize the XGB information on WINTERS, XO-
SENKO read out the sentence: "During his stay in the UbaR
WINTERS sent eight espionage letters,* and loaded a drop
in connection with a gare the KGn plaved with American Intel-
ligence " He was asked
_but he said he did not,

ROSENKD retorted: “But at that time I would not have run him
down. He did not know that he had Metka on hin.*¥ Prior to
the year 19u2 did you know about McEKE? No, I doa't believe
you did., At this, he was asked:” "Oh, you mean those eight
letters were detected from Metka? NOSENKO said: "Of course.”
The case officer asked: "NoT from surveillance?" XOSLNKO
said: "No. Beyond the fact that he could be seen mailing
them, the rest Metka gives....Well, that letter which was
mailed by WINTENS T0 FOPOV was without Metka. That which was
for POPOV definitely was without :tka.” Buf the other
.letters, that was not so. I would n6T blame him. How would
he ¥now? He put them in his pocket-—tuat s all,” NOSENKO
added that tue letter which was sent to POPOV was one of the
eigot letters to which the document refers.

XOSENKO then revie wed the document concerning Richard
HARMSTONE.*#*% Jle repcated his earlier statement that HARM-
STONE had been compromised and had been approached by the KGB,
that he turned down the recruitment offer, but that he did
not report the approach to the V.S, Embassy. He was asked
how the KGB knew that he had not reported the approach, to
which NOSENKO renlied: "He was monitored and we would have
heard by audio if anything about this matter had been re-
ported.. ..Undoubtedly if he reported it something would have
been heard from the Minister Counsellor's materials as to
what this might be., Arnd they would dictate a message about
this,"*** Later NOSENKO was asked who tried to recruit HARMSTONE.

*#The first source of information on KGB use of ﬁetka, the
KGB code name for thief powder or detecting powder, was
NOSEXKO, in June 1962. )

#x%Sce Section VI.D 3.e. for a discussion of the HARHSTONE case.

****HARHSTOVE did report the KGB approach, nnd thu Minister
Counsellor s office was the site of a discussion of the case.
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He answered: "1 do not know; -that was prior to my couming
into the department.  This was in the year 19338 or 1959.
I don't know who was the case officer who spoke to HARY.
STONE. " “CSENKD was asked: "Is he still in the LDepartment?”
He replied: "I don't think he is. 1 don't think he is
concerced wzth it any more.'#

KNOSENKO rcad the document whzch set forth h*ghlights
of LANGELLE's operational activities in Moscow, chiefly
devoted to the POPOV casc, but also including information
{(inaccurate in detail) concerning a dead drop site in Lenin
Hills.** As bhe read this section he commented:  "Incidentally,
they [ the KGB] found the dead drop and contents by accident.
Little children, children.” Asked if rc kpew anything about
this incident of Lenin Hills, he answered, "Kids. Russian
children found it by accidert, For after LANGELLE hed left
the area, surveillance checked over the area, but they found
nothing....” Reading rurther he cume to the statement that
it was later establisiied that the dead drop was intended
for the rerson alreadv arrested by the KCB, REPNIKOV. To
this he added that REPNIKOV was known as Stanisiav "Slava®
REPNIKOV, who nad been recruited by some tourist; these de-
tails were not included in the CHEREPANOY document. He was
asked if REPNIKGY had been arrested and was thereafter
working under XKGB control, but he said this was not the case.
He expleined that he had been arrested, and the KGB there-
after "roughed ihim up once in a while" because he was of the
category of Soviets who were known to 2ssociate with foreigners.
He did not know what American tourist had recruited REPNIKOV,:
but he was aware of the fact that REPNIKOV had not been
arrested until after the tourist had left tne USSR, #*=

¥hen he was reviewing the summary of information on
LITTELL, who had left the USSR before the suamary was pre-
pared, XNCSENKC was asked if he knew anything about one of
the Soviets named as a one-time contact of LITIEL's, B.P.
VORONTSOV, The document, a rough draft with corroections,
contained a statement that a moeting between LITTEL and

*KOVSHUK was identified by HARMSTONE as the KGB officer who
made the approach.

*%See the foregoing section on the contents of the CHEREw
PANOV package for details on the ipaccuracies included in
this document.

*#*REPNIKOV had been reported as a dissident Soviet youth
as early as 1955, and in 1957 he told one of his American

"contacts that he had once been arrested and served time in

a Soviet prison at some time for one of his attempts to
escape illegally from the USSK. He was arrested &gain there-
after for & second plan for escape, and he was given psycho-
logical treatment as a result. REPNIKOV was in contact with
2 number of Americans and other Western travellers .again io
i958 and 1959, In September 1959 z2nother Soviet, a friend

of his, told an American tourist that REPNIKOV had been S
arrested after receiving a letter from an Americap- which
thanked him for his interest in being an agent and gave him-
directions for future contacts. In tke summer of 1960 there._
was a long article in Komsomolskaya Pravda sbout tlie arrest
of REPNIKOV and g friend of His on cﬁhrges of bexng agents of

"CIA., ©Neither was, . *
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VORONTSOV took place on the strect, and they went to a
restaurant together. It further said that VORONTSGY was
continuously in contact with foreign tourists. These two
iines are crossed out in the draft, and in their place is
~written:  “The Second {Counterintelligerce and Securlt),
Department of the UKGB for the city of Moscow is fully
oriented concerning -him.' NOSENKO was told that VORONTSOV
most recently worked for Inturist-at the Hotel Metropol in
Yoscow, and that he had had a nimber of meetings with
American students and with tourists. NOSENKO commented:
"This is agent work. He is an agent.' ‘He was asked, "But
to you nothing is known?" NOSENKO said, "Absolutely nothing.'=

NOSENKC went over the rest of the CHEREPANOV documents
rapidly, for the most part simply reading them aloud, with
side remarks on topics unrelated to the dovoments or the
Americans discusscd therein,

St A i b e e e 1
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_*In the summer of 1963, VORONTSOV had contacted two different
groups of young Americans and told them of his plans for es-
cape from the Soviet Union. He also told them he had informaw- i o §

oL tion about KGD agents through his Inturist employment, and ; ) R ‘Uﬂmﬁﬁ

o that the American authorities should be told of him and his‘ = ' oo S
} plans; he passed on an elaborate code system which.was to be
used to get in touch with him to assist him in his escape -
plans. He was so open in his contacts, unrealistic in his

plans, and insecure in his conversations with the young_ Ameri-
cans {(none of whom had any intelligence connect1ons) that : :
: when they reported to American embassies in the ¥est, VOROKRT-. L

P SOV was immediately assumed by U.S. authorities to be either
'} v a ¢lumsy provocateur or a rfanciful, immature youth.. Nothing
£

1o bkt 2ok o

further was heard from VORONTSOV. There had been no previous
record of him in CIA files; the CHEREPANOV document was the
only confirmation of his other contdcts with foreigners.
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Rerort on KAZAN-KOMARLK

(i} Introducticn

Pt e e
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{131} Statement bv NOSINKQ

The FBI

report of its 26 Febrywary 130! intervicw of NOSENK
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‘ {iii} Statement bv

The FBI reported the following on its interview of 3§§§§§? :
“regarding KAZAN-NOMAREK: 5 ' : ;
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€. Alfred SLUISINGER: Suspecied Source of the FB

(i} Introduction

, NOSENKG first veported on Alfred Lazarevich SLESINGIR {also.
spelied SLEZINGER) o 8 July 1¢od when he 24 id (hat za Anerican
of this last name, owncr of a photopraphic shup in lew York City,
wis suspected by the XKGB of having Conncctions with the FBI,
Consequently, NUSENKC said, when ZLESTNGLZ traveiled to Moscow
the KGB Touris? Depdrtment arranged to place bim in contact with
zn agent of the departsent, znd while SLESINGER was in'Odessa

the Tourist Department instructed the kG2 orzznizaticn in that
city to have him "surrounded” with agents..

wEpST e . Shiud 28 g (e
Chaving been questioned by Scig
satiom: with the FB1, first during o 190l w1p
gain while visiting theve an Is

o tddessa an

o this subh-

PR
Details from NOSENKC .
cject are preaented below.

(ii) XNOSENKO's 1aformation

SLESINGER was under suspicicn by the YGB First Chief Divec-
terate, accerding tu NTUENKY, because of Ly bLusiness transactions
with a nunber of Soviets who canmc to his store anid in whon he
seemed to display mere than normal interest.  The First Chief
Birectorate was cf the opiniten that SLESINGIR was irying to be-
ceme closely acquainted with some Soviets and wes trying toc study
them. Upon learning of hLils {fortheoming tr:; to the USSR,® the
‘XGB suspected that "he might make some centaots or do sometning
interesting.”** The XGR, NOSENK? said, wantcd to study SLESINGER
as being a possible agent or operational cestiuct of the FBI,

The XG3 had a file on SLESINGER, ‘and responsible for this
case was Yu.M. DVORKIN, a senicr case officer in the American
Scction of the Tourist Department, of the Tourist De-
partment (nzme not give by NOSENIOQ : stk G
S RIS was director of a photographic shkop In Moscow,
and on KG3 imstructions he became friendly with SLESINGER during -
the latter's trip to Moscow; NOSENKD thought that the two ke
later exchanged correspendence. SLESINGER went to Odessa,
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statec on 12 June that the KGb had Leen successius in citectlng
clandestine entry into foreign ermbassies in Moscow and had, ia
fact, been able tc get into all of thom with the éxception of
those of the United States and Great Britain., NOSENKO was then
asked whether the XGB had also been able tc enter the West German
Embassy. le replicd "The situation is worse with the Germans,
It is worse. 1lt's a different matier with the Cermans., They
are beirg listened to. XKOLL, the Ambhassador,? is a very intel-
ligent and skilled analyst, and he provides a great deal of solid
inforzation... KROLL dictates evervthing and even his own menor-
anda. The memuranda he dictates are very interesting, very
interesting memorada. Tthat is, the information we receive from

.the wicrophones is very solid information, very sclid informaticn,

because he knows everythirg. He knows what ADENAUER will thirk
ahead of time. A very intelligent. nan and an excellent, excel- .
lent analyst. His aralysis is tremendous. Also, [U.S. Anmbassador]
THOMPSON visits and talks with him, and we krow that THOMPSON was

there and what tock place. Valuablie information. le is very

talented, this KROLL." -

¥ Hans Anton RxOLl became West German Ambassador to Moscoh in-

1953. From 1953 to 1955 he had been Ambassador to Yugoslavia,
and from 1955 to 1958, Ambassador to Japan. His only previous
Soviet tour was during 1923-1925, when he was the German Vice-
Consul in Odessa. In March 1962, KROLL received a consider-
able amournt of publicity in the Western press when, accordxng
to the New York Times (2 March) there was "an. -outcry in the
West German press all week over reports *n Die Welt and Bild,
‘Hamburg newspapers with the saze ownership, p, that Dr. K

had recommended major concessions to the Communists for a
Gernan-Soviet settlement.” As a result, ADENAUER publicly.
recalled XROLL to Bonn for consultations. He had been under
fire for similar reasons the previous November and was re-
cal%ed then, too. He left Moscow permanently at the end of
1962. :
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Embassy Sectlon Amer1c¢n Departm:nt, Seccnd thief Ditec-
torate. During these visits she . would open her bag and
Source could see the large documents which were destined
for the Chicf of the Third Depariment. The cover letter
read: ‘List number . To (Caief of the Third Depart-
5 ment). Translated from Cerman by .' - Source
. often joked with Tatyana and in this vicw wouTd conplain to
- her that she always brought very thin documents for the
> American Department but very thick documents for the Third
. Department. On several occasions Tatyana would be late
; delivering material to Source's section, and she would state
' that the typists in the Operational recbnzcal I'irectorate
4 were busy doing sometb1ng for the Third Department. On the
! basis of his experience Source knew that something important
must have been received from the microphones concealed in
the German Ambassador's office.

.\'

U ——

*All of the intercepted material obtained by the Opera-
tion2l Technical Directorate was sent first to the Informa-
tioral Group of the Second Chief Directorate. This group
decided which information should be seen by the Central Com-
mittee. According tu Source, a large amount of this mater-
ial was conJ1de1Lu very significant at the timec and was sent

o - to tae CPSU Central Committee over the signature of the
A Chairman of tue KGB.

"Source never read any of the above material. Source
does not know if the microphones are still in place and
still cperational,

"Source does not know if the KGB was able to break : 5
‘the German codes.” :
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:ui% At his second nmeeting w1tr Ll:ﬁ

'ever) day. On this@)

- Cryptologic Successes Against the U.S. Enbassy
B ”

.Introduction

X
g%t June 1962, NOSENKO
ressed fear that the U.S. bag%ggﬁn Moscow might be advised
L& his contact with CIA. Trx lg- be a fatal mcve, he said,
‘Sthce’ the 'KGB was reading 11} ?Late Ddepartment endciphered cable
t¥affic between Moscow awd‘hash;ngton. NOSENKC expiained that
h’ knew this because, as ﬁ;gpaior officer in thg U,S. Enbassy
ction of the ﬂner4;an,pk§zrtmcnt he saw tnigégjp}ered cables
e*$3%#is and also bx¥¥ﬂ4qﬁq his personal
afd direct respoq%f&axxty for the section's optrations against
Ankrican code cl¢ ¥s) OSL\!J assured higgéwd handlers on sev-
eral occasions that the K(OB could notP ands-hedb.never been able to
read traffic enciphered the U.S. Armed Forces (attache)
cryptographic systeﬂ B

Meeting th)m@ thc next day, HOSENKO tempered his earlier
statcment about K% 1%;?pt010g12’5u»c€5585. He *e;o ted that

Yonly certain' of State Department ciphers were being read

by the KGB, and thaglihe personally saw the decxph“'ed plain text
only cn rare occasidps. This information was further qualified
during the interrogitions of February 1965 when LOSENKO said that
State Departnent enciphered traffic was broken 'very, very sel-
dom®™ during the 1960-1961 period and that "we {the U.S. Embassy
Section] never saw these documents.' NOSENKO has npot changed his
original statement that the XKGB has never been able to break

the military codes.

NOSENKO has stressced that he has no aptitude for technical
matters and had no interest in or access to information on spe-
cific techniques used by KGB cryptologists te break the American
codes. He suggested in general terms, however, that KGB suc-
cesses in this field were madc possible in part by information
obtained from American cryptographic personnel who defected and
were recruited in the late 1940's and the 1953's, in part by
information from the microphone installations in the twe milki-
tary code rooms and certain U.S. Embassy ofrfices. NOSENKO has
not specified how tinis information was used or which of these two
categories of socurces was of greater value, although he did re-
port that the loss of KGB ability to read the State Department
codes coincided with and was largely a result of the installation
of an acoustically secure enclosure for cryptographic operations,
{The date was late 1961 or early 1962, according to NOSENXKO, but
actually late 1962, according to U.S. authorities.) At the
same time, NOSENKO indicated, the microphone in the militarvy code

hich was probably effective until late 1960,
was of little use.

There is a degree of correlation between NOSENKO's informa-

~tion on KGB cryptologic successes and that earlier.reported by

¥ Tt was for this reason that his own and the section's “number-
one mission" in 1960 and 1961 was to recruit a mxlztary code
clerk, but this had not been accomplished; see Part V.E.3.c.
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" GOLITSYN. GOLITSYN told CIA that “"three or four =essages of

State Department cipher traffic were broken sometime in the 5?
period 1945 to 1950; past traffic could be read on this basis. &
1 Lhave not seen the evidence, but they read the telegranms of 3 -
the Foreign Service in Moscow in 1960,and evidently later.” 3 ¥
~ GOLITSYN then went on to say: "I am*sure they had as an agent o 3,
a code clerk of the Foreign Service.” NOSENKO's statements con-
tradict GOLITSYN.® . 3
i “The following sections summarize NOSENKO's irnformation re- f 5?
garding KGB cryptologic efforts, methods, and successes and, oo d
: since they have a bearing on his report, provide excerpts from P é
- NSA and USIB damage reports on the KGB microphcnes found in the | : ED
U.S. Embassy in 1964. : - : i
A ; i
;
) i
§ i
; i
i A
E :
i ‘
{
: ;
i
H
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¥ See Part V.E.3.c. C :
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Information from NCSENKO

Fron his personal experience, NOSENKO said in 1962, he knew
that the KCB Eighth Directorate had broken the enciphered mes-
sages of the U.S, Embassy in Mcscow but not those of the military
elements there. At the end of 1561 or the beginning of 1%62,
however, the KGB cryprologic success ended, accoraing to NOSENKO
in 1964. He has furnished some details on the typzss of Embassy
enciphered traffic Yeing read in clear text and zn the way in
‘which the clear text was treated within the KGB Sccond Chief
Directorate; in addition, NOSENKO has indicated that the XGB used ) S
microphones in the Embassy and exploited human sources to further v f§
its cryptologic work. These points are reviewed separately below,

(i)- Breaking U.S. Ciphers

The first reference by NISENKO to KGB cryptolegic successes
against U.S. Government enciphered traffic was made at his sec-
ond meeting with CIA on 11 June 1962, At that tine he raised the
subject in connection with his perscnal security ncw that he was
in ccatact with CIA. He said: "If possible, handle things in
such a way that only a small group knows. Listen, I don't trust
your records because there are people even there. I will tell
you something more. ¥e are reading certain of your codes. There-
fore | don't trust this business and, therefore, ! ask... It is :
better to list me somewhere in your records as an intelligence . -

.officer who you have under development. But don't indicate my
rank anywhere.* Listen, here is what 1 fear--I cven had the idea : i
of going home and putting a bullet through my head and ending it
all. Because [ don't trust you. T don't trust your methods and
I don't believe that ycu can keep a secret 'secret.’ I am afrvaid
that somrthing will go wrong.

.
4
i
3
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"lListen, we are reading your ciphers. We are even reading
your ciphers. Certain of your ciphers are being read. We are
reading [them] at the present time. [ am afraid to tell you this..

. Why? You will change them and they will guess at once why taeére
has been a change aiter everything had been going smoothly for
so many years. You must give some.thought--Let them read [the
codes]. Nething has happened, America has not disappeared.
America 1s just as strong as it always has been.
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"We are rveading ail tihe State Department ciphers. Under-
stand, [we are reading] all the State Department {ciphers], but
not the military {[ciphers]. This is the situation: Ve are read-
ing all the State Department ciphers. ([Several words unintelli-
ﬁib}e, as NOSENKO is whispering.] What THOMPSON has said, what

is present Counsellor, McSWEENEY, [has said]. All this is being
read, i.e., these ciphers are being read, but the military
[ciphers] are not. The military are not. [I know this because]
I worked in this businsss, against the American Embassy... I
was a deputy section chief. I know everything and I am telling
you everything. And my main work was with a code clerk...%®

Py
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¥ Tater in this meeting, NOSENKO said he was a major; for a
further discussion of NOSENKO's rank, $ee Part V.G.1. '

%% James STORSBERG, see Part V.E.3.c.(ii).
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T can even tell you that we tried to get him there, but it didn’t
work out... '

"So, we are reading all the State Department ciphers. But
if you change something right now, they will underszand at once
that it could have come only from me.., All ciphers that go from
Moscow tc Washington are being read, but not the military [ciphers],
the State Depariment ones. Because we still arc unable to under-
stand the military ciphers, but the State Department c¢iphers are
being read. But, if you wish to protect me, you must--1 don't
know what to dc--let them be read. Listen, I saw them every day,
every day, i.e., the ciphers, all enciphered State Department
cables which went from the Embassy. We had them all, down to
the last one. I saw them every day..."

iluring thne third mecting, on 12 June 1662, NOSENXO revised
his statements =made the day before., He now said that only cer-
tain of the State Depariment codes had been broken, and that he
had only rarelv seen the clear text of deciphered cables. NOSENKD
repeated that military cipher systems had not been broken. His
statenments were a§ follows: "[We are reading] not all, not all,
of course. Sore are being rvead... All things which are sent in
cipher are, of course, intercepted, but not all are being read.
It is impossible to read them, It is necessary to know the
ciphers to read them. @well, let's suppose that we send [enciplered
cables] from tihe United States. You pick all of them up, but yo:
cannot read them. 1It's the same with us., Everything that leaves
the Embassy, everything like a teletype machine, all this is rnoted,
everything, no matter how it is transmitted. But everything is
not read... The State Department ciphers are being read, not
all, bur they are being read... I mcan that what the military
sends we are not able... but we can read some of what your diplo-
mats send. Not we [the KGB Second Chief Directorate] but the
[KGB] Eighth Directorate. They are reading some things."

Asked whether the KGB was reading all the State Department's
enciphered traffic or only a small part of it, NOSENKO replied:
"Not all. We arc not reading all the State Department [traffic].”
Hle also said, contrary to his statement of 11 July 13902 that he
saw the deciphered traffic "every day,' these documents reached
hi? "very seldom™--at the most "ten or twelve times™ during 1960
and 196i1. :

Following his defection, NOSENKO reported that he had learned
in discussions with G.I. GRYAZNOV of the American Department,
KGB Second Chief Nirectorate, during 1962 and 1963 that the KGB
could no longer break State Department enciphered traffic by the-

‘end of 1961 or the beginning of 1962.* (Earlier, on 24 January

1964, NCSENKO said that he knew "definitely" that the KGB Eighth

"Directorate was then having no success in breaking enciphered

traffic of the U.S. Embassy in Moscow.) At about the same time
that State Department traffic could no longer be read, NOSENKO
reported, variocus U.S5. Embassy officers were less often heard

¥ According to NUSENKO, he was transferred to the Tourist Depart-
ment from the U.S. Embassy Section, Americanp Department, about .
this time.
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di scussing significant information over the conpc~2led microphones
ip their offices. This development had led GRYAZNOV and S, M.
FEDOSEYEV {(Chief of the American Departzent) to conclude that a
"room-within-a~room” hed becn installed in the Lzpassy and that
other security measures had berfpn instituted there.e After his
transfer from the American Departement io carly 1962, NOSENKO con-
tinued, he also had occasion to discuss the KGB ioss of code-
breaking capability with GRIBANOV, Chief of the Second Chief Direc-
torate; from him NOSENKO learned that the Central Comaittee of the
Communist Party was exerting considerable pressure on the Chairman
of the KGB for continuation of. the ma*éerial formerly obtained in
this manner; conseguently, the KCB Cnairman %as demanding maximum
effort from all officers in the recruitment of code clerks,

In the second series of hostile interrogations, on Z0 February
1965, NOSLNKO made the following statcment concoerning KGB crypto--
logic success during 1960-1961: “Occasionally the Eighth Directo-
rate would break messages, but very, vory seldom. and wé never saw
the documents."

(i1) Handlirg of Deciphercd Cablrs

In mid.-1564 NCSENEO was debricfed or the procedures used by
the American Department, during nis reported tenure there in 1960-
1961, in handling the clear 1oxi of deciphsi«d cabies of the U.S.
Embassy. The report of NOTEXNKO's stat<ements on this subject is as
follows: “The Russian text of those Siate Deépartment coded mes-
sages which had been broken was sent to SEMICHASINYY, the Chairman
of the KGB, who sometimes forwarded 1t to Oleg Mikhaylovich GRI-
BAXOV, Chiet of the Second Chicef Directorate. <RIBANOV at times
forwarded sonme of the material to Viadirir Aleks:yevich KLYPIN,
Chief of the American Department, or KLYPIN'S successor, S,M.
FEDOSEYEV, NOSENKO saw such miaterial on the desk of KLYPIN and
later on FEDOSEYEV's desk, but was never permitted to read it.
NOSENKO knew, however, that tne reader had <0 sign for thnose
articles that he read. XNikolay ZEVUsSKOV, from the Scoretariat
of the Second Chief Directorate, brougnt a book containing the
broken State Department messages to KLYPISN or FLUOSEYEY, lie
would open the book to c¢ertain piages which had red paper and
permit KLYPIN or FEDOSEYEV to see the material. This was Eighth
Directorats meterial, but NOSEVKO did not know wherde or how
ZEMSKOV got it... At times portions of this material were read
aloud to MOSENKO by KLYPIN, but they concerned the position of
the American Ambassador or the U.S. Covernment on political ques.

.tions and were of no significunce to nim. I-frequently tnere was

mention of the expected arrival of Americans who were not per-
manently assigned to the Embassy, and NOSENKO remembered that

one such item concerned the arrival of one or two men, a ‘conmis-
sion,' to check the work of the Political Section. Ine attitude
of the Secretary of State or the American Ambassador was some-
times expressed on certain unremcumbered topics, but NOSENKO took
no interest in the information as it did not relate to agents or

*See Part V.E.3;g. for a.further discussion on NOSENKOG's in- ‘
formation on the decline in quality of intercepts resulting
from the decreased efficiency of the KGB mxcrophone installa-

-tions in the U.S. Embassy.
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agent actxvxtxes. NOSENKO noted, however, that the material con- o

.cerned messages from the American Ambassador, Mascow, to the o
- Secretary of State and from the Secretary of State to the Ameri- -~ cs
3 can Ambassador, Moscow. All of this material was highly sensitive, N
- ‘and few people were pernitted to see it or evern to know of its .
"existence. NOSENKO stated that 1t was trcated aere carefully ’ .
than Top Secret information.”™

(iii) Methods of Cryptolcgic Attack

Unable to descrite the techniques of the KCB Eighth Direcc-
torate in breaking U.S. Uepartment of State cryptographic systems,
NOSENKO nevertheless did indicate various iethods applied to the
problem as known to him from his position as Deputy Chicf of the
U.S. Embassy Section and his responsibility for handling the pro-
duction of XGB microphones concealed in the Inmbassy. One method, 4
mentioned by NOSENKO on 12 June 1562, stemmed from the habit of
certain Lmbassy officials {(notably Ministers Counsellor FREERS
and McSWEENEY) dictating the text of outgoing cables aloud.

When the texts were picked up con the KGB micropnones,* the Eighth
Directorate compared them against enciphered traffic intercepted
by other means. The two other methods indicated, analvsis of - _
equipnent sounds and exploitaticn of human sources, are dis- :
cussed in greater detail below. _ : i 7

g TR
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_ NOSENKG has twice referred to the Eighth Directorate's : i
interest in equipment sounds and snatches of technical conversa- :
tions picked up by the microphones in the State Department and
military code rooms. He said on 24 January 1964: ''Now, we also t
listened to the code room and the tecleiype office, but we could
never get anything out of the teletype office because of inter-
ference {equipment noises which drowned out conversations) .®*

. In the military cc.le roocm--that was where [James H.] STORSBERG

. and later [Matthew P.] ZUJUS worked--we didn't get much. ke

‘ could hear STORSBERG swearing on occasion, and then he would men-
tion a group of numbers. This was, of course, all recorded and
we turned it over at ciace to the EFighth Directorate, dealing
with coding :nd decoding. Of course, all other intercepts wcre ;
turned over to them also." KOSENKO reported on 14 May 1964: ¥
“In 1960 and 1961 frem the State Department cod2 room [we heard]
always the sounds of machines only. Machines only. Three tinmes
during these two years naybe somebody said one phrase or one of
the guys said several pumbers. Jim STORSBERG was sitting alone
in the military area. The reception was good. He seldom spoke.
Sometimes he repeated numbers to himself and sometimes a mechanic
of code machines came to him, a military guy, a sergeant... I ;
forget his name.*** They said two or three phrases: 'Did you ' O 1

AR TN

¥—T¢e Part V.E.3.g. concerning the KGB microphones in the U.S. . | .
Embassy. e

&2 {Until December 1962 when an acoustical room was installed
within the State Department to enclose cryptographic equip-
ment, teletype and code machines were vulnerable to the one
microphone later discovered in this area. Since that time
presumably only the teletype equipment could be heard. Here S
NOSENKO is speaking of the earlier period. Or 20 February, R i\
1965 he said, however: "The microphone is not in the State . . i
Department code room, but next door where the teletype ‘
machines were located.” This information was true only after
the secure room was installed. :

#%&% William Stanton HURLEY, a Warrant-Officer who 3upérvised mili-
tary communicaticns, repaxred cryptographic equipment, per-
formed stand-by cryptographic duties when STORSBERG was un-
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i ava1lab1e, and supervised other sensztxve activities {see - e
H Part V.E.3.c.). - : .
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; check this? Yes. This side good.’ And so on. This was 1966

RENTS RN

TSI S itention oSS Bttty A B R P AR 8

and 1961, and everything from these twc rocas--State and ‘military--
was put in one special place. Colonel Aleksandr [Nikonlayevich]
SELEZNEV from the Eighth Directorate came and looked at _thenm.

There were numbers. He took them for one or two days and then
returned them.” '

NOSENKO was more specific with regard to another source of

‘"analytic information. Questioned on 24 January 1564 concerning

the recruitment and use of code clerks by the American Departaent,

‘NOSENKO enumerated the recruitments known to him and then said:

“As I.recall, way back in 1948 or 1949, there was a man of yours
who defected. He stayed behind. [ believe his name was McMILLAN.*
I don't remember his exact name, but he stayed tehind in the USSR
and I know he lLelped them a great deal. Then, dfter him, was this
'ANDREY.' Thanks to his help they were able to read your State
Department codes.®® To date we have never been able to read your
military codes. 'ANDREY' was not a code clerk. I believe he was
a code-machine technician., After that there wers many efforts
made, but there were no successes., Right now I know definitely
that the Eighth Directorate, which is involved with decoding,

does not have anything at all. In the past they have submittad
reports to KHRUSHCHEV and the Central Cemmittee on their inter-
cepts. But now they are not getting anything at all. Therefore,
right now the highest pricrity miscion given to the First [Ameri-
can) Department and the Second [British] Department is to get

_at code clerks. But in any event, thcy never were able to got

at your military codes." The debriefing continued:
Question: But did not 'ANDREY' bring out military code material?

NOSENKO: No, I believe it was only State Department material.
What he mainly did was to describe the operation of
code machines and what daily or other periodic settings
were made.*** Then, of course, those two who were vary

¥ James H. McMITLLAN, a code clerk cn the staff of the U.S.
Military Attache in Moscow, defected in 1948, because of his
devotion to a Soviet woman.

2% Dayle W. SMITH (KGB cryptonym: "ANDREY") was in Moscow 1952-
'1954. It is not clear from NOSENKO whether the benefits of
SMITii's information were limited to this period or extended
to 1960-1961. Apparently the same type of cryptographic
equipment was in use by the State Department for the entire

time. See Part VI.D.3.b. for further details on this case.

#%8% At the time of SMITH's Moscow tour there was only one code
voom at the U.S. Embassy in Moscow, used both by State De-
partment and military personnel. As the only cryptographic
machine technician assigned to the Embassy, SMITH had access
to both State and military cryptographic equipment, although
he was an Army sergeant assigned to the office of the Mili-
tary Attache. In his statements to the FBI, SMITH has o
claimed that, in fact, the only information he gave the Sov-
iets in Moscow was fabricated by himself and therefore use-
less. ' : o
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Question: Was this HAMILTON?*%

knowledgeable of such matters, MARTIN and MITCHELL,
they gave tremendcus help.® Then there was some
American code clerk who they brought into the USSR,
I believe, via India.

-NOSENKG: I don*t know his name. Tﬁis was after MARTIN and

MITCHELL... He helped them-a bit. No gquestion about
it. To some degree anyway. After that so far.as I
know there was nothing at all with results Now they.
are attempting to gct a. code clerk.

Question: Were there other attempts made’

-

NOSENKO: Yes, there was an attempt aga1nst Jim STORSEERG,®##

. B
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William Hamilton MARTIN and Bernard Furguson MITCHELL were
NSA mathematicians who defected to the Soviets in July

1960. Both had previousiy served with the Naval Security
Group in Japan and were familiar with U.S. intercept and
cryptologic efforts. No indication is available that either
had any detailed knowledge of U.S. cryptographic procedures

.and equipment,

Victor Norris HAMILTON (also known as Fouzi di Mitri HINDALI},
a native of Palestine, worked as a linguist in the Arab
Section of NSA from 1957 to 1959, when he was released for
medical reasons (parancid schzﬁophrenlc) He defected to

the Soviets in Praguée on 12 June 1959. He was not a code
clerk.

See Part V.E.3.¢., which describes the STORSBERG case and
other unsuccessful KGB recruitment operations involving
American code clerks during 1960 and 1961.
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. €. U.S., Evaluations

NOSENKO's statements about the KGB microphones in the Ameri-
can Embassy 1léd to investigations by U.S. authorities .which re-
sulted in damage assessments, part of which are germane to the TR S
NOSENKO reports on KGB cryptologic successes. NSA examined the ' ' LTy
questxon of cryptographic security in light of the microphones.
found in the State Department and military code roons at the
Embassy, while the USIB Security Committee studied the security : ‘ R e
ramifications of other microphones which were discovered in the o T
Embassy. Extracts from the NSA and USIB Security Committee ; ) 4
reports are given below. Although the latter report does . not ‘ : oo g
specifically mention the cryptologic potential held by the nmicro- -
phones, it states that classified cables were dictated in the
Internal Political Section offices until Decenmber 1963; most of
the military cables, the report adds, were typed by the origina-
tor, but certain ones were dictated in the Military Attache
offices.

(i) NSA_ Report

... There were two code rfooms in the Embassy, one serving
the Department of State and the other serving the attaches. An
operating microphone was discovered in sach of these two rooms, ¥

.
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"During the fall of 1962, special enclosures were built for
each of these rooms, and all cryptographxc operations were per-
formed in these enclosures beginning in December 1962. Enclo-
sures of this type are built to rigid specifications and have
been exhaustively tested. They are designed to protect against
just such networks as discovered in Moscow. Thus, we may conclude
that there has been no compromise of information in Moscow due
to cryptographic operations since December 1962, so long as the ]
enclosures were operated in ‘accordance with the proper procedures. ' g
Between 1952 and 1962, however, the code rooms were not protected E
against this type of surveiliance... : o

x_.
P,

... It was technicaliy feasible for the Soviets to have re-
covered the plain texts of the messages encrypted and decrypted
by machines:; in these code rooms. This stems from the fact that
teleprinters and cryptographic equipments do not run silently;
they emit acoustical and electromagnetlc energy--that is, they
maxe-noisc as they’ type, print, and punch information. The
sounds emitted by the machlnery involve minute differences in
amplitude, frequency, and timing as different letters and charac-
ters are processed by the equipment. Relatively insensitive
pick-up devices can detect these differences if they are placed
:at fairly close range to the equipment as was the case in:each
of the Moscow code rooms. When these sounds are recorded and
analyzed the plain text of messages canr be reconstructed. Con-

: sidering the specific equipment used, we must conclude that the
B Soviets could have recovered the texts of most messages sent to
or from the Moscow Embassy from the time of occupancy until
. December 1962 in the case of Department of State traffic, and
through 1960 in the case of attache traffic...
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b “In addition to the recovery of the'plain tegts of indi-
' vidual messages being processed during this time period in Moscow,
. it is possible that information on the cryptographic operation

[ % “According to all knowledgeable sources queried in the investi-

: gation of Dayle SMITH, all cryptographxc operations, both military
and State Department, were performed in a single room on the ninth

. flpor of the new Embassy building in 1953 and 1954. Separate :
code rooms were establlshed sometime after this and before 1959, -
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-of the MCB (State Department cipher machxne) and the KiL-25
(Attache cipher machine) was recovered... This results from

the fact that the sounds madé by these equipments reflect the
internal mechanical workings of the cipher machine; these sounds
can be recorded, analyzed, and the cryptosystem itself could
have been reconstructed. If this did occur, not only the nes-
sages processed in Moscow, but also those messages processed by
other posts using the samec machines and the same cryptomaterial - :
¢could have been lost to the extent that they were intercepted... :

"“The attache cryptomaterials are similarly compartmented. ?‘
During the period 1952 to 1960, various rotor machines were used. . - -
| o _ A ;

3
F
B3

From 1955 ©0 1958, the KL-1 was used, and {rom 1958
to date the KL-7 has been used. In October 1960, the KL-7 was i
placed in a spec1al sound-prucf box which prevented any attache E o
traffic from being recovered after that time, since all attache
messages were processed either in that system or in one-time pad...

2ale careromil s e
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. "In Moscow, the Department of State during the period Octo-
ber 1960 through February 1961 enciphered nearly all messages
classified Secret and Top Secret in one-time pads, resulting in ; :
the loss only of the Confidential traffic during that period.
Department of State found it necessary to revert to the use of
one-time tape machines for messages classificd up to Secret from ' ]
March 1861 until the enclosures were installed. Therefore, most ’ -
Confidential and Secret traffic was probably lost during that
period; but Top Secret messages were still enciphered in one-time

" pads and thus secure...
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“We must assume that all Department of State communications
S - +hat were machine-processed in Moscow could have been compromised
from 1952 to December 1962. These consisted of messages of all
classifications until October 1960; Confidential messages only
from October 1960 until February 1961; and Confidential and. Sec-
ret messages from February 1961 until December 1962.
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"Most Department of State classified messages involving

Iron Curtain posts exclusive of Moscow should also be assumed
to have been compromised during 1952-1959 through cryptomachine
information derived at Moscow. It can be assumed that such
messages during 1960-1962 were not compromised by this means. ‘
State Department classified messages which excluded Iron Curtain ;

osts would not have been compromised by the Moscow penetration o
gecauSe of the isolation of crypto systenms.

b

ek B ki

- : "Machine enciphered military attache traffic processed in .
Moscow should be assumed compromised until October 1960, but was’
secure after that date.

S e e

"During 1952 to 1954, all traffic in the entire éttache net
which included Moscow could have been, compromised.

*There is no reason to believe that any information was o
compromised through cryptographic operations after December 1962
when special encleosures were installed, so long as .the eaclosures
were operated in accordance with the proper procedures...”
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: (ix) USIB Securxty Committee Report

“The security practices and procedures [at the American
Embassy] appear to have followed a pattern from April 1953 to
May 1960, at which time the first plastic [acoustxcal] room
was‘insta]led A change occurred in the work habits [in May
1960} in that the nore senior State Department officers utilized
the plustic reom for sensitive discussions and dictation. The
room could accommodate only a limited portion of the Embassy
classified discussions and, accordingly, a number of classified
discussions were held outside of this secure area. In the April
1953-May 1960 period it was an accepted practice of the Ambassa-
dor and the Deputy Chief of Mission to discuss openly in their
offices routine classified operations of the Embassy and to dic-
tate classified documents and telegrams. LExtrenmely sensitive
matters such as high-level political decisions, matters perti-
nent to the most sensitive U.S.-Soviet relaticnships anrnd positive
intelligence operations were not dictated and if discussed,
were mentioned in a cryptic manner...

"In the External Political Section during the 1953-1960
period there were daily staff meetings... Work assignments
were given at these mcetings to individual officers who, in turn,
prepared classified dispatches or telegrams to the {State] De-
partment.. It was reported that the officers of the External
Political Section frequently dictsted classified material, includ-
ing telegrams, within their offices. Officers of the Interpal ’
Political Section generated few classified telegrams... These
were, however, typed in the offices. From May 1960 to date [1964]
the Ambassador-DCM operation conducted their most sensitive clas-
sified discussicns and actions in the acoustic room; however,
routine classified day-to-day operations were discussed and dic~
tated in the offices. Ambassador KOHLER reported that since-
August 1962 he and members of his staff working on substantive
or sensitive matters utilized the secure room and that all ma-
terial to Le encrypted was drafted in long-hand or dictated in
the acoustic room. '

"The pattern for the External Political Section and the
Internal Political Section remained basically the same during
the period of May I960 to the present time; however, the most
sensitive matters were discussed or dictated in the acoustic
room or drafted in longhand... In September 1962 the second
acoustic room was erected for the typing section for the handl-
ing of sensitive classified material. From December 1963 to
date it was indicated that no classified telegrams have been
dictated outside of the acoustic rooms. It was stated; however,

' that the day-to-day operations including analysis of develop-.

ments within the Soviet Union were openly discussed in various -’
offices and the conclusions reached later became the basis of
classified documents or telegrams...

"The military attaches reported that most cables were
drafted in longhand or typed by the originator and then turned
over to the code clerks for transmission. In certain instances
cables were dictated in the offices...”
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1. 1Introduction

. lieadquarter

- NOSENKO, as previously indicated, came to Geneva with the
Soviet Delegation to the Disarmament Conference in mid-March
1962 and established contact with CIA in June of that year.
His arrival in.Geneva and his first meeting with CIA thus
occurred three:ponths and six months, respectively, after
Anatoliy Mikhailovich GOLITSYN defected to CIA from the KGB

‘Legal Kesidency in Helsinki, on 15 Lecember 1961,* and was ex-

filtrated to the United States.

A dxscussxon of what GOLITSYN said about NOSENKO appsars in’
Part V.I.7.

Presented below are, first, a surmary on GOLITSYN, then
a survey comparing GOLITSYN's and NOSENKO's leads, and finally,
a protocol on GOLITSYN which NOSENKC signed.

2. Background Information on GOLITSYN

GOLITSYN, a KGB counterintelligence officer, was assigned
to the Soviet Embassy in Helsinki in July 1950 under the alias
of Anavoliy KLIMOV. In defecting to CIA, he provided more than
20 documents taken from the lelsinki KGB Legal Residency files
as well as extensive information about KGB officers and opera-
tions acquired during his l6-year career in the KGB.

GULITSYN had had a variety of job and training assignments
in the First Chief Directorate in Moscow and training assignments
in the Second Chief Directorate.** The bulk of his career was

- spent in work against the American target for the First Chief

Directorate; this was his responsibility in ilelsinki and had
also been his principal area of responsibility during his pre-
vious tour abroad, in Vienna from 1923 to 1955. (In the lat-
ter assignment he had been known to Petr DERYABIN, who defected
to CIA in 1954, and this was the reason fcr GCLITSYN being

assigned to Helsinki under alias.)

Among the GOLITSYN documents was a study of American In-
telligence operations exploiting tourists visiting the USSR,
the so-called "legal travel program.”*** This study, which
runs to sixteen pages in translation, was prepared in KGB
g and was sent to the Helsinki Legal Residency under
a cover letter, dated 7 April 1961, which suggested a number
of steps to be taken in order to counter such operations.

The study was based on twc principal sources:

C® Accctdinq To NOSENKO, GOLITSYN defected on or about 15 Janu- ; -

ary 1962, after NOSENKO had been reassigned to the Tourist
Department.

*% Ag a result of this service, GOLITSYN was the original
source of numercus leads to identifiable penetrations

- . .0of Western Governments, including agents with access
to classified information such as William VASSALL (see
Part Vi.D.5.b.} and the French officer in NATO, George

" PACQUES.

*%#gee Part V.D.7.c. for details.
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- The minutes of TIX2 and MI[-6 jo:nt conferences on
legal travel operations, held in 1959 ard 1960. (The
KGE agent Gzorge BLAKE confessed that he had passed these
documents to the KGB.)

- Actual cases of kmerican legal trsvel operations in
the USSR which had Leen revealed to, or uncovered by, the
KGE. (Some of the cases had veen publicized throuch Soviet
announcements of arrests and vrials, but -the majority of
_those cases cited by nanre in the study had not previously
been known to ke compromisea. In a few instances acrivities
of the American Intelligence agents eppear to have been
embroidered upon by the KGB, while in scme others innocent
tourists were wrongly azcused by the KGH

Among recommendations made in the -over memorardum was the in-
struction to recruit or place agerts 1n tourist agencies handling
travel to the US3R, "These agents <ouid then provide information
on the use of these firms Ly forelygn intelligerce services in
work against the 3Soviet Wrion,

GOLITSYN had informaticn on certain aspects of the KG3 Second
Chief Directorate work against the U.S, Fmbassy in Moscow. Prior
to his assignment 1n Helsirki he hzd conferred sevéral times in
April and May 1960 with cfficers of the U.S. Zmbassy Section of
the Anerican Department, Second Chief Directo:ate, concerning
possible assistarce he couid render vhem in their work against
American code clerks transit.ng HelsinXki en route to their Moscow
posts.® Durirg his assigrment to Helsinki he travelled to Moscow
on TDY in January 1561, at which time he discussed with these
same officers the possibility of his using in Helsinki a Finnish
businessman, Johannes PREISFREUND, who had been recruited by the
Second Chief Directorate for an operation against an American
code clerk in Moscow.*'* GOLITSYN aczquired further information
about such operations on at least two ocvasions, when Second
Chief Directorate officers wvisited Heisinki on TDY and either
called on him for support or chatted with him about officers and
cperations,

3. GOLITSYN Leads and Information from NOSENKO

a. . Microphones in the U.S, Embassy

In his visits to the Americar Departmert GOLITSYN learned
by accident of KGB technical operations against the U.S. Embassy

S

- * NOSENKO denied that GOLITSYN visited the American Department
at any time in 1960.

*%a1though knowing that GOLITSYN went to the American Depart-
ment in 1961, NOSENKO said that the month was not January
but July, for it was in July that he ‘NOSENKC) was on leave:
GOLITSYN's passport, however, verifies he was in the Soviet
Union in January 1961 and shows rno entries for July of that
year. See Part V.E.3,c. for further details on PREISFREUND,
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in Moscow. When asked in April 1362 about the product frém such
operationa, GOLITSYN said he had heard abtout results-rmany times, .
but the only concrete example he was in a position to give was
"the following: During one of his vigits to the Ancrican Depart-
ment in 1960*¢ he heard and saw that a report cor reports of the -
results of audiosurveillance in the U.5. Embassy had been lost,
Wnhile he was present, the Deparvwment Chief orderad 211 the per-
sonnel to search once rnore for thesoe papers, and as GOLITSYN
stcod there they went through 2il their files. GILITSYN said
he could sce that there were many such reports, each having a red
line on it, which signified that these revorts wure the property
of that department of the KGB Operational xcchnlvxl Directorate
. {0TU) which was responsible for making the installations, He
1 explained that this meant that the Amecrican Department had to re-
turr. the reports to that Directorate, and this was the reacson for
a search being made. The only cffice in the U.S. Enbassy which
was specifically menticned in connection with this search was
that of the Minister Counselor.?*

b. Q%hﬁimbﬁﬁﬁﬁ Corrokoratad py NOSENKO '
hers are twelve XGB operations on which both GOLITSYN and

NOSENKO have given mutually confirming information, although
their respective reports do rot always cover the samn data.
These operations, all discussed elsewhere in this paper, are:

. '~ Henry SHAPIRO Part V.C.2.a
- BENSON, HMULZ, and STROUD Part V.C.3.Db.
-~ Thomas BAKITHELEMY pParts V.D.7.c. & VI.D.2.d.

Carmen TORREY Part VI.D.2.a.

% FElisewhere GOLITSYN ras stated that he wvisited the Anerican
Department several times between April and June 1930 in
preparaticn for his assignnmont to Helsinki in July 136€0.

He has also incorrectly stated that he visited the depart-
ment in December 1960 (his passport and CIa travel records
show this was actually January 1961); GOLITSYN therefore nmay
have been referring to this later visit.

#% In June 1962, NOSENFKO.told C¥A that there ware microphones
in the of‘xces of the Minister Ccunseller at the U.S. Emb-
assy, and he said at that time that he had seen intercept

'Hq§&&~;;§reP°ftS of conversaticns or dictations by successive Mini-

ter Counsellors. In 1965 NCSENKO veolunteered a story about

“Yemens—2he los3 of one of the intercept repcrts which the American

~Department had yreceived in 1950 or 1961; he icdentified it~ ~
as one which recorded the Minister Counsellor ziving dicta-
tion. According to NOSENKC, the American Depathment wWas

turned upside down for a month, December, in the search . -

for the missing report. Althcugh the document was never
found, neither the Chief of the American Department nor
O.M. GRIBANOV, Chief of the Second Chief Directorate, was
subjected to any punishment because the draft from which
the missing report had been tyvped was found to be in the ..
possession of the Second Department of OTU. From this the -
investigators concluded that the document itself had pro-
bably been returned to the OTU and burned, and that in-
advertently no paper had been executed to record its des-
truction.
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s V. D.7.c. & VI.D.2.b.

VI.D.4

. " part VI.D.4.

;- Part VI.D.4.

- Canadian CUdG‘ClGI* part VI.D.4
{name nct Lnown)'.

NG, ﬁ%ﬁm Part VI.D.4.

- William J., VASSALL Fart Vi.D.5.a.

- Clandestine entry

into Swedish Embassy Part Vi.nD.9.

c. Leads Conflicting with NOSENKC Reports

Either through direct contradictions on a key point or
through omissions by NOSEXKO about a major feature, ‘here are
five opetatlonﬂ on wh1ch GOLITSYN and NOSENHKO have supplied
corfllct*nq irformation, These operations, all discussed

-elsewhere in this paper, are:

= James STORSLERG &
Johannes PREISFREUND

Part V.E.3.c.*

- Adam DROCHES _ Fart VI.D.2.a.

- Gerald SEVERN Part VI.D.2.a.

- "SASHA" (KGD Part VI.D.2.a.

cryptonym)
-Edward E. SMITH Part VI.D.4.b.

d. Leads to Operations Against U.S. Fmbassy Not Covered by
KOSENKO

GOLITSYN reported on six operations against perscnnel of
the U.S. Embassgy in Moscow which have not zppeared ia the re-

- porting by HOSENKO.** fThese cperations are summarized below.

GOLITSYN heard in about 1957 of the recruitment of a female

“employee~--"like a secretary”"--of the U.S. Lmhassy. wWith ancther

American glrl she had travelled to Georgia in 1957. -There the
KGB placed in her path a KGB agent, a Georgian male. They be-
gan living together, and this relationship continueéd in %oscow
where the was recruited.

®* GOLITSYN's lead to the American recruited with' PREISPREUND's
~help is eguated to STORSBERG on the basis of NOSENKO's and

"PREISFREUND's statements that FREISFREUND participated in rno
other operation. GOLITSYN reported that the .target of this

operation was recruited; NOSENKQ reported. that STORSBERG.xe~ .. ... . . .. .

jected the KGB apprcagh.

"#2 By virtue of his position as Deputy Chief of the v.S. Emb-

assy Section in 1960 and 1961, NOSENKO said, he was directly
responsible for know-ng of all KGB operaticns against person-
nel at the Embassy ir that period and definitely would have
known 0f any successes since his earlier tour; he knew that
®ANDREY" was the last successful one (1953-54).
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gl -the . §—Embassy Section—that~thelatter-had-ag s agent g s
code clerk in the Embtassy who was scheduled for transfer to Hel-
sinki. This subject came vp in a discussion of GOLITSYN's forth-
coming assignment to Helsinki, and GOLITSYN was told that if the
agent was transferred to Helsinki, GRYAZNOV mijht let GOLITSYN
have him as his agent. GRYAZNOV gave GOLITSYN r.o details about
the operation other than the fact that the agent had provided the
KGB with some iaformation and the KGB considered him "a real agent.®

Algo in the spring of 1360, GOLITSYN learned from GRYA?&OV P

that he, GRYAZNOV, had developed an operation against a military '
code clerk at the U.S. Embassy to the point that the KGB was *39 S
per cent sure® that the target would be recruited. 'From the "
accounts given by NOSENKO and STORSBERG, this dces not appear to
ccncern the STORSBERG operation, which.was just beglnnlrg at this

_ time, NOSENKO has mentioned ro other operation against a military
ccde clerk.

RSN

I.Y. KURILEKNKO told GOLITSYH that while serving in the U.S.
Embassy Section he had followed an American diplcmat returning to
the United States in 1959, and there he had completed the recruit-
ment which had begun while the diplomat was assigned to the U.S3.
Embassy in Moscow.* According to KURILENKO, he had travelled to
the United States under cover of the Soviet Exhibit Committee.

e e dokhantad i il

- - GRYAZROV inforred GOLITSYN in April or May 1960 that an -, 7 :
‘American, possibly a code clerk, but definitely an employee of ’ :
" the U.S. E*bassy in MMoscow, was either recruited or prepared for

recruitinent on a hcmcsexual basis beginning in 1959 and concluding

in 1960. The KGB had photographs of the American in varicus homo-

sexual acts. However, SHELEPIN, who had just become Chairman of

‘the KGB, was stressing ideological rather than blackmail recruit-

nments at this time; SHCLEPIN said that this method of approach was H
. "too dirty® and the XGB should find another way. SHELEPIN did :
not exclude the futuie use of the photographs, which the KGB would
hold in reserve.

ke
Shvm Flalel da Se

Arother case mentioned by GRYAZNOV to GOLITSYN was that of
the attempted recruitment of an American female secretary on the
bagsis of her relationship with a KGB agent, either a lover or a
close friend. The agent, with the help of a KGB officer, tried
to influence her, but failed. She left the USSR prior to July
1960, but the KGB pianned to work on her again, as she was to
return to Moscovw.

PR S,

On a TDY trip to Helsinki in November 1960, V.V. KOSOLAPOV

of the U.5. Embassy Sectlon told GOLITSYN that he had come there

in order to ride back to Moscow on the train with a U.S. Embassy

code clerk with whem he planned to strike up an acquaintance to

be continued in Moscow.** In about September 1961 a friend of .
. KOSOLAPOV's came to Helsinki on TDY, and GOLITSYN tried to get
. him to talk about KOSOLAPOV's train operation, but he would not .
discuss the case. From this GOLITSYN was certain that the re- o
cruitment had been successful.

b Y B e

“
S

: GOLITSYN learned from V.M. KOVSHUK, apparently in January 1961,
that the Finnish agent Johan PREISFREUND had recently been used in
the successful recruitment of. an American at the U.S. Embassy. Lo
NOSENKO has described no successful operatlons in- whxch PREISFREUND : .
" took part (see precedirng section). i o o i

' s i e
i "”;“»&M. . o

¥ NOSENKO said that there was no operational reason for KURILENKO's
travel to the United States at the time of the Soviet Exhibition
in New York City, and that KURILENKO'’s duties related only to
security; the KGB Resident in New York City, NOSENKO added, could
bave given KURILENKO some special task if he wished.

#% See Part V.E.4.b. for discussion of KOSOLAPOV's TDY¥s to Helsinki.

arvis g v Qe g bbb

—
g o

“TOP SECRET




.599.-.M~. i B S R M R T B

4. MNOSENKO's Information on GOLITSYN

' In February 1965, after he had been questioned by
CIA about GOLITSYN, NOSENKO signed the following state-
‘ment concerning his knowledge of GOLITSYN

"] have never met or seen Anatolxy Mikhailovich
GOLITSYN.

“During the period 1960-1961, while I was serving
as Deputy Chief, First [U.S5.Embassy] Section, First
fAmerican] Department, Second Chief Directorate of the
KGB, 1 remember that Anatoliy GOLITSYN visited the
Section to discuss the proposed use of my apent "PROKHOR" 3
[PREISFREUNL] in the operations of the Helsinki Residentura. : : -
I was away from Moscow at the time of COLITSYN'S visit,
but I know that he talked to V.M.KOVSHUK, and that at
-KOVSHUK's request he also telked to [Yevgeniy] GROMAKOV-
SKIY {of the American Department] about American dxplcmatlc
couriers travelling through Helsinki en routc to and from
Moscow, and to KOSOLAPOV about American code clerks, I
o do not remember what they specifically discussed., 1
© °  learned about this visit from KOVSHUX after 1 “sturned
to Mosccw from leave, and also heard about it from
KOSOLAPOV and GROMAKOVSKIY.

"I do not know the date of this visit of GOLITSYN's,’
but I do know that it was after hewas posted to Helsinki.
I believe that it was in the summer of 1961. I know for
icertain that 1 was away from Moscow at the time on leave,
because KOVSHUK told me about it after I returned from
-leave. Since he discussed code clerks, I would have met f
him if I had been there. :

i
4
T
:
5
E
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"I have been told by my interrogators that this
visit of GOLITSYN's took place in January 1961, I do
not believe this to be true because I know that I was :
saway on leave when he came and my leave was inm July
1961, 4 :

“] never heard of any other visits by GOLITSYN to
the First Section, First Department, during the time
that I served there in 1960-1%61.

“] have been told by my interrogators that GOLITSYN
visited the First Section, First Department, three times
in May-June 1966 before going to Helsinki and that he.
talked at length to KOVSHUK and GRYAINOV about what he
could do. in the Helsinki Residentura to assist our Section Lo
in its operations against code clerks coming to the T
American Embassy in Moscow. I am sure that GOLITSYN did
not make any such visits in 1960 and that no such conver-
sations took place at that time. Since I directly super--
vised the work of GRYAINOV and KOSOLAPOV and shared the
same office with them,any professional discussions by ‘them
with GOLITSYN 'about c¢ode clerks would be either with my

' knowledge or would be reported to me. If he.did in fact .
make such visits in May-June 1960, I cannot explaxn why 1
do not know about thenm, ,




SOV

"1 have been told by my interrogators that KOSOLAPOV -
visited Helsinki in November 1960 to accompany an American
. code clerk on the train to Moscow, ~ I have also been told
that on this trip he had:official coéntact with GOLITSYN
concerning this ccde clerk and concerning one of GOLITSYN's
gssignments to assist theFirst Section, First Department,
Second Chief Directorate by developing infornation on.
code clerks before they left Helsinki for Moscow. [ do
net know that KOSOLAPOV wént to Helsinki in November 1960.
I do not know that KOSOLAPOY accompanied any Anerican
code clerk to Moscow from Helsinki, except Paul JENNER,
.1 do not know that KOSCLAPOV met with GOLITSYN and dis-
cussed the subject of code clerks with him in Helsinki in
November 1960 or that KOSOLAPOV ever saw GOLITSYN in
Helsinki.

“I do not remember that exact datec of GOLITSYN's
defection, but I know that it was in January 1962, I
believe cn the 15th or 17th of January. 1 do remember
that he defected on a Saturday and that it was not
discoverecd until the following Mondav.® I am certain
that GOLITSYN'!'s defection took place after 1 had trans-
ferred back to the Seventh [Tourist] Department in
January 1962, In the ensuing investization within
the XGB, I was never questioned on what code clerk
operations GOLITSYN may have known about.

"1 know that no written damage report on GOLITSYN's
defection was prepared in the Second Chief Directorate,
In the Seventh Department, where I was serving at the
time. of GOLITSYN'S defectxon, I remember that V.D.
CHRLNOKOV, the (hief of 'the Department, was questioned
about the orienterovka [study] on tourist operations
which GOLITSYN was Kknown to have taken.

"1 have been told by my interrogators that GOLITSYN
defected on the night of 15 December 1961. 1 cannet
accept this date because I know that I was no longer in
‘the First Department at the time of GOLITSYN's defection.
I agree that the true date of GOLITSYN's defection must
be krown to the CIA, and I can only assume that -v inter-
rogators have ezther made a mistake or are tryinc to trap
me. In any case, I still maintain that GOLITSY: ¢ T-cted
after I moved to the Seventh Department in January i.-2.%

F. Surveillance of Soviets in the United States .

i1, Information from NOSENKO

At the second meeting with CIA in Geneva in 1962, NbSENKO

related that V.A. KOZLOV, Chief of the American Department

of the KGB seventh (Surveillance) Directorate, had gone to
the United States the year before to investigate the suspected
cessation of suxvgi%lance of Soviets stationed in New York City

¥The I15th of January 1962 fell on a Monday.. ..
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and Washington, D.C.*

“We have sensed that something has happened in America,"
NOSEXNKO said at that time, "We do not feel surveillanée. There
is no surveillance, The KGB Legal Resident in New York City,
B.S.IVANOV, had reported the situation to thz KGB First Chief
Directorate which; in turn, had scught the Second Chief Direc-
torate’s opinion as to why no surveillance was being noted.
Unable to suggest a reason, the Second Chief Directorate asked
whether the surveillance of Soviets could have been called off
temporarily., The First Chief Directorate doubted that this
could be the case but did state that radio traffic normally.
used in U.S. surveillance "was not on the air." KOZLOV con-
sequently was sent to the United States to assess the situ-
ation, and in the course of a month, NOSENKO said, he visited
both New York City and Washington., KOILOV discovered not only
that. there was no -surveillance of Soviets but alsoc that "they
dropped our democracies -- Bulgaria, Rumania, Hungary. They
temporarily took them [surveiliance) off."

Also at this meeting NOSENKO commented that:

- "If your surveillance comes up on the radio, they
(KGB monitors] pick them up everywhere." .

: - The practice of KGB case officers was not to
proceed directly from a Soviet inStallation to & meeting
with an agent, but rather to use other Scviets as decoys
“sp that you will think we are working on somebody, where-
as in fact we are not working on them., {[American] sur-
veillance is onto everybody as soon as they come out

the door" of a Soviet installation.

NOSENKO's only other reference to surveillance in the
United States was made on 29 January 1964 during a discussion
of the "ANDREY" case.*® While V.M.KOVSHUK was in the United
States trying to reestablish contact with "“ANDREY", NOSENKO
said, he was usually accompanied by two other KGB officers.
KGB monxtorxng of FBI surveillance communications revealed
that XOVSHUX and the others®#® were referred to by the FBI as
“the Three Musketeers."

2.Information from Other Sources

g, GOLITSYN

In early 1562 GOLITSYN repofted that the KGB was well

& KOZLOV was -in New York City from 15 November to 30 December

1961, except for a two-week period (from 5 to 19 December)
wheén he was in Washington., His departure from New York City
fell on the same day that John ABIDIAN visited the Pushkin
Street dead drop in Moscow:and that, according to NOSENKO,
KOZLOV later went to the dead drop site (see Part V,E.3.d.).
KOZLOV had earlier been in the United States with the .

- Bolshoy Ballet, from 12 April to 14 June 1959, -

&% For furthey details on the "ANDREY" case, see. “part VI.D.3. b

8&% The others, V.M.IVANOV and A.K. KISLOV were not named by
NOSENKO. )
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acguainted with American counterintelligence surveillance
tactics, and since about 1953 the KGB, through special ap-
paratus, was able to nmonitor radic 'ra{f;c stenming from
trerican surveillance of Soviet Embdassy personnel., While at
the KGB Juridical Institute in 1957-5§, COLITSYN said, he

hed read studies on th2 methods used bf u.s. counter1nte111gen.e

in konductzng surveillance c¢f Soviet cfficials in Washington

and New York City. The studies 1nc]uaed scnme American documents,

obtained through KGB agent sources,” ta;nxng instructions
for carrying out surveillence on Sov1e15. The ¥GB, GOLITSYN

. added, used this information defensively abroad and in a*apt1ng
" its own surveillance techniques within the USSR, - ]

¢. CHEREPANOV Document

ne of the documents provided by CHEREPANOV in Novenber
1963* was entitled "Operational Conditicns in the U.S.A. and
ti.e Activities of American Counterintelligence Organs Against
Soviet Installatxons and Secviet Citizens in the U.S.A, in
1557-58. Nearly half of this document, sivned by "A.S.
FEKLISOV,*® uas devotcd to a discussicn of the organization
and nethods ¢f F3l surveillance of Soviet officials statiohed

in New YorX City and Washington. The informaticn (sources
not indicated) covers radio communicaticns between fixed

surveillance posts and mobile surveillance posts.

¥ The CHER~PA\OV documents are reviewed at greater length

“in Part VI.D.7.c,
#% FEKLISOV, under the alias FOMIN, previously served as KGB

Legal Resident in Washxngton. S
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