SEC. 6.  GROUNDS FOR POSTPONEMENT OF PUBLIC DISCLOSURE OF RECORDS.

Disclosure of assassination records or particular information in assassination records to the
public may be postponed subject to the limitations of this Act if there 18 clear and convincing evidence
that—

(1) the threat to the military defense, intelligence operations, or conduct of foreign
relations of the United States posed by the public disclosure of the assassination is of such
gravity that it outweighs the public interest, and such public disclosure would reveal—

(A) anintelligence agent whose identity current requires protection;

(B) an intelligence source or method which 1s currently utilized, or
reasonably expected to be utilized, by the United States Government and which has
not been officially disclosed, the disclosure of which would interfere with the conduct
of intelligence activities; or

(C) any other matter currently relating to the military defense, intelligence
operations or conduct of foreign relations of the United States, the disclosure of which
would demonstrably impair the national security of the United States;

(2) the public disclosure of the assassination record would reveal the name or
identity of a living person who provided confidential information to the United States and
would pose a substantial risk of harm to that person;

(3) the public disclosure of the assassination record could reasonably be expected to
constitute an unwarranted invasion of personal privacy, and that invasion of privacy is so
substantial that it outweighs the public interest;

(4) the public disclosure of the assassination record would compromise the existence
of an understanding of confidentiality currently requiring protection between a Government
agent and a cooperating individual or a foreign government, and public disclosure would be so
harmful that it outweighs the public interest; or

(5) the public disclosure of the assassination record would reveal a security or
protective procedure currently utilized, or reasonably expected to be utilized, by the Secret
Service or another Government agency responsible for protecting Government officials, and
public disclosure would be so harmful that it outweighs the public interest.



(b)

An agency head may exempt from automatic declassification under paragraph (a),

above, specific information, the release of which should be expected to:

(©)

(D) reveal the identity of a confidential human source, or reveal information about
the application of an intelligence source or method, or reveal the identity of a human
intelligence source when the unauthorized disclosure of that source would clearly and
demonstrably damage the national security interests of the United States;

2) reveal information that would assist in the development or use of weapons of
mass destruction;

3) reveal information that would impair U.S. cryptologic systems or activities;
4) reveal information that would impair the application of state of the art
technology within a U.S. weapon system;

(5) reveal actual U.S. military war plans that remain in effect;

6) reveal information that would seriously and demonstrably impair relations
between the United States and a foreign government, or seriously and demonstrably
undermine ongoing diplomatic activities of the United States;

@) reveal information that would clearly and demonstrably impair the current
ability of United States Government officials to protect the President, Vice President,
and other officials for whom protection services, in the interest of national security,
are authorized;

€)) reveal information that would seriously and demonstrably impair current
national security emergency preparedness plans; or

) violate a statute, treaty, or international agreement.

No later than the effective date of this order, an agency head shall notify the President

through the Assistant to the President for National Security Affairs of any specific file series or
records for which a review or assessment has determined that the information within those file series
almost invariably falls within one or more of the exemption categories listed in paragraph (b), above,
and which the agency proposes to exempt from automatic declassification. The notification shall

include:

(D a description of the file series;

2) an explanation of why the information within the file series is almost
invariably exempt from automatic declassification and why the information must
remain classified for a longer period of time; and

3) except for the identity of a confidential human source or a human intelligence
source, as provided in paragraph (b), above, a specific date or event for
declassification of the information.



(b) This section does not apply to matters that are—

(1)(A) specifically authorized under criteria established by an Executive order to be kept
secret 1n the interest of national defense or foreign policy and (B) are in fact properly classified
pursuant to such Executive order;

(2) related solely to the internal personnel rules and practices of an agency;

(3) specifically exempted from disclosure by statute (other than section 552b of this title),
provided that such statute (A) requires that the matters be withheld from the public in such a manner
as to leave no discretion on the issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

(4) trade secrets and commercial or financial information obtained from a person and
privileged or confidential;

(5) 1inter-agency or intra-agency memorandums or letters which would not be available by
law to a party other than an agency in litigation with the agency;

(6) personnel and medical files and similar files the disclosure of which would constitute a
clearly unwarranted invasion of personal privacy;

(7) records or information compiled for law enforcement purposes, but only to the extent
that the production of such law enforcement records or information (A) could reasonably be expected
to interfere with enforcement proceedings, (B) would deprive a person of a right to a fair trial or an
impartial adjudication, (C) could reasonably be expected to constitute an unwarranted invasion of
personal privacy, (D) could reasonably be expected to disclose the identity of a confidential source,
including a State, local, or foreign agency or authority or any private institution which furnished
information on a confidential basis, and, in the case of a record or information compiled by a criminal
law enforcement authority in the course of a criminal investigation or by an agency conducting a
lawful national security intelligence investigation, information furnished by a confidential source, (E)
would disclose techniques and procedures for law enforcement investigations or prosecutions, or
would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or (F) could reasonably be expected to
endanger the life or physical safety of any individual;

(8) contained 1n or related to examination, operating, or condition reports prepared by, on
behalf of, or for the use of an agency responsible for the regulation or supervision of financial

Institutions; or

(9) geological and geophysical information and data, including maps, concerning wells.



Any reasonably segregable portion of a record shall be provided to any person requesting such record
after deletion of the portions which are exempt under this subsection.

(c)(1) Whenever a request 1s made which involves access to records described in subsection
(®)(N(A) and—

(A) the investigation or proceeding involves a possible violation of criminal law; and

(B) there 1s reason to believe that (1) the subject of the investigation or proceeding is
not aware of its pendency, and (i1) disclosure of the existence of the records could reasonably
be expected to interfere with enforcement proceedings,

the agency may, during only such time as that circumstance continues, treat the records as not subject
to the requirements of this section.

(2) Whenever informant records maintained by a criminal law enforcement agency under an
informant’s name or personal identifier are requested by a third party according to the informant’s
name or personal identifier, the agency may treat the records as not subject to the requirements of this
section unless the informant’s status as an informant has been officially confirmed.

(3) Whenever a request 1s made which involves access to records maintained by the Federal
Bureau of Investigation pertaining to foreign intelligence or counterintelligence, or international
terrorism, and the existence of the records is classified information as provided in subsection (b)(1),
the Bureau may, as long as the existence of the records remains classified information, treat the
records as not subject to the requirements of this section.

(d) This section does not authorize withholding of information or limit the availability of
records to the public, except as specifically stated in this section.  This section is not authority to
withhold information from Congress.

(¢) On or before March 1 of each calendar year, each agency shall submit a report covering
the preceding calendar year to the Speaker of the House of Representatives and President of the
Senate for referral to the appropriate committees of the Congress.  The report shall include—

(1) the number of determinations made by such agency not to comply with requests for
records made to such agency under subsection (a) and the reasons for each such determination;

(2) the number of appeals made by persons under subsection (a)(6), the result of such
appeals, and the reason for the action upon each appeal that results in a denial of information;



(3) the names and titles or positions of each person responsible for the denial of records
requested under this section, and the number of instances of participation for each;

(4) the results of each proceeding conducted pursuant to subsection (a)(4)(F), including a
report of the disciplinary action taken against the officer or employee who was primarily responsible
for improperly withholding records or an explanation of why disciplinary action was not taken;

(5) acopy of every rule made by such agency regarding this section;

(6) acopy of the fee schedule and the total amount of fees collected by the agency for
making records available under this section; and



