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COUNt F. R1NTE LUCFNCa: OPERATIONS . ·~ - . - ' . ~ 

· ... 

Taik f~_be glven--at an OS!' Int~Uigence Coilection Sefuwr to· . 

b~ held ·ori q. a~d Z 3 February ·1971. 

Yesterday and toUay __ you have held ~is_~'fs~ions 9n.th_e l~teUigence 

eoUec~lon proces~. ·targetth1g·;, and explolta·Uon •. In:tbi~ h~ur.lo~g.dis• 
. .. . . ' 

---

am· going to talk about intelligence coUecUon, the :pri:>cu-s of- t.argetting, 

and the proceu o£ exploitati~>n. Hm-•·ever, in co-ntrast to tb~: other 

nology or the Directorate of· InteH!g~nc:e. security on a daily b,uis 

consists of showing your badge to the man at the door and making sure. 

that ·your safe is dosed at night. Durin]; ,the_ day we associate wlth our 

colleagues who we~r badge a to testi!y to the fact they -have tx>en cleared. 

Outsiders who come into view also wear badges indicating that Ut:ey too 

have been cleared. Thus wrapped in this cloa~ provided us by St>curity, 

few of uo give much thought to the fact that a major po"-•t-r \\ith endless 

{unda considers the United St~tes and in particular tb.e Central lntelli• 

gence Agency to be the "main enemy, the primary adversary, the 

prime target." There 1$ documentary pr~f o£ tllis. I can go on to 
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say' that In this age of iechriology where, in my vie·w. the United States 

has· n'o -equal. -the Direct;, rate of Science and ·Technology and lts. office's 
~ - .. - . ' 

'\ 
1 such· as the O!lic_~ of Scientific x,n'teiU~e~ce rate .pretty liigh on the 
I .. 

priority U.st of ta'rgete', It has' to -- look anhe publiCity -- and iook 

at~th£ fact t_hat as eo mlu:ay ·~r you know, ·the .Soviet te~~olog~cal gap·· 
\• ·. . . . . . .. . . . 

:.is :s~tiletblng. the Soviet~ <ire trylt1g to· etoile ra·st'. Interesti11gly. 
:; . .. -- . - . - . . . " - . . ,- . - . - . ~ - '- ' _-. - -

~ • ,, I • ~· • 

~~o~g·~. -th·~: KGB 5& t _e-ffort :·lias ·expanded 10: r~~ghiy the ·s_amt. Ume· 

;frame a.& ODS&T~ B~!ore·.i956, ·there were ·emaU sst.T s.ec:tiono·wi1ic:b 
., - .. '' - . : '• ' - -- ~ . - - ·- - ' - ' - -: 

......... 

the department was upgre'!-::ie<Crn_to ~ r~i1 rie·dgeC:i,c:nr_ectorate. A.~ caz• 
7 .~- ' • - - • - - - ' - • • - • - ' - • - • . • • " 

: as OVe.rueas··r'e'pre~~~lation ii!'.~C~~~~rned;. the .USS~·tia·s··4·l slo.ts -.-B 

IAE:A. :TWenty ~-r~e~t of these a~e occupied ·by KOB S& T ca~te offlcer,s. 

0. K;;, .so ·y6u never heard of any Russl~~s snooping a~_ound ·O~I 
. . . . . 

and be'#d,es' security Ja there with badges and'locked a&Ce_li, etc ••. oao· . . •' . . 

we are' protected f'_rom' attac:,k~ . DOn't y~u b~Ue~e it. Let us' for a 

moment pretend that we are KGB or GRU operatio~s officers'and that 

_.we wish to penetrate osl. E:Iow do we go about ft? Do'we send one of 

our nice Soviet lads to caU.? Do we use a case of£1..cer from one of the 

Eastern Furopean eatelU.tes'? Just f'o:r an idea of' the magnitude o! 
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SECRET 

the known resources availabt<" to '>.l8 a11 KGB officers. consider that 

in 196.9 there were more than ll. 000 Sovitt dtians r~si'dent in some 

. ' . . 
9f!l<:i.~l Soviets an'd s~tY_Pe1:'«rtt or ~.~~6<S'o! tbut- o(fidal Sovl~ts 

were. it1tellig~nce officers. Puttin& this in l<:~<:aJ t~r[ns, .ua~re ar~dOO · 

Soviets otnC:_iaUy iiat~d :s.ai d~plomats at the Embaa~y ti.ere· i~ .v.~a~hl~g-
-~' ' .. 

' ' • f • ,: •• ' • • ' 

j!e~ple ~re:·s~ri~~ inteU~gence O!fic:ns. lii:.addltion ·to :dua foh~_iciabie. -. · 
·-';.-:r_,_ 

·array't·o-wbic:b.'l~h&.ve.JU~t a.uu.aea. lb~ :s~ve_l,\ E·aste_rn. E:u.~o~ao ·c~~iDu•. 

·; ~~t·~-ou.Gt~i-:~:-:~·v_e::a~o~~·"t~e~:~~te·e:~ ~e~e~t ict~iUg~~~e ::a·~~~~~~. 
~ ,;·--. ·-; 

Addlng. to tb~ \V~shln'gt,qn contingent fi-om ttieile .;·~·rvic:f:!i·b~iD&s ·aui:-

·· tbe FBI watches them. .Do they? Consider the eU.tisUcs. Ass_u.rril11g·. 

· ~ .3 ~an ~urv~Uiance team, whl~h is ·far 'too few for a go,od su.iveUlaru::'e 

o~r~t·i~n. ?4~Ji~u.r ~.r day c~verage o! th~ee people .wou,ld_ on the bade 
' . ~ - . . ' 

of 3.eight ho~u· 111liUls require_900 people ill the street seven dav:s·per· 

week. ·With these figures, you. are talkitlg a~~t eome ZO% of the 

enUre F.l:)l staff of agents just to h&ndle this am_aU pie[Ce _of the pro- . 

l>lem. Neve'rtheleaa. U aU we bad to ..,.-orry about viere these 100 BloC: 

agents in Washington, we· eou.ld rest eaay. At the moment for example, 

·the FBI is terribly concerned about the proposed new Soviet 
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'C,mr:l.ll.\tc l.n :::an Frnndoco whlch .;, HI turn lo-:>s<t:' tlw KGB uil the 

coust. 

a nfcp t'Tiendly Am~rlcnn or hio Uaieoil counterpart who h in the . ,( ' . . 

t?ullC!b1g an~ who.· ts we a ring a badgc;o. -In other \vo·r~li, <L'periet~·n_tlo? 

11gent •. Wltb·-tlle ~sie of th.-.t_ term;· i~t rne d~g-rnli for·,a·m~in_ent and. 

~:try to lay out for )".:»11 ~hilt countcriflt~UlgC.ni:e b aU .:t.bout_. 

Tbere au·sever~l way~ to lC?ok. at.c:ounterhitelUgeric::e.-. One 

thing that it ·is not hi inott1er name ftir:_S:ec'ur:ity. ·even t~ougb·ther8. •. · . 
~: . . . :- - ,·~-- . - . - _:,:: - ... . . . . . . -

.are tfec_urUy ~actors bi_volved. · WUbln CI-A~ "":e try to.~efc~d o~ p~otect 

tl\ree things:: our people', our instalhi-tlvns. an~. oi(r ~~ti~lii;·o. ·' fJr'o.;. 

tcc:U.ng people and thing11 ta tlie priynary job of U1e O!flc:e o! :~ech:rity,. 

' . . 
Within-the Clandestine Service the third it'em, p:rotectinc o.ur activities, 

·is a J_oitit :reaP<>n_sibUity:. be~eeri·the varl~us area divia~ona and th~ ~ '· 

CounterinteiUgence Staf£. · Traditionally s'pe_aklng~ there has not been . 
. . 

. a_ function elmll~r to a Cou.nterintelUgenc:e Sta'f£ In "nnsP~ T bec'auae 

.: traditio~Uy they were o~t engaging. in operational acUviUe·s which 

bad to be ,Prott"cted. This, as you _are ·aware. is no longer true. Some 

of us who have bet"n exposed to both.sl.deo o£ the hO\l!IC aTe somewhat 
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la, f\}.1" my ~rt, <1 pera~ur ;.:pini'-l'l. ! . 

t~nder the terms o(·:;>.~ClO ~oJ. s. the Cl;\ athl in turn 'the Cl 

· Sta.r,r luu· U~IU rtto!Ponsibiiit}- f..:;:-· ~o.\~tlt<.> rintEi'lii~f'nce ~br\5ai,t. Tbb 
. . ~ 

me~~~_ that Cl Staff ls_ t_o·p~~i.:e the le3•.l )n devtilopln~ ~ .:e~tral f~gister 

ofl*oplcr of co~mterlnteU~g:t-tit'e i11tdut, 'd\'!vclopin8· c:otmt«!dntcUlgenc:_e· 

de;c:trt~w. ae.ttins:· up c'naimet~ l.J:- sllari~s GI ·lnfor~atl•'l)• etc. _ n does' 

nQt lll.1cta'O. lbat_ \i:'o act :as pallc:em&n ro·r the c:olllm\mAty. !~acli agency.·b . . '" . : . . - . . / . - . . 

• ~ t ' • • • 

reapxuibtc for .poUcb1g its t:J'Iri1 h<.>usc; and"franldy sonlt' \115·3. better 
- -:· . . ·, - - - ., --~ 

. , 

_ .. -,;' 

hetwe::n -~INo reup6ns'fbiUtie; a:tJ the internai secutlt)• r.:GI-'OnsiblUtiefl 

of tbc n:H. There ls no. dear li..~ of demar.cadon ~ctwecn ·U.S~ ~'\ge'nciea. 

AU 'lamri\ together •. 

··).. ,.,;:,·"'. 

As an ac:Uvlty. Cl w.:.r:.O: c:-u be consic.hfred tl."' l.:.ct two ma~·c:ning 

baU'o; security and C:~nt~res?io)Qage. Se.c:urlty coniJht&t of e.ltabUsbing. 

·' 
~::h~ ;;;r stOJ.tk JeCoiHu>c;, ~.U.:.a.,.t "U hu~.<lHe ;.uad c•mCt'lill~,\ att~rnpte . 

to intcrder with our intehigeucc functions regardleu of who tries to 

lnterfer and prot~cting our se;:-r-ets. Counterespi~n<i~c .:.n the other 

hand nquirelil the lde.ntific:a:U~.u .:U a 9pedfic adveu:uy, ,a knowledge 
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that tht"ir·thru't h t•..Jrned·back !;poll the •'gressor. 
,· - . 

~irinlry, ancHhia to me! Is tl~ei real gtih o£ cl as I know it, a 

defe:uh·e eervice,"-'luch.as a Countt"rl:it~IUg~nce StafC, cann'ot eiJriply 
. •" ' ' - . ' ' . 

M'!"Jiid tht> 'requir~ments of il~c:urlty· H .;,.:e ·.rend eecul-ity to .rriea,n pro• 

't!c:Ui.>n ag!l,lnst c:lan,d~8Une or. covt'rt attacks on our people,. (n,Dtt~:lhiUoau~ 

and ll~tlviti~·s. U tala h aU.~·e seck-to do. any o:opbi_stlcated !ote~llgeo.ce· ' ' . . . ' " ." > .,, . .. . '" ' ' '. " . ' .. 
1111erri« lii~lnia the ~:ca(or Gl~i.J.~,iil_be.too str()l_lg for. us: nnd we·v:·m 

- ' ' . ' .. _-.- -. - . - . . --

fiQd ourae!i.rea Wie'q'u:aho tho t~sk; ~ Coed COU."''t'e.rlntf'Ulgence mu:it be' 

' -: agg_r~~.eive~ k tno.aflear:n all'it cat\ about our enemk~. len':rn thd:ir 

se<:Nts and be· prlvy.to thel.'r·co~ncl.l'il. !n'C!thcr· words, the one . .tran• 
. ' . . ' ~ -

. . ' 

A ·sov!.d dd'e.cto:r is of rnueh:·leu value thiu\ a 

burt. \\.ith a :P'='T1elr;3..ti>:m_, you have the cll'ilj• mean:i o£ really knowing 

!n:;o{ar as the organi.:aUon ant! activities o£ a counterintelligence 
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SECRfJ 

determit1-t>..i ~y the ocUvitio?_S ,..,£ lts c-h'ief &..iY!l"l"lliU"y IHld IJy Mtlonalub.;. . . . 

je..::th·C"s·. !a ouJ· em)~ thh would oi <:o,}-;.>.t-.!1! ~<.: the 1-:do ilnd GR'Q. 

~uica.Uy sy~.Q.Idng, rnoot (:ISt.Uie ~~a.:--_J,\\·n.in~o ~ri.;>~ratione gNup 

and a. ri!GC::li-ch '.and n:~alysh S,r'O:<;.V.O _'\> i:!!. tfw us_u;,it ada~1lnhtrati~e supe .. -._ . . .. ,· - . . 

'.' 

carries -~n such a·euvitlu:3s .Ei'.lrvei.U3~'-e a.nd'(:onnteraur..:.·ema~c.~. 
' ' - ,: • ·~ J " ,· 

0 

,- • 'r , ~· • • ' t k ' 

0 

·•, • • ' 
0 

' • 

pen~t-ra.ti~~. provoe~UOt~s. doobl;;; ·a.~.e~ Cp€ r:ttlon_s~ ·techriical cpci_ratto~:- · .. 
• • - ' -- '· > ' • • • ' • • • : _, ' • ' ' ~ 

A C-I operaUqna gr_;up with worl.i·widP. responaU)lUUcs is usually . 

broken d;,wn into geographic ar~ae v.·it~ u o~rl.\Uons ·branch for ·e41Lc:l_l 
. . . - '• 

se.curity. ~t. 

day-to-day problems involved in the !:!a.:s .. ll.i:lg of operations ..,f thEdyp<.} 

7 

·i 
!_.·· 
i 
, 

. ! ' 
:. 
,. 
' 



i 
-I 

I 

; 

I 
I 

r. 

i 
l· 
I 

SECHEl 

,df!~'Jh~ril<!l\l8 and troend'J a~ -"'"'u ao :ipcd!ic et{Jdko :rc th\ cu'eiwy in 

~•..teh the Bamt' ffi."lf'l~t' ·O'U you write a r.;:p.n~ in OSJ> with ~f.COil~lle. 

the big'<!Hrerenc(' tliat Cl .n?porta are lntcrHicu pdinarUy !or ¢_1 a:uiilenees 

and ~~ley p.n·pos'ea ac. Jhat -the' c,l_~laUi:m h much tc.~o tha~ ls the cue . . ' . . ' ' . . ., ~ . . . 

for an Q';J or FMSAC pro:iuet._ i6:e R 2. A unit look~ ~t the aeUviU~s 

of· an lndivi..!~at' KGB o(fic:er ·:cu tac.tic::J.l r~porting~ A~U.vlty (,r the 

·smilet. r:mba_eil!IY _au~ a. ~Mle i_o condd~_rei.l to .. be opcrat~<?nal r-~pgrt.ing 

wbU.e operatl()hiJ of tb:e r..c;·.fj· in to_to are atlseased as otrategic reporttDs •. 
- ' ' - ' - ' - ' ' - i -' • -- ' 

_ Sfft(;~ all intetugen~e organh.aUons-nanrlle ce rtaifi aitu~Uona :in cert~in ... 

wayli and each hal'l -u. hallmark ill .wb.ich rclleet ;u;riong. c~lh<d r ~hlri~:w .!1<1' 
_, • • ' t 

~~k:ty ~hi~h it'represenh~ long-term ::malyah by the R & A unit is . 

cru<:l.al to e~tAblbb t~e ztandard opera-Ung p:roceduree~ Cor rccognbi!'g 

-SoViet operation~ lor v•hat they are and -th~n counte dng them.-

Naw. bilck to you all a target •. Naturally 't·h~;r~GP wouid·Uke to 

achieve ·tha.t ulU.na.te s.w::ccs8· • a penetr01Uon ;,f Cl/'.. H:win;,; .iu "'a~U:t 

inothe enemy intelligence ee_rvice 1o a particulariy rewarding pastime 

'• 

beca;.tse people in !otelUgeGce 111.ervices know eo much about what ls 

i 

t-

I· 
'' ' 

't 

!. 

goinrf on in their own ea;!lltry. that is dasoiflet!. ~.1any of you. for instance, /_ 
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• 

U yo·u arc\nnkint( ·the .Soviet J'.!·:i'-1 proul{!nl yv\1 )!d to know a gre'at 

: ..i~t .. l' about qur p\vn /,3~1. 

()ye.r the_:pa(»t C&ve yt-ara at~~mpta by !or~il>n -iot~lUgt:nce·-oinc:er~·. ·. . - ,, ,' -. ' ' ' --
p~ind~Uy Soviet,· _t<? rec:rui_t u.s. G~v~~Rment vmpl9y·o?e~ have ·bee11 _., 

. . ' . . ~ . . .. - . . ' -- . ': . ,- . 

· re~rtad at·Uie tat'e· of about-~~~- day: .. rfurin~-thi_a pc;, . .dod there;· YfU.e-- · . 

more_ t~n i. c;lo.o lncl<icfnt& in_ .;,._·blc:h 'til~ fo:rHg;~r £dlt. he h~d .Je'v~loped.-
- -;.,. -- -· 

ua·e employee tci .the p'oJnt t~t .h~ c:outc:n::onle rlgnt' out and ri.ak<: tile 
,-.-. - ,· - ' -, -

.- ' 
Moat of tho~e targeted' \~e:'~ state' Department 

eE>co~d. This at lea~t ah·ow~ that the KGB i!i t!·ylng. But perhaps t.he 

~os{ algnU'l_c::ant: ibln~ tcdbink about Ia 'this. If this many c:;u1ee- were 

reported;· hi:I\V about the 'recruitment attempta that were not. 

~·ty pu:rpose in reviewing the above is not __ to muke you start 

looking c:roemeyed At your coHeagues, but mt-:rely to suggest that you . ' 
give the matter some thought from Ume to time, 
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SECHEl 

agento off the pHyruU. W.bat do' they do nel'!t? V.'ho el,;e comtoG hitil the 

Jet's get epecHic, let's .t~lk about .6~~1. · 

US ~er~ c:o~tract~rs·clea-;ed'b-y t'i.A, :while the r_emainin~ ZOl ~ere 

. ·ptiv~te ~ .. uv.idwi.le who eJ.tn·er ho_ld. !'/-O clearances at aU or hold some . . - . . - ~ ':" ' 

idnd of clearance from· anot!ler G~verruni<.mt age_nc:y. 

Unfortunately, CIA le ·rather ,;nlqi.ie in_ 'a pending ~he· slots, mone~ 
• ,.-r-

and manhoure in dearing people. As you lmow, W<.! ~lave our Owil dear-

... ,.·ance s_yshtm and do not. rely·on. the chccko o( others for our employees or . 

OU,ll:' c:ontr<:Ai::ton. With oth~r· agen.d'es, and P"':r~icul~_'rly w.~th the Depart;. __ 

rine_nt of Defense·, with employees and ~out~actors in the miiUons the kind 

of inveoUg<lUve checl_<s we perlorm ln._ CIA v:ould rim to .the thousands ~~ 

people and ,the biUio:tfl o£ dollars, ;:mJ in aU lilr..elih•::~od the '.~.hole defense 
'.! 

·effo~t would grind tQ a screeching halt if they did. 

Too· often t::aen an individual with a top_ secret clearance from 

another: agenc}·le sbnply an Individual whose name, wben-chedted 

to 
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(;·IuicK.), Called to .~iildn!H~ anr oo•calkd dc.>rrogatory information. I 

can tcU yoa off the rc;cord. that there ar~ a number of i_ndlvidurHs who 

w~:~~ked abroad ,_on da·sai!ied projeda for fo'r~ign ·gov~r·nme-nts !or ·sev«fral 
' ' ; - -

rearil! who then returned to this country and promptly were granted top 

. . . 
be w~~k~~~- f~_r s~~~·on~ be~ idea Uncle Sam. 1\long that llne,' I can abo 

·-&~~ ofOhe record·~hat there WE!re ,am9ng thos_e 'i93 osi visitors 'in the .. 
' - -~- ~ - . - . ' ' 

laat six a:nontlts people.w!lo were in _fact "'i~rking !or s'omeone b_e:Jide~ 

Uncle Sa!n. 

. . 
the stnte o£ mind where this aort·o!'th1ng never occur:. to you. In 
' ~. - . 

condusioil I have some s~Cific fiuggellitlons to make which are n.ot big 

deal but which, if. implemented, can· be l:)f help to us aU~ 

U you are Jealing with people outside the Agency, or inside lor 

th~fmatter, there is 'ao need to tell them everything you know about 

everything just because they are cleared. II they come to tall< about 

apples, stick to apples. Don't give them a gratis tour of the orchard. 
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.. SECRET 

u CIA He.udq_u.artcrs_ SCCI-;,9 a sla.DH)l"''U~ 'pla-te. to yo'ur ·t'o,rm.er­

col\eaguea ~nd neighbor~. ·te,a.ve'it that':l.\'.:\).'(- i~n•t gJve'th~m ':. sh.id~d 

tour·jua't:tor th.e-liell oHt;. 

o.On•t.a'tl~u~e tha£just bc~ause th~ -gu·r -d~-~~ riot ·have· a Russin 
' " . . . - - ' ~ 

- nD.n:ie .->r 'si)eak -w.ifh an ~coeeni that he is 100'7~ QK. -The ide,al' KGB ~ge'at 
• - - -- - -- - '.L • 

. is the W. A. S. P. __ wl.tl\ ;a Y~le degree and a,·p:edi~ree t_t;w.t get~ him. btl-'_ 

the_ Soas.of tile Am.erican.· kevolution. ·Even H yQur guy is ju~t gre_~. he 
. ' . :. . _, - - ' 

may have a boas or colleague back at the ranch wh~ is not so great. 
- - ' '.: ,. 

Thh is something to be kept particularly in m~d wh~n death\g with 
,. 

foreign Uaison people·. Be parti'c:ulurly wa.ry of th~ liaiSon type 

- _ r_emember Fuic:hs, Vassal, Philby, and Bouaid~ And finally> juet 

.~cause your friend wns cleared for top~ seci-et'-whatsis si.'t m9~th<J ag:o,; 

don't automatically as_sumc b.e still b. Cn~c.K.. He may have been fiN:ci 

in the-interim. 

Are 'the:;-e any questions i 
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