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My g m,‘&‘D\;‘M FOR:

! sentation was given by
of CI/SRG;

[ -s'Ec'RET .

COUNTFRINTELL!CENCE OPER:\"E hS

_;I‘al-k',t'q.. be given-at an OSI Intelligence Collection Seminar-to

* be held-on-22 and:23 February 1971,

[

Yesterday and today you have he!d discusaions on the lntelligence

cblle_c;ion prgcee,a. targett(ng,: and exg!oita-tipr;. In. this hour !ong dis-

- guselon of counterinteiligence, Tam goln to co,.tinue ‘that process. 1

am golng to talk .a,bou)t intelligence cglle}ct'iqn, th,e.j)rbcesa o!~ targettiag, —

and the process of exploitation. However, in contrast to the' other

speakeijs’ih the se'_m!na,xj. Tam gg:ixig,hto discuss you as a target.

ror _:t;'xo’gt of us »st'arvin"g' in the C;ii-ectorate of écience and Tech-
nology or the Directorate of Intelligence, 'secuﬂty on a daily b';asis
.connaists of showling your bgdge ta the man at the door a:;d mai;iﬁg sure,
that ‘yéur safe is closed at night. Duriny the aay we asls;:ciat"e with our
colleagues who wezr badges to testify to the fact they have been cleared.
Outsiders who come into view also \\‘.ear badges indicating that they too
have been clcavred. Thus wrapped in this cloak provided us by securitf,
few of us give much thought to the fact that a major po\-.‘er with endless
funde considers the United States and in parti'c;ular the Central Intelli-
gence Ageancy to be the "mailn enemy, the primary adv_ersary, the

prime target." There is documentary proof of this. I can éo on to
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say that in this age of technology whére, in my view, the United States

hasin’o .equal, -the. Directorate of Sciénce and*’l‘echnolqéy and its offices

‘ \\Usucir as the Oﬂ'icé of Sciénilﬂc i)n‘telug.eqcé rate pretty high on the -

priority list of targets. lt has'to -« - look at “the publicxty -« and look

' at&the fact that as so many ot you know. the Soviet technological gap

; is'aomething tbe Sovietevare trying to cloae fast. Interestingly N a

enough. the KGB S&T etfort has expanded ln roughly the same time o

) s’clentiﬁc .units‘ w'e re cons"olida

»trame aa DDS&T. Belore 1956 there \'v’e'x"'e amau S&T sections which

. were part of geographic area divisions. About l956157. theae iaolated

the department waa upgraded into a full ﬂedged directorate. Aa iar - .

- as bverseas repreaen&ation is concerned, :he USSR has 41 alots in

IAEA. Twenty p‘g_x‘ce’zit‘éf these'al';e oéc’iipied 'by KGB S&T case 6(ﬂc'erg.

O.Kzq, -so'lyé;u“ never heard of any Russians snooping around-OSI .
and bé“is}é,és‘iq‘é“cuyity}s there w.itb badges and locked safes, etc., 80"
we ir‘e"protect‘edA{rom"attaqu 'Déti't‘ybﬁ believe it. Let us for é

moment pretend that we are KGB or GRU operations officers.and that

,ﬁg wish to penetrate O51. How do we go about it? Do'we send one of

our nice Soviet lads to call? Do we use a case officer from one of the

Eastern Furopean satellites? Just for an idea of the magnitude of
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the Knowna resources availadle to ue as KGB officers, consider that ‘

in 1969 there were more than 21, 000 Soviet citizens resident in some

T T noa=Communist countries. Of these almost #ix thousand were

‘ ‘.“glflei_é\l Soviets and s_lxtyj)er.eent or 3,560 of these official Soviets

were intelligence ofﬂcers. Pukting thié in locala terins, Wlhere'a"r;eflbo i

Soviéts o(flclally liated aé diplomats at the Embaany lere in Washing- :

llwould be more than prudent 6 assurne that at leaat 60 of these

5 B
""""

‘ﬁe&pl’e are"deieL lnt‘elhgence oificen. In addlnon ‘to- thls formidable

‘,

} array to’ whlch Huwe just alluded. the seven Eastern European Commu-v

K

. f nlat countrles have among them mneteen dm’erent intelligence aervlcee.

Adding to the Waahlngton contlngent {rom these eervlces bringa our

- number hp to. abont lOO Bloc lntelhgence omcers. Ah. bu: you. aay

.—-r-

the FBI watches &hem. Do they? Consider the statistics. Assuming

"a 3 man aurvglllance team, which is far too '{éw for a good surveillance

op”‘errit'len,’ ;4}’&}»&:- per 'éay-ceve'rage of these people would on the basis

'of'3‘elgh,t bdur elilft'a r'eﬁlx‘lte,’?oo people in thela‘treet sevexi daya-‘p'er‘

week, W ith theae flgures. you are talking about some 20% of the
enllre Fel staﬂ' of agents just to handle this small piece of the pro- .

_blem. Neverthelesa. 1{ all we had to worry about were these 100 Bloc

agents in Washington, wé could rest easy. At the mornent for example,

‘the FBI is terribly concerned about the proposed new Soviet
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threc things: our peoplc, our lnstallationa, and our achvltieo.
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" Consulate in San Francloco which will turn levse the KGI! on the

coast.

No, the ch:u}\co":'a‘arc that the fellow ue need to \\-f»r;y-s.?;{iﬁt is
a n{:i:s: {riend‘ly‘\!&'méricr}n ‘or hﬁ llaison céunterp&xrt-whc‘)‘is in the
Abuildlng and \who is wearing a badge. In other "wo‘i"dé, a.‘p‘ériét"z;'ntid'o o
:ugent.A w ith the use- of thrt term. let me d!grcss tor a moment and ‘

jftry to lay out for )ou—whut—countcﬂn:euigcncc is all ..bo.xt. ‘ CoL ‘

There are-several w@?p'to look at.countérintelligence. Oné -

thing that it-is not is another name f;;sri‘e'gq'u‘:it.y, cvcn though there . -

 are n‘ccixr‘!ty fact’di-s kivolved. " Within CIA. ‘we tr); ’t;oA_cfefciid oé pi':dtect

‘ Prioe

tecting people and things {s the primary job of the Ofﬂce of Security.”

Within the Clandcstinc Service the third item. protecting our activitiea,

- ds a }oint reeponsibuity between the various area divisionfx and the
: Gounterlntelligence Staff. Traditionally 'spe‘nkin'g’, there haa_not been
.a (uhctit}n aimllér toa éo@ie’rintelligehcb Staff in DDSL T because

- traditlonally they were aot engaging in operational activities w hich

had to be protected. This. as you are aware, is no lonfer true. Some

of ue who have been exposed to both sides of the house are somewhat

‘SECRET
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" Staff haa USsin rasponubxh‘v for co\.nlerin:elligencc abroad

A do;clrlgc.‘ setting up c!‘lia'nhe}s for a}xariﬁs Cvl-infoi'n}bﬂ&'g. 'e’lc.

liot meat that we actfaé péiicéma’nv for the -comm\'xhit)‘i.

SECRET

uneasy that such Bighly 2easitive scientific and technical information

ang operations are not botter prutectad than they are, liowever, this

fa, for my part, a,pcraen\d cpinion,

i

Vader the terms of NSCID No. §, the i;f,lz\ and n tura the CI .
'fbis

4
means that [ ‘:ta“ is to’ pwvi-e the lead in devcloplng a ;cntral reglater

of péaple of counte Hg‘itellig‘énte interest, de wiglbpiﬁg ‘counteriitelligence

A

R does’ -
Fach agency is .

reapmuible for. poucing its m house. and frankly scme do-a bcuer o

job than othcrs. However, there ia direct ovcrlapplnb fn the Jet age

“ber\vc-bn wints reupo':slbihues and the internal secur!t) responsiall!tiea

of the ¥BI. There is n‘o. clésr line of demar;nfion pcxwecn U8, Agencies.

All wori together. .

e E—. DR [ s R R SO

As ;n actlvlty. Gl work can be consldered to be t\\o matching
balfe;iaec;xrlty and countgrespiodagg. Security conalsts o{ € atablishmg
5::5:2\*: sr statlc Jefenscs ageinsi oli hostile and gopccaled a(:e_mpta .
to int‘er{-er with our mteiligencé functions ‘rpg‘ardless of ;\'i\o ’irie,é to
interfer and protecting our secrets. Counterespiunage on the other

hand requires the identificalicn of a specific adversary,.a knowledge
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of what specific operations he (s Cﬂrn'mg out and the countering or

neatraliring of his operations by penetrating or manipulating them so -

that their thrust is turned-back upon the agressor.

s
-

- Finally, ;ux:i‘thia to mé is the rea‘l’ guts of Clas1 kx':bwA it, a

dc{e':sive nrvice, such.ie a L,ounterlvxtclugence ﬂlaf{ cannot aimply

- sit and build de[onalve b.srric ra. lt must accept a responslbﬂuy

) bevoxid the 'rcquiremcnts of aecurity' if wc:rend sccurlty tomesn pro-

'~tection againat clanaeﬂhe or covert attacks on our people, lnntallation:. )

and BctMtlea. it tnl,a is all we aeck to do, _any aopMsticatcd lntelligence’

service d‘i@éb'ag .the‘*f‘.t;f} q_r GRU, \aul be too strong for us; and we v.ill

find ou}ié!irés \ix'z'r‘qhill;t-d t:h'é task; Cc'e ccun!erinlelligence muat be.

égg.res_ah‘re. lt oast learn all it can nbout our enemics. lenrn theh‘

secrels and be privy to thci’r‘cpghcil'é, Inother words. the onc.ltrap-.

’ déendlng’jbb’je‘c'tive of coun:crtnt‘g}ligphée is the penctration of the eneumy

A Soviet _de'!’e_ft):tor ia of inuch'less value thnn a

' clandestine penetration’ of the Soviets service becavae with a defector,

the Sovistas know precisely whal hie knew and thus how badly they are

hurt. With a penetration, you have the only meand of really xnowing’

whether you yoursél! are penetrated,

Insofar as the organi:zation and activities of a counterintelligence
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' . ataff are .':':'*-rvit;d. lta‘ structure azd fusctic "; t;rc to-a large e\tont :
. determined by the adtivities of {is c%’ie;’ a:vrraary and by national ubs | )
) - Jectives, L‘, ou;' cune this ;vould of eourse be the KGO q.nd GRU
; asically spéaking, most <1 Staffs dreak Jdown into an. gpe.rat'if:‘:\s- group - [ o
j ’— and a i-esca;'ch ’and tinalyéi:: v;ro,\zp.: viﬁ:g Kht us"uz,ivl alﬁninistrati?é Sué%‘ RS |
‘, f port inetug Mmg a vcry str»ug Iec.hmcal -u-.. -The c;.pé’rgélbx\s group ‘ 3
g - \ . . . f
; ) éairleg cp.-‘..i,’“?h a‘cttgigge;al‘:a?;e‘u'rve'@llqn;‘g agd‘éphﬁtéfnu.r}"‘r'eill,a'i‘;i'éig , )
E peh"e’tl‘rgt:ic‘:ys:‘. érovg'ca_tjé;;s; double sgeas cpei-&ﬁenf‘.;-iec‘hﬁicélépéi-a’ti&ﬁ's o ?
- s :yénd ccunléﬂ;chﬁiéAI t;bér;a;)ds; oun:;rintelllgcnco inte rrogations and ; o :
l‘f ‘,.:ﬂ vdcbrieﬁngs. the handung ofv.alk-ms ABad d:efectors and "joint operationu 3 . E -
; 3 - wlth variou@ {o;elgn llntson sermces :n\ oper;t!oual aecuri:y teviewa. ) | . ﬂ
: -1 wlll be glad !o deﬂne nnd(/or cv:p.and &3 the meanlng of. any of these a8 Lo ‘ Tt
i ) yox;'ue;in; Are thore any quéstxons :1‘: ; hf -;~~~- . ‘ " h . , | o
co A G operations group with worldewide responsibilitics is usually . ’ ERUREE
» o brokean-down into gebgfhphl:c"la}aaé with ai operations branch for ’_eaf(cuh‘ ‘-l - , N
v , .. area, A hrpical 6peratioqs !;Ar;n’clg Q»ogxld have zx"Qo;xngéresiwloxiSSe._\fnlt; o ) E
. . : ‘ : . L
' V a conntéraubven‘alo;"x unit, a counlerproplzanc 3a unit, and an pperationnd ' -
i . security uait, o ) . S < ' . i
While the operations grgu;; and dranches are warrying abé‘nxt the
da’y-tc;-day problems fnvolved in the Zu:::.:‘ling of operations of the type ‘ '
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we have just lescribed, the i & £ unil is analyzing all of the data cbe

tained, davising doctvine aad guldance and putting out reports about

Cdevelopments and trends as well as specific stadica re thi cuemy in

much the same manner az you s;/ritc a repori in ()‘S‘l’.' with bf courae'
ﬂie blg‘diffcr;nce th’a! 1 reports are lntcndcd primarily for C! nudiences
and policy purposcs o that- thc cjg.aukxtion is much lccm thap s the ‘casze .
for an OSI or E‘MSA pro:lu’ct.) Thc R & A unlt loons at the actlvities Y

of an Lndlvidual KGB ofﬂcer ‘as tactical reporting. A'cuvlty q{ the

Soviel, Embauy as a-wholc (s counidered to be operi\tional r-ebéktin’g

whue opera:iono of the /GL in toto are auacsaed as strategie reportlug. s -

E

Siace all lnte!ugence arganizaticms hanxne certain aitu&uona in certain -

1
|

wayn and each has its hallmarlre whlch rcﬂect among m!mr things the
society whlch it’ repreaeq!s, long-tf*rm nnalyals by the R & A unit is .
crucial te establish me ztandard opcrating procwaurea {or rccogni ing

Soviet operatm_ns for what they are and-then countering them;
Now, back to you as a target, Natdfaily the KGB would like to

achlei(e'thaht\ ulti.nate gsuccees - a penetration of ClIn. Having du ageat

in'the enemny intelligence service ls a particularly rewarding pastime

bécapse people in Intclligence services know se much about what {s

going on in their own couatry that is classified. Many of you, for instance,

SECRET
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krow a yreat deal about highly claseified projects in the Pentagoa which:
have {-&_u{e ar nofhln‘,c; to du with our fﬁ’!’éll'ig‘encc colitction or analysis,

If you are'working the Soviet AB2S problem yol get to know a great

: «ieal"nliout_‘ our p"\'j.'-n AGM, . N A' : -

Many péople. woik long hard hours to try to lm;\_u:e:tﬁat,ﬂ'}e. KG

&-9‘09 ‘not éﬁ;‘c‘e‘?d in gvettling a. égéf{ erﬁ‘jﬁ!oycé on thelr ‘pﬁyrbll. ’

prlnclpally ‘:ovlet. to rccrull U S Governmont e.uployeea havc been

' raportcd ab: the rate o{ about zwo a day Du’ing thls pg,riod thero were-

more._ t!mn 1. 000 lncidents in v.hich the {oreigner fclt he had developed

the employee to thc po!nt thai he could core rlght ou: and ma) < the

L

'ﬂre\.ruitment pltch. .v.oa: af thoae targetef! we*e qt.ate Depavtmo-nt

emplayees. with the. Agency and the Department of Dcfensc tied Ior

second. This at lcagt showa that the KGB is trying., DBut perhaps the

- mosi‘algniﬂ;a‘ntjihjng to think about is this. If this many cases were -

reported, how about the recruitment attempta that were not.
My purpose fa reviewing the above s not to make you start

looking croueyed at your colleagues, but merely to suggeat that you

.

_ give the matter some thought from time to time. .

9
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i : Lot's sggume that we have been puccese(ul in keeping any RGB
; o

agents off the payroll, What da they do next? Vho elsé comes into the

CIA Headyuarters builcling? 1 found out rccent!y, to my great surprise,

that there are IOO, 000 vimtors to this buildmg in a yenr s time. But -

jl«:t‘ta get speclfxc, let's tal‘c about OFL.. = | - -

Bptween August 19?0 auu ca-ly this month. Obl had ?93 vlsltors.

Of thia uumber, the bulk. or 454 were Irom other Government agencieo.

"' S 138 were contractors clcared by LIA while the remaining 201l wére

,~pr£vate lndlvlduale who elther hold no clearances at all or hold some

kh‘\d-of—clearance frqm ano;he'r vaarnnmnt agency.

Unfortu.uately, CIA lc rather unlque in apending the slots. money ‘

and manbours in clearing people. Aa you \mow. we have our own clear= - - -

”“'anée system and do -not, rely‘oh the checkeo o(qtherg for our employees or ‘

our cantra‘ctors.A With othgzr'agencféa. and pégt@’cixla‘rly with the Departs

. ment of l)éfg‘nsel, with employees and gout?actors in the millions the kind

of investigative checks we perform inLCIA would ¥un to the thousands of

‘people and the billions of dollars, and ia all likelihood the whole defense

o -effort would grind to a screeching halt if they dids

Too' often then an individual with a top secret clearance from

another agency e simply an individual whose name, when checked - : i

10
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againsgt the Wliz-tts af the varicnm gecurity agencicn (Naﬂunal Agency
Shdck), falled to Jdiaclose any coecalled rierrogatdry info}n’wa:io’n. i
:an»fe'll you off the re{co'rd‘th:\t thcx:c are a‘i'x'ixmbc?- of indiéiduéis wﬁ'&)
worked abroad on cla'aa'iﬂed proje‘ctu for fdi*cign'gé;}g-rhments for seversal

yenrs who then rcturned to this country and promptly were granted top

oecret c!earances by U...; agen‘cies wlthout a word asked..

W ith this the ‘case it follawa that.sonie of these pcople may well

be working for someoue beeidea ‘Uncle Sam. ,\long that line, I can also

~ isg"’x off the r‘e;ord{l{@t*ghere wgz‘e among those 793 OSI visitors in the ~

last six months peoplé who were in fact working for someone bgsidea o

Uncle Sam.

Agiin. the fore'gc.ii:rié'!'s.“ not calculatedito mnicé you l;ito a suspi-
cious aecurity officer type at'all.” Hopefully it will get you away from
the state of mind \vhere this sort of thing never occurs to you.  In
co;;:luelon I have some spe;:iiic suggestions to makc which are not big

deal but wh!ch. it implemented can be af help to us all

If you are dealing with people oufside the Agency, or inside for

thai matter, there is to need to tell them everything you know about
everything jusf because they are cleared. If they come to talk about
apples, stick to apples. Don't give them a gratis tour of the orchard.

1t
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ii une of your contractors or a foruier colleages in indusiry

re.all) tries to pump you about things that are none of his concera, skt

him off. i her pcrrslsts. tell someone.. Vhile he is probably ()rying ta

get more business from us for hia firm, there may be niore to it than

- that,

II t.,L'\ HeadQuartcrs sccms a slamomus place to your farmer

colleaguea and neighoors. leave- it that’ \\ay - E\n't pwe them a g\dded

.o

' . name or ‘s,p'eiik‘w_l'tilvi dn accent that he is 1605 C:\:. ~The id‘é\aX'KGS a’g'e'nl ’

Don't assume that just because the guy does fiot have a Russias

e

.ia the FW.A;S; P. :\Vvlfga ;!que. _deérce and aéemgree tf:}:at ;;ét'_s him inlo:

the, Sons-.of the Ameriéaﬁ\itevolutlon. 'f_ven if vb;ur g’uv is ju§£ grqgl. he

may have a boss or colleague baci at the ranch who is not 90 gre.st.

Thls is some:hing to be kcpt particularly in miad when dealing with )

foreigh llai’son people; Be parti‘culurly war‘y of ths liaison type ==

»remember ‘Fuchs. Vassal Philby. and Bossard And finally. just

bc:cnuse your Iriend was cleared for top sccret whatsis 8ix months ago,

don’t autornatically assume he still ia. Check.

in the interim.

Are there any questions?

12
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