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Chief, Conteet Ddvision, OO
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‘ Attespted AIB Funotretion of bell Swlegbuas laboratoriss - Wll-LOGL2

Lo !
Cb ~ |
\ 1. Attzohed awm tup Eesoventa, dated 26 Jums 1563, from
X . emrl | Field Offica ecussrnisg epparcat Rid interest
oo in| | e | | Bell Telephoms
. laboywterien, Fevrey ll), HDev Jorsay. bwo beliove ihis informas
tign gdould be pessad to the FII {omediately. be vonld ap-
preciats belag edvised the date this infumation io forvaniad

| to 20 Dyresa,

? . 8 oz mﬁmum, permission 0 buief T
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gommmms . SECReT

‘UNITED STATES GOVERNMENT

.Memorandum
TO :  Chief, Contact Division pate: 1 July 1963
Attn @ | ' /lincoln Stafe

proM : Chief, i office

SUBJECT: Attempted R.I.8. Penctration of Dell Telephone Labs
Ref: [] Reports 2988-3 and 2989-3

1. Ve thought the attached reports would be of interest to Lincoln-
8taff from & Soviet realities standpoint. Ve also felt that they should
be brought to the attention of Division management because the M.0. out«
lined therein is becoming & mmjor factor in dealing with sources who have ,
comtact vith Sovbloe nationals. It has been our experience that the type
of activity ocoutlined has been on & marked increase, particularly since
the establighment of the KOB 10th Directorate. Although such activity
by Bov legals is taking place throughout ntal U.3., undoubtedly
its greatest impact is being felt in the and
‘areas because of the large Boviet Government establishments in both of
thes jes. For this reaaon it would seem imperative that both
and be extrémely vigllant for such activity in companies and insti-
tutions with which they ars dsaling in ordsr that it may be recognized
in its earliest stages and eppropriate CI/CE countermessures instituted.
In oxrder to assist other offices in this reapect, ve plan to write {n the
mear futufe an article for the Division Hewsletler, outlining some ox‘ our
experiences along these linss.

2. We were somevhat disappointed in CI Staff's resction to our

) recent request for assistance in defensive briefing of the aubject of

one of the attached reports. It seemg to be quite clear now that our
original sgsumption concerning his being R.I.85. targeted was quite correct
and that thers 18 a strong likelibood that his curreamt trip behind the
Curtain will be utilized by the opposition for provocation and/or an
actual recrultment attempt. We wvonder in future cases of this nature
exactly vhat support we may expect from Angleton‘’s shop. Although we
“feal that we bave a fair capability for handling such matters here in

we do edumit that, at least on this one, we would have felt
slightly more comfortable had a CY specialist been along, if for no other
mncn than %o Focludn any possible Monday morning quarterbacking by the
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Bubject: Attempted R.I.8., Penetration of Bell Telephone labs

3. Judging by the attached material, it would appear that, despite
established Bell policy (see our 16 May memorandun re Case 39,790), the
opposition bas seen fit to deflover at lemst two of Bell's scientifie
virgiss. Ve serfously wonder at this point Just how msny other Bell
people might be in the same boat, Perhaps, as & result of all this,
scme representation by Bell management to the KGB will be forthcoming,
spelling out. to that organization, as was spelled out to our own, estab-
lished company policy pertaining to such matters. In any event, it would
appear that at lesst ome or two Bell scientists, and there are probably
more, Bave been giving the R.I.8, more cooperation and reporting than the
Agency. Let's hope that in ¢he near future Bell management takes some

effective steps to rectify this rather ludicrous, and patently dangercus,
pituation. .

Attacheents: [ |Reports 2988-3
and 2969-3

g | | . - ‘. A VRN
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Attn ¢ Support |

i B ReE

Cuter, [ Jt.itce

i
DATE. 20 Jwar 19
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1V 0930-1230 hours 1 Juue,| | oi Bell Luos :
received a strong defensive brlefing in eorocetion with hic June-
July trip to the U3SH and swiguria (zr.-e w7 May Goorlinatlion Out-
linc for subjeci)X mrin.gl_h[ pbrieftng, [ Jelleited
from him thit prisr %o o trip to the USOR in 1759 he hwd been con-
tacted by an Individual vho reprecented hinsell ue o West Germun
Intelligence QOfficer. More importunt, we slso learned that, ut
about the same tiue, RIS cultivation oi'[____ |appurently began.

[ 2. Concerning the West German approach, mmdlcn'wd
that his mother, who resides in Hambury, wa. wclephoned in 1954 Ly
an lndividual vho cleined to be wn old scquu.inwance ot her son’s
and who was intercsted in contacting hin conceraing enmployment in
the US. The caller left a phone uwaoe~ tad rald that he would ap-
préclate 1L 1] leouid call hin ncxe tuse he was in Hoaburg.
wother relay~d the mcasage w0 hrr zon, and, o35 requesied,
he telephoned the caller just prior to his 1%, USUR juwutct. The
individus]l he called iLdeutiried himself ar  Weas Gerann intelligence
Officer and said that be would like to ez Ms coon &g
sgible. agreed, VWhen tuoy mrb, tac individunl in quection
Eo—] doec not recall his name) prec:oanted suitable eredentials
and expressed interest in] |vriy %9 thr USSR,  Accourding to
account, the West German Inncllligence Officer gave him the
0ld "keep your cyes and «ars open’ pitch, and 1.ld4 him that he would
contact him in the i'irst West German city i wiich he touched down
after his USSR trip. [ | wes con.cted in Stuttgart promptly
after returning to Gerany from the USsH wn his way puck to the U3,
Because of his U3 employment and the ach that Zell paid tor his trip,
became very upprehensive ubnul any lurther convact with the
West Germun service and et the time ol the call indlccted thct he had
nothing to say and wanted Lo rfurther contact. UGher Lann the cuvsury
examination ot er<dencials {us reporved cbove}, made no
attempt Lo establich the bona i'ldes of the Gerw:in who made Lhe approach.
We pointed out to the .wmlikely pocsivility that vhe approach
might nol have been wona fide and might, In fucit, lave L2rn & provo-
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o Apparently fllls. rultivatlion of R I -0
rrior Lo the ateve lacident. Accordinn to bis Wit e hha o :
celved what apponred to ve u roubine favitailion o wis.s : :
acoustics ™Maililicss la Moseor i Weauyerad dn g c
cunnectioa with Lhe lnviissiin, o wrote Lo . '
taat duriag bs visit ho w uld Line Lo ot Y. - .
Sov acoustles enginour Wiu Wil Vily hEerostow
and hnd duvme sevelrl Russfan tranciitions of ca ¢
a result of this corpesponicnte, e , .
ut his howe a oo .11( of da_y OpTLOr o ouls J y
froa s ludividiel who SR N TR RO A . 2
L tew YO '."Ei-’.-"““ e taid :
TOATAT TS Selivery sprilul lavis. .
of thwe Stat: cumaitbae Mo 3L, Pwesdu, o . K
cafler, Tt W L e e . :
Wlke to dell vt owLnetoam to oulbn o pel Lot . . :
[ Jinlican D thar oo s vy oouy W N s K
wirich he had ¢ . T UK S L N P ®der - i
tior conddn®t . n. e miet bhe oo AL S A TRL IR :
Lastrue! Doas were L0 liver B acllan i I R TR O 2 - .
Sonnlly agreed Sooamvt hee oo le won i 0oL S IS o
np the tuvitodlone Jocltentelln L in ae ot L Mhe sernibd s ¢
M‘lm‘ S oLl v T o aeover M favitar.oon Loy hees L . ’s}
the latter decline d, Lowever, serlig that Schir« 4oyt Low: «&% in

. . . o

noares cloged wo trAvel oy 3o Up.ioasbils peiswts T oy avent,
the Sov arrangsd o =weed Sehr o Car's sl o a st corne T o ’
Chathaa, New Jersey, ad ab tlat Low tler b oocos o her W oovive’ bug
for her husband. * - :

b, _s«a’d that Lia .Ju, @iz it to thy TU3R wus quite ~
routine and thad 2> coidd recull nothing ub 7 otns oswdanry ey ’
during the triv. olng the v is, nls oov cuwlbern ,.t.“t, Lt eV, W
speaks fluent German, ncted se Lis hont aud was at s SITETTR ,
continaally. LTS ko USSP
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rn.nwec‘ fopace al‘ SRS Laoew
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gentative ol AmLoT; \afo,. rvOoLyon tnld that Jrarne worte ola Mricna

Purduev had Just cuspleted a vizlt L0 oW Yors sl relure y:u'.'t:.b £
city had asied hin to deliver a prosent %o Tor Sz, Lence

the pnone call. Volgin insisted om deldverine 8 present to
Lucathey The

in person, and the two .de crrungements to hove Lunmchi b
following week in Manhmtton. Tfhis begdl o sviles 20 agproxiottely sio
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;
1
Or dore montucts witn Jugli vhiun Lobed anill ok Lo whena[ e "
recelved w note froa m--"x utRL Ity Lhat ne oand nl.o tua, wers ol e d
Y
‘ 4

ing %o the USSE Lo czder that e wov could s, weaneul Fooat.ons .
there. l:xcidcutnll;{,_ suly other conlact <%l Biirg W Sue ’ s
in 1yl wacn he met lm In Cope-dagen st s profess o B boage :

O _]sa;d that woot, 1 not all, of Volg.n®» phon: suels

to hinm were to his lwaae and usually sppenrad 8o have b, eude [ton

W,

a1
pay phones. [ getd thut nde eretiogs witn voigln Liclsled K
lunches and dinners in Hunhattog, ..uf'Lm.A...b at a livw -l e TiRei, :
Meeting, thouter, ol onterdatument L0 ench other o thels susyoctiye . :
homes. slalag that hig wife accowmanied him urlng noss ot ST

his ~onsuct with Volugln. Other twau Lo ais wn faanlly, Valgl never
tntroduced 1 to uny other tucividuals. :

Te slualma thab on o conple ol sccuckons e tilned ey o
[ LI SMple . ;
. :

unclassitie) tecimienl pupers too Voo dn, wie Jiinaed BURETRNTORLT e )
engineer. %m't reeall wuether Volgln speoltfieilly vroguented :
the information or whether he turocd it over tc irim o e O initiative. | ,
At one point during their relationshiy, Volgoy enked t l!'w 2ol '
an artisle on US acoustlcs work, for publication L a Soviel Loohaléar

Journal [ Jdeciioed.

3. In retrospcc,t_]admitmd that hre Loid been quite natve
about his relationsnlp with Volgln and expressed Soae concern that ool ’
security lmdn't bern gore active in ndoonishing hiz ¢ calnst devel p-
ment of relatfionsh!us with Jov Guverwcwnt sepresentnsives. lls view ,
of his experiencer i rozpietely colucldec with ~irs ns a result ol B

our discussion. . :

9. Another fector which wtviously enters lato| Relals .
Ppleture Lo BiG wlin's Iwlgarian edtemetion. ATy et .

neither he norw to the Lest oF BLE did/irdge, bis Wwife pave ever been ;
approached by Sovbl o: ‘representatives in thi. zaunt=y concerning his :
wife's faally L. Pulgarie. Hlg vl 's mother, wapal Genseckik

fmnigrated to the UL (n April L4 and llved with aad hic .
wife until lovember 1 €2 when she returaed t Jopia, apprirently because
she was homesick end souldn't ndijust to the uew language and !ifc in
the Us. w}mia that his motner-ii-les's origlonl exit vose
request was rejected ‘n 1958 by tar Bugaricn Govern 'nnut but aftes he
and his wife wrote severa. jetterc to the bulgwrlan © )r_;‘_,x Miniotry

3

she was {inally Mted prrmizsion to Jeave in 1360, \

’\ N
'

sms HVE S0 6 I
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P ‘ N
10. Aﬁer@visitu the USSR on his current trip, he

- -plana to fly to Sofia ¢0 opend approximately a veek with his wife's

Ténmilly there. had not me Bulgarien vieit in
outlining his or tinerary to of this office, there-
fore, it vas not mentioned in | | Coordination Outline.

1l. All of the above would seém to indicate quite strongly that

[} a8 we originally surmised, hao been targeted by R.I.S. In -

briefing | | ve ran through scmas of the typical entrapment
gltuations fabricated by the opposition, e.g., vomen, homosexuals,
purdhase of drugs for Sov citizens, black market activity, acceptance
of letters to mmil outsids the USSR, commitme o disaffected Sovs,
etc. In addition, we stringently admonished [&]aymat any
notetaking or photogrephy which could in any way be comstrued 88 com-
promising. We alsc alerted to the fact that some attempt
might be mads to use his . ife’s family as levs in 8 recrulitment
ettempt. In this connection, we pointed out t:n[is_::] that there
was & strong likelihood that the R.I.5. and/or Bulgarian service would
make an approach to him during his forthecoming visit to Sofia. An
spproach in Bulgaria would give the Sovs an opportunity for disavowal
and also would provide the proper setting for maximnum utilization of

- relatives. When[ | mentioned that his sister-in-lav, FNU
[ bad indicated several times in the past that she vould like

%0 leave Bulgu'u, ve strobgly admonished him against making any com-
mitments to her, pointing out that she may possibly be co-opted by
the opposition. We told that any representations to gain
an:exit visa for his sister-in-law should be channeled through the

US Legation in Sofia. [ ] was told that, if any pressure were
applied concgxning his wife's family, his best reaction would probadly
be & noncommittal, "1l think it over when I get hame:" All in all,
we alerted] las best we could to the opposition M.0. and pre-
pared him on how best to avoid some of the not so cobvious pitfalls
vhich might be in store for him.

12. Prior to our briefing of | /[ | alerted Bell
management to &ll of the remifications of | | travel behind
the Curtain. The management was Lnformed by[  |that we felt it
our obligation to point out to them the astrong possibility that
had been targeted in order that they would have all of the facts aveil-
eble before signing off on his trip.

SECRET"
neme | /D 04R
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Ve would strongly recommend that all of the above be passed
%0 the Bureau ASAP im order that that orgavization may effect comntact
wita [ ]

and provide him with proper guldance concerning any
furtber approaches by Sov or Bloc nationals in this country.

a

—" | )
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8,54 =i.ion £Or str -wde 24 Jaduary 1764,

3. dome Adurwee: 1 Cates svews.

QL. .at8e, dow yesay

o Haog oL At o B oead Soaition

Teciauden ' Jal,
T aloratories
BuTy 2L, vca varBay

E oY Aowetles beosazeh

5. Bapeisr: Pr.woﬁ. vill tentetiva'y deyart UD 10 May, ar/ . iy
- Bogecw 19 MHay., Jo v') g twd woaks vieiling lauvs
I - tu Wsow asd bonugred st the invitstion of D. Ovisaiaut,
Doputy Thalrwan, State \.-Bn fur Conediraticn of
Scaastifie Bssenrt. - [T Uw C arTival date 13 10b
88«95»85?-5. eﬁg 114 make the trip ia

Juns or Julye
fepoon fog Sript Daring Bevesber 1960, vidls ia Buraps, subjest

3
{ovitsties. Fe_ﬂggggigni&
-gfﬁﬂgggg

1 Baritg als trip, euajest will dleswss with Bovied ecuriwe-
Prts varicus aspeois of vuies cemmmnlosiicng vecesrvh,
glastrusscustios, and aruuitestural asscustics. He wi.l
also visit Soviet lsborutiaries L(mvolved Lin researcl ..
these fislds. )

To ! i Bubjest was granted Searet eleasmmne Ny Rlddlewen
, - daterial Oowzond 30 July 1756 1o asiicipatien of his
being used on elasstified pwrojett ot Boll laboraturies.
Alisa seme ahkeeh ¢n s=bietd ponding.

Firvious Iobe 21 Ih 1959 b iest s contactod twise
by & <..| ald Offies fer fedrivfing after s trip
to the UEN, 3§§EE§§’.
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Memorandum

T0 : Chief, Contact Division
Attn : SBupport | |

FROM Chiet,[:] 0ffice

DATR! 26 June 1963

~ : : "
rondipparent RIS Interest in | |
Bell Laboratories S S -
tl| T A oo
Grtewbs | P

Z”‘IT'L_—Aba'MfW'S' ‘s

1. During routine debriefing of |
tories in conpection with hie recent USSR visit t¢ attend ths Popov

Boclety Meeting, 5-14 May, Moscow (see[ ] 8878 for Coordimation Out-

lins ) subject mentioned having bad recent contact vith a Soviet Qovern-
The 8Soviet in question identified

ment representative in this coun tg =
FPaviov and gave his address as 1216

L himself to| | as Oleb Aleks
. First Avenus, Hanbatfib. 7 ‘

2. Accbrding to[ ] nis initial contact with Paviov took
..place in late March following the International Convention and Show

“of the I.B.E.E., 25-29 March, New York City (see Case 39843). At the
comvention[ ]} becams friendly with two Soviet counte in
invited

attendance, A. V. Tiel and Anatole Trutka, both of vhom

to his home for a aocuu. viait during ir US sta ¥hen the Bovs
[ issv them off at Hew

departed for home ‘following the convention,
York International Airport. It was at the airport that he first met

Pavlov, vho apparently was seeing off all of the 8Bov I.E.E.E. delegates,

After the Sov delegation bad departed,|  land Pavliov returned to

Mankattan together and, on parting, exchanged addresses.

3. A couple of weeks after thelr initisl meeting, Paviov tele~
phoned | at his home and told him that Tiel and Trutka had asked

him to send their warmest regards to and thank him for the

howpitality which he shoved them during their trip to this country.
Paviov expressed an interest im renewing his

During the conversation
acquaintance vith[—'_] and suggested that he would enjoy visiting
him at his bome in Medieon, Mew Jersey. | |said that he would

enjoy geeing Pavlov, but that he was currently preparing to leave on
a8 trip to the USSR and Burope and was not scheduled to return to the
US until late May. | | suggested that, in viev of this, perhaps

early June vould be a good time for them to plan on getting together.
Pavliov replied that he, himself would be in the USSR then, but would
contact vhen he returned in early July Incidentally, Pavliovis
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. bhone call to [ [vau made on & pay phone. In fact, vhen the opera-
" tor cut im for overtime, I lcalled Pavlov back at the pay phone. |

mentioned that he pouibly might have the phone number writtem
'dovn scmevhere. .

b, after the phone call from Pavliov, [ |called John
MeVicker of the Stete Department and inquired 1f any clearance of
. Pavlov's proposed txip to his homs in Medison would be necessary.
! ) HeVicker told _tha’c any such clearances were Pavlov's vorry

and that he need not be concerned about. same.

9. During his recent trip to the USSR, it would eppear that
[ ]was exposed to two incidents which possibly could have been
of opposition fabrication. One involved an approach by a Soviet
interpreter by the name of FNU Petrov, who took asids and
~ asked him if be could do him a persopal favor by getting him a sub-
"7 seription to Eational Geographic Magazine for which he, Petrov, would
reimburse[  ]in rubles. [ | politely refused. YL IIT AR
- g weER
“"6. The other anide::_fgvolvedl lbeinﬁoﬁxotomphed with
attractive young female Interprafer, Ludmilla Oshidna. According
ool to[ | when ons of the Soviets in their party wvas about to take
. & picture of him standing next to Ludmills, another individual stend-
ing nearby was pushed cut of the vay apparently so that hs would not
be included in the photograph. In addition, Ludmills attempted to .
striks sn affectionste pose with for the photograph by slipping
her arm through his. [ | claims to have pushed her axm away Just

as the peoto was being soapped.
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A ) 8. We would stronély reccamend that all of the above be passed to
! . the Bureau ASAP in order that that organization may effect contact with
P [ ]in time to provide him with proper guidance comcerning any further
; approaches by Pavlov or other Sov legals im US, “
P -
i
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.} 1. I attended tbe TRird International Congress on Accustice. 1-8 apt oy,
Btuttgart, West Cermany.

) |
2. While at this Congress I met a Soviet female sclentist, L Chietovich, ; g
vho 18 ecunected with the Navlov Inatitute of Mysiclogy, Leningrad. - ty
Ons day during the Congress I took a walk in the Hlack Forest with e .
L Caistovich and another Soviet sclentist. After a short time, the ol
other Soviet sclentist excused himself saying that he had to relein -
his colleagues. i
ras . oo
3. In June 1963 L, an acoustician with Ge)l Telephone g . '?}
laboratories, vee in the USSR. On his return t¢ the U3 he told me that s -
he had heard while in the USSH rhat L Chistovich, en her return from %
the 1959 Stuttgart Congress, hal beer placed under house arr=st. He ' ¢
also said that he had seen L Chistovich while he was in the USUR, and . by
he had asked her whether {t was true that she hal been placed unier 2 R bl
. houss arrest on returning from the Stutiyart © ngress. le eald 3 !
N ) Chistovich's only reply was to blush, - i
- . | B | :
13 4. T suspect that the individual wh. reprries L Chistorich oo the authorities B ;
< was Yurly Pavlovich Iysenov.. e 1o acnnected wi'h tue Azcaetics Intioute 27 - K
I, in Moscow. He publishes very lit'le ani hir coniu.t han Leene! wiinage L i’ ~
. me. He was in the United Sta‘es {1 195 €-1297. 1 nurpec® that tie Tact i .
K that L Chistovich tovk a wnlk with rne alrne iy wel. have been th~ reason g R '
she was placed knder house arrent, . g $
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