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Introduction

1., The Cuban foreigr intelligence service, the General Directorate of
Intelligence (Direccion General de Inteligencia - DGI), in dis-
charging 1ts functior of protecting Cuban interests and security
and promoting the po;iix :8 of the Cuban Government, employs agents
wf many nationalities. Although its activities extend to Europe
and Africa, i1ts principal agent stresgth is in Latin America,

CAgents have irn genzral two types of assignments: collection of
infermation on the local government and the local situation, and
promot ion of revclutiorary activity, including guerrilla warfarvre.
Al DG agents abroad are therefore divided into two basic cate-~
gorics according to futction: intelligence agents charged with
collection of 12formation and penetration of local goveraménts and
organizations; who are truly clandestine, i.e., arc not’ known in
their target ccuntries as Cuban agents; and guerrilla warfare and
satotage agents, charged with directing and supporting revolution-
ary activities, who arc often known as Cuban agents to the local
Communist and leftist groups with which they work. The two types
of agents are traincd separately and are controlled by different
departments i1p the DGI peadquarters in Havana, ‘intelligence agents
by the Illzgal Department (Departamento Ilepgal,called Ilegal) and
guercilla agento try the LN or Vational‘beeratlon Department.
{(Departamento Liberacicn Nacional).,

Agent Selectrion

o

2, The DGI omploys some agents of Cuban nationality, as opposed to
ztaff members working abroad., They function as intelligence agents,
t.c., clandestine agents under the Illegal Department, and are
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recruited by that dopartment, Of three known agents in this cato-

gory, one was & nmember of the Cuban internal security service, the

Department of State Security (Departamcnto de Seguridad del
Estado - DSE), Julio Damaso Vasquez. He was a trained parachutist
at the time of his recruitment. Two other known agents, Rafael
Guzman and “Chino” (name unknosn), were recruited because they

‘wore friends of one of the Illegal Department officers, Saul

Gonzalez., One criterion for recruitment is that the agent sbkball
not have a wide circle of acquaintance,

Agents of other nationalities ave usually recruited by syreement

between a DGI officer ‘and the local Communist or leftist organiza-
tion to which the person belongs, but there are other possibie

- Sources,

a. Foreigners visiting Cuba. MNost foreign visitors to Cuba are
handled by the Cuban Institute of Friendship with Peoples
(Institute Cubano dcl Amistad con los Pueblos - ICAP), which
arranges for their travel to Cuba; their itineraries, lodging,
and ontertainment while there; and their return travel to
their homes or other destinations. The DGI has an arrangement
with ICAP under which members of the DGI MO Department
(Department of Illegal Centers - Departamento Centros Ilegales)
mect and interview foreign visitors for the purpose of extract-
.ing any information of val-e to Cuba and of assessing them as
potential agents, Contacts are so well camouflaged as normal
ICAP courtesies that few of the visitors realize that they are
in touch with an intelligeance agency. The DGI does not deal
with foreign diplomats, who are the responsibility of the DSE,
but it has access to any other foreigners. If the MO Depart-
mént considers any visitor a potential agent, especially if he
shows a Marxist or extreme leftist attitude, it reports his
name¢ and whatover it has learned about him to either the
Illegal DPepartment of the DGI, which handles intelligence
agents not in contact with local Communist or leftist groups,
or the LN Department, which works with guerrilla agents in
contact with such groups. Referral is made on the basis of
membership in or attachment to an organized group. In no case
does the MO Department recruit the agent; that privilege is
rescerved for tho operational departments.

b, Foreigners resident in Cuba, The BC Section {(Colonial Bureau -
Buro Celonial) of the SI Department (Department of Information
Services - Departamento Servicios de Informacior) of the DGI
is responsible for screening foreigners residing in Cuba
{except diplomats) for potential -agents, Like the MO Depart-
ment, the BC Section makes no actual recruitments, but rceports
potential agents to the Illegal or LN Department, according to
whether they are or are not affiliated with an organized group.

¢. Persons voluateering information from abroad. The ¥O Depart-
ment is also responsible for screening letters fron persons
abroad who veoluntecr information or support to the Cuban
Governxent, Its principal aim is to extract any usz2ful in-
formation from such letters, but it also notes any persons who
appear 1o have agent potential aad refers them to the proper
opéerational department for consideration,

d, Mcmbers of Communist Parties and organized leftist groups in
Latin America, The group reconmends to a DGI contact--an
officer onp 3 trip to the avea, a local representative or agent,
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e~ a headquerters officer ur Cuba if & group offtcial s
visitang tlar --any of 1ts nembers as cardidates for guerrilila
trasntng tn Cuba or 10 thoir own country. The DGI and the
group agroe or which of tas candidates are most suitable, A
DGI agent workirg with the group may also recomprend moembers
for tratrirg, g-r.er3ily as gucerrilla fighters but possibly.
alreé as clardevins fntelligence agents: in the first instance,
the recorrrnaz®gion is kitown to the group, but in the second

is kept svor-¢ frem it

Recruit--1 ag2nis sent to Cuba for guerrilla warfare training.
DGI offic:r: cbhvzrve guerrilla warfare and sabotage ag=ants
during their training in Cuba and select those of special
potential for recruitment as unilateral intelligones agents,

f. Agents of atrer fnt2lligenc? services., The DGl somitimes re-
crufts a-~ double agents employees of hestile incciligence -
Servicl s with whem at comes into contact.  fuch agonts may
also be ¢ .reid cr=y to the DGI by thes DSE 1S it has r:cegnized

and r.crul®-d Lhem,

When an agent .ardidare 3¢ preposed, the Illegal or LY Department
reviews th» ava:latiz information about him, If k2 12 in Cuba,
it may ri qut -+t the DSE to conduct an investigation; the DGI
Inspection O partwee-* {Derartamento Inspeceron), which deals
primarily with D¢éi stalf personnel, has torwz fovr submiszion to
the DSE re-que~rine an pnvestigation.  Since th> DGE dees not re-
veal thr 1dotykres of i¢= irtzlligence (illegal) agunts to the
DSE, not ail 1w ¢a- Jidatos ave thus investigated, e oprra-
tioral depavivy-pnts z2iect thoir agents on the baszrs of a1l the
avaliable infecraticon 2 a personal recommindation frem a DGY
statf membor or toust=d agint, The candidate is then rocruited.
Cuban ag-n*~ 2:» awars of vre government ag@wncy f[or which they
are workirg, by agents of other paticnaiities are net- gusvrilla
agents av- r-cveie - f e work for their own ergapicaricn, ostoasi-
bly, and 1n- llig®no> agents arw usually aware oriy rhat they are
working fcvr tt - Zuban Goevernment., They may bzlicws that they are
undeyr the juriciicticn of the Tuban army beCauS* wilitary porson-
nel give sops of Gfhuiinvtruction, and tha mer2 =ophisticitsd may
belicve they ar- Lred<s thes DSE) which is widely koow: as aa in-

telligence organ.

5.

When a Cubanr ag 't is recruited, a schedule fcr his training is
arranged 11 =ik a wav that h: cap ccentinue his acrmil minrsr of
living. It bv 3 vmpleyad in an office cor factovy, kb coentinues
in his rogaiar 3ob, and the training is set up for Lis 1e~o time,
If he 15 n.wplosud, ne goss cn livang juse as he has bifope  and
the training is othodaied for hours whan his absazpce fremphas
usual haunts 1535 net noticeable, . , .

Agents firor foreign cocptria2s ar? usually brought to Cuba for
training tn _1ther intelligences or guorrirlla-saketag? artavitaes,
The DGl 15 retitied of the agent's selection throwgh channels
from the fi¢ld, ard the Central Processing {(Tramirss: Sectieon of
the LN Degarim:nt handiss arrangements for tEis t:iv-1 to and

from Cuba. Normtrlly the agznt candidate uses his own trav:l docu-
ments, bat Ncen.1im2s $na group to which he belopngs provides a
passport balcugar: to a foellow citizen . who has alieady baen to
Cuba. He must cbraia nis Cuban visa threough the near:st Cuban
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consulate.2 Since there are no official Cuban missions in Central

America, the agent nosmally makes his way to Mexico and obtains

his Cuban visa there, In order to keep secret from the author-
icies in his own country that he is going to Cuba, the agent
candidate gives another destination, and the Cuban consular
offices help by issuing his Cuban visa on a separate sheot of
paper instcad of stamping it in ‘his paesport.4 The agont candi-
date may pay his own passage, but usually he is supplicd funds or

.an airline ticket through .a local DGI agent ob the leftist group

to which he belongs; the funds are issued by the Central Process-

’ing‘Secttgq; Whether hé is issued-a ticket or given money to buy
his own, the funds originate with the DGI and are forwarded to

the candidate's area through the DGI representation in the Cuban
Embassy in Mexico, .-

DGI officers attached to Cuban consulates are alerted to assist
agent candidates™in their travel. The agent is given a password,
which varies from place to place; agents from E1 Salvador, for
example, are told to mention "Mauricio.” V¥When a DGI officer at a
consulate interviews visa applicants, he expedites the visa for
anyone using the proper password; if the password is not used, he
stalls the applicant for several days while he cables Havana for
authority to issue a visa, If the visa is issued in Mexico, the
agent trainee is given a plane ticket on Cubana, the Cuban Govern-
ment airline, and is told when he is to leave, Accommodations and
subsistence are provided if the trainee has to wait for passage,
Agent candidates from British Guiana sometimes travel to Cuba by

small boats, not regular shipping service,

Agent trainees goling to Cuba use a variety of cover stories, For
the local authorities, their travel is to some other destination,
often as tourists, students, or laborers, For their own group,

no cover story is required; for their families and friends, tour-
ist or student travel is the usual explanation, For persons out-
side the group, if Cuba is known as the destination, the cover
story is a scholarship for study at a Cuban school or university.
Groups of trainees from the same leftist organization often travel
together fron their own country to Mexico and thence to Cuba, but
intelligence agent trainees always travel alone.

Upon arrival at the Havana airport, trainees are met by DGI
officers appearing as ICAP officials, The DGI has an arrangement
with the Cuban immigration authorities under which persons of DGI
interest are cleared through entrance formalities without compli-
cations, The trainces are placced in hotels while final training
arrangements are made, thep are transferred to the schools where
their training will be given, or to private houses or apartments
if they are intelligence trainees, The case officer.from the DGI
department which will thenceforth control their activities is re-
sponsible for them during their stay in Cuba, Using the .funds
allotted by the department, he provides them lodging, food, per-.
sonal expenses, medical care, and anything else they-neeti during
the training period; shoes, clothing, and personal items are
drawn for them from the DGI warehouse,

As far as possible, DGI trainees live the normal 1life of students
and usc theé cover story that they are studying on Cuban Government
scholarships. Their movements in Havana are not restricted,
except that arrangements are made to keep them away from fellow-
citizens visiting or- living in Cuba, Since most of their train-
ing is given in Havana, and -the course is intensive, they do not
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usually travel to other parts of Cuba during the instruction
period, unless they are taken by the schoeel te phrticipate in
national campaigns for which all students are drafted, such as
canc=cutting and coffee=picking, Aftcr the training course is
completed, - if there (s any delay in returnipg studint® to their
own country, they may travel outsade Eavana; trirs are arrvanged
and financed by the DGI 1liaison officer in [CAP., During delay
pririods, however, they are at the disposal of the school, which
may usc them in “voluntary™ campaigrs or other ways, Guorrilla
agents of the same nationality are kept togothor if they belong
to the same organization, but trainees from different organiza-
Trainesrs of two nation-
alities are never put together, and forsigners are naver groupoed
with Cubans., In both livirg quarters and training, the illegal.
intelligence agent {s separated frcm gurrriila agents, All
trainees are encouraged to have as little contact as possible

with persons cutside the school.

Upon arrival in Cuba, eack agent_is assigred a pseudonym, which
he uses throughout his traimirng, Actually, within the guerrilla
schools, sStudents in eirther large or small groups use their real
names, since their identitics ar- usadily krnown to their {cllows
from earlier asscciation cor traveling togeth:ar, The psoudonym is
primarily a means of protecting thy student from identification
by persons outside the schoel, For a time, the DI used the
pscudonym only duving the triining pericd and assignsd another
pscudonyn when the agent roturned horm~, but the confuston of keep-
ing separate fiies was so gr-at that the forwniag psewsdonyn was
adopted as permancnt.,  Some:times, dossvar, p-udonyms are still
changed, for sccurity reasonrs, whea the student lo2tes Cuba or
aft::s he has returned to the field.,

Training of Guerrilla Agents

12,

13,

‘Department responsibility,

The LN Department, and sp>cifically th- case olticer in charge of
O group of agents to be trained as moeruniilag, arrapges for their
instruction in the EE Department (Deparcment of Spscial Schools -
Departamento Escuelas Especiales) of the Dx‘-I.1 The case officer
tiimself dces not conducl th2 tfraining, which is entivaly an EE
The stude-nt group is assigned to one
of the EE Department scheols in Havana, by pationslity; tralning
groups are 3as large as 25 and as small &s thre== or foulr persons,
Courses last throe to six monrshs, despeading on ths type of traine
ing and the ultimate mission of the ag=nt<, but i1n speclal cases
may last as long as a year (two Guatenmalars ware trained that
long). The instructors ars all militavy, Jdiawn from ths Cuban
army; there is one for each military specialty, and a poelitical

instructor,

Training covers all aspccts eof guerriila warfar-, wceapons hand-
ling, explosives, sabotage, demolition, military tactics, combat
engincering, etc., 48 well as means of countering anti-glerrilla
activities, Weapons are of both Ararican and Communist-Bloc
provenance. Some specialized training 1s given; for example,
there is a school for frogmen at the mcuth of the Jaimanitas River
in Barlovento, west of Havana, ard twe . CGuatemalans and a Dominican
were trained as frogmen during 1963, Guerrilla agoents do not
normally, however, receive any communivations training {(secretg
writing, radio, etc,): when they return bome, their channel of
communication for sending information and recsiving instruction
and support is through the organized gioup to whaich they belong.
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Practice in guerrilla warfare and weapons and explosives handling
is given on the school premises i{n Havana, In addition, both dur-
ing the course and near {ts conclusion, groups of studeonts are
taken to the Escambray Mountains in Las Villas Province to put

their training into practice and to learn to live off the country.

They are integrated into regular Cuban army units for short
periods and taks part in any military activities thea in progress,
During 1963, for oxample, a group of Guatemalans and a group of
Salvadorians were taken Scparately to the Escambray and partici-
pated in the operations then being conducted by the Cuban army

against anti-Castro guerrillas in the area,

Guerrilla students are required to meet a standard of complete
familiarity with all the information and material forming part of
their instruction.. Examinations are given regularly; students
vho fail them nre required to repeat the instruction, 4 student
may have to repeat the entire course Lif he cannot pass the neces-
sary examinations. There are many failures. An agent candidate
who proves completely incapable of mastering the course is
removed from the school, and an effort is made to find him a
special job elsowvhere., During the course, the instructors issue
smonthly reports to the school administration, both on the course
as a whele and on the performance of each student., A copy is sent
to the case officer. Reporting on students covers personal
attitude, discipline, capability in study, political level, etc,

¥hile guerrilla training {8 in progress, two special preparations
for the future are made, The first is the arrangement of the
agent's.travel to his tavget area, cither his own country or
another, Passports and other documents are prepared for his use
on the return trip: funds arc allocated for his futuro activity,
and provisions are made for his carrying money or possibly special
equipment back with him if that is required. The second thing 18
the assessmont of the traince for other possibilities, . Through-
out the course he is observed and evaluated; if he shows more than
usual aptitude and ability, he comes under consideration as a
potential intelligence agent for collection of information or
penctration of his home government., If a traince is assegsed as
suitable for intelligence-agent werk, he is removed {rom the
guerrilla course and receijves special instruction for more
clandestine and more complicated tasks,

Training of Intelligence Agents

17.

Intelligence (illegal) agents, from whatever source they are drawn
(foreigners visiting or resident in Cuba, contacts of DGI agents
or organizations abroad, or guerrilla trainees selected for
supelrior abilities), come under the DGI Illegal Departwment, which
is responsible for their recruitment, training, and subsequent
handling, Since they ave truly clandestine agents, their rela-
tionship with the DGI requires special security from its incep-
tion, They travel to Cuba alone rather than in a group, and in -
Cubs they are kept apart from other persons of their own .aatfon-’
ality and from one another, Agents of Cuban nationality are also
kept apart from other nationalities and during training lead
normal lives as far as possible, Both Cubans and foreigners are
kept from contact with the Cuban Government or official circles
to avold suspicion of any government connection. As with guer~
rilla trainees, agents are assigned pséudonyms for use with the
general public in Cuba and for use in field operations later,
Agents are not allowed any knowledge of any DGI installations
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except the oues to which they are specifically assigned for train-
ing, and never.enter any DGI official eostablishment or the case

of ficer's home,

A foreign agent candidate avriving in Cuba is first debriefed by
the case officer on his background and qualifications, sihce up

to that time the BGI has only advance notice of his selection and
knows little about him. The interview 1s recorded, but without

the trainee's knowledge, On one occasion in early 1964 a case
officer arranged to meet a new trainege in a Havana restaurant for
the preliminary interview, The case officer provided himself with .
a pocket tap¢ recorder, which he tested in advance and found was
in good order, Whén he startced to record the interview, however,
he discovered that he had either {forgotten to adjust the mechan-
ism after he had tested it, cr he pushed the playback instead of
the record buttdn: the restaurant was suddenly electrified by 2
voice saying: “Testing, on®, two, three; testing, one, two,
three,” The interview was hastily concluded and was rescheduled
the next day in the safechouse where the agent, a8 Guatemalan, was
lodged; in this case, of course, the agent was aware that it was
being recorded, The results of the interview are entered in a
biographical questionnaire covering all aspects of the agent's
family situation, political vicews, background and education,
employment experience, connections, and intelligence potential;

the document forms the basis of the ageont's DGI personal file,

In addition, the agent is regquired to write a complete report on
the operational situation in his country, including types and
styles of dress, eating habits, working hours and holidays,
location of public burldings and places of entertainment, the
press and its type and circulation, urban and rural transporta-
tton, =ducational faciliities, airlines, persconal documents for
idestvification, and lecal linguistic idioms.

In cases where an intelligence agent is selected from among
guerrilla trainees, he may vomain under the jurisdiction of the
LN Department, which retains ham as a guervilla agent but arranges
for his training as an {llegal ag-nt also. Training for intel-
ligence work, however, is always sopa.ate from guerrilla training
and (s not revealed to the Communist Party or leftist group
sponsoring the agent, who becomes, in effect, a semi-overt Cuban
agent in guerrilla activities and a clandestine agent in intel-
ligence reporting or other functions, One such agent, trained in
Cuba in 1963, was returncd to the Dominican Republic about mid-
1963; he carries on revoluticonary activities with the Dominican
Popular Movement (#ovimiento Popular Deminicano - MPD) as a known
Cuban-trainad guerrilia and at the same tire works as an illegal
agent (under the LN Depariment), without the knowledge of his MFD
colleagues, as a penetration of the MPD,

The case officer from the Illegal Department arranges for the,com-
plete support of the agent during training, providing him,lodging
in a private house or apartment, supplying his fvood and clothing
and personal equipment from the DGI warcheuse as is donge for
guerrilla agents, and keeping him in pocket moeney., If the agent
is married, the expenses of his dependent fanily are also covered
by the DGI. The case officer does not give any instruction, but
arranges with the MI Deparvtment (Department of Technical Opera-
tional Support) of .the DGI for training the agent in the skills
he will require for his future mission, The X! Department has no
schools or regular training sites but uses private houses or
apartments, which are precured and maintained by the DG{ General
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Administration Department. The same safehouse is used for suc-
cessive agents, but only onc is trained there at a time, Follow=-
ing the agent’s operational plan as laid down by the case officer,
the MI Department provides instruction in the necessary skills
through its own sections and various departments of the DGI out=

‘side the operational departments,

A1l illegal agents are trained in normal tradecraft elements such
a8 clandestine meetings, eclection and use of dead drops, recruit-
ment of agents, establishment and operation of agent nets (only
for agents specifically intended for network direction), use of
informants and collaborators, photography, and some form of come-
Practice 4in operational techniques such as surveil-

in appropriate sectiond of Havana, Each agent in addition is in-

'struétednonQEatters relating to his particular mission, and .is

given whatever communications training he will need. Communica-
tions receives special cmphasis because all arrangements must be
made during the training period. Techniques include secret writ-
ing, codes and ciphers, radlo transmission and reception, micro-
dots, and microfilm. Only a few agents arc trained in the latter
two techniques, and not all are tra‘ned 'in radio, but almost all
recoive instruction on secret writing, which is the most widely
used means of communication between- agents in the field and their
case officers, The type of communications tradning the agent will
recelve is usually discussed with the case officevr by the MI
Department, but sometimes the MI Department decides without con-
sultation and somctimes {t consults the SI Department for opera-
tional background on the country where the agent will work,

The ST Section (Technical Section - Seccion Tecnica) of the MI
Department has the main responsibllity for agent communications
training and itself conducts the training in secret writing. It
first requests the LG Section (Chemical Laboratory - Laboratorio
Quimico) of the Ml Dopartment “to devise and preparc a secret
writing system for the agent's use, Most systems depend on
sympathetic inks made with salt, blood, urine, and other materials;
the type assigned the agent is determined by his mission and
operational situantion., Each agent receives a different system,
although two agents working in the same operation use the same
system, An agent normally learns two systems, one for incoming
correspondence, development only, and one for outgolng corres-
pondence, preparation only. In addition, if he is to direct an
agent network of his own which requires internal clandestine com-
munication, he is taught a third system, both preparation and
development, for use in the network. The cases officer not only
does not participate in the training but knows very little about
the secret writing systems, Since the processing of messages from
agents in the field is handlad by the ST Section and he receives
only the developed text, and the ST Section, for reasons of -
security and compartmentation, refuses to tell the case officer
anything specific about communications,

The ST Section trains the agent thoroughly on the materials and
methods he is to us$e and gives him practice in processing messages
under direction, then in preparing test messages and in developing
and interpreting test messages preparcd by the instructor., The
training period varies according to the complexity of the system
and the requirement for competence from the agent., In cases

where communications are of special importanece, the instruction
may continue for two or three months with great detail, and the
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agent 18 expected to attain a high <tandard of performance, An
ager © who fatls the course may have to rep=at it, if the opera-
tional plan requires it and his schedule permits, Training
normally continues until the agent has achieved the desired pro-
ficicncy; an evaluation of his ability i8S included in his personal
file, Actually, howerer, secret writing traiming has not been
uniformly éuccoss(ul in DGI e¢xperience: in some cases, communica-
tions from the agent in the f1+1d could not be read at headquarters
because the secret writing was improperly prepared, and agents

have also had difficulty in. Jdeciphering messages sent to them,

Agents never write directly to DGI headquarters; all their mail
in both diréctions goes through accommodation addresses, usually
in another country. Instruction in seclection and use of accom-

‘modation addresses is given by the MS Department (Department of

Legal Centers - Departamernto Centros Legales), which handles DGI
fiold stations and their corresrondence, brcause accommodation
addresses are usually in countriss where Cuba has official repre-
sentation and the firld station s=rvices the letter drops., Out-
going communications to ageénts go by diplomatic pouch to the field
station and are matled (rom there to the agent, Agent letters to
headquarters go to an, accommcdation address, where they are picked
up by the field station and forwarded by diplomatic pouch. The
country used for incoming communications 1s usually different from
that for outgoing; an ag=nt 1n E1 Salvador, for example, may send
his reports to Havana via Mexico and receive headquarters direc-
tions and replies via Paris, The MIS Department controls the
assignment of accommodation addr-ssss, Since the DGl believes
that there is less darg-r of .~-xposing th* agent if his cover
letters containing secref wraiting are as realistic and natural as
pessible, the agent is bricfed rot only on the accommodation
address to which he is to write, but alsc on the parsons who
actually live there--agew, backgrcund, r+lationships, etc,.--s0
that he can refler tc tairtrdays and perseonal int-t¢sSis or family
events. The agent 1s alsce raught s~lection of plausible but not
genuine return addresses for his outgeing communications,

dgents who are to learn cedes and cirhers and radio transmission
and reception are trained by tr- ST Secrion, which has its own
radio trapsmitter tor irstruction purposes, The radios the
agents use in traiping are precured in their own countries and

.are adapted for cland«~stine us2 by the ST Section; most such

equipment is Western-made, ard much of 1t is American, The agent
learns transmission and receiption and also is taught how to adjust
a commercial radio to his individual requirements and how to make
minor repairs on it. He may learn the standard Morse code but
usually is taught a numerical code avvanged in groups., As with
secret writing, the ¢ase ¢fficwr knows little about the actual
mechanics of the radic communications arrang-ments because radio
messages are processed cutside vhe operational departm=nts and
reach him only in the foerm of ci¢ar text, and because compart-
mentation keeps him from acquirirng itechnical knowledge., .
Similarly, he knows little abcut the proficiency required of the
agent and sces only the finali evaluation report prepared by the
ST Section for the agent's personal file,

If the agent is also to receive training in microfilm and micro-
dot techniques, the ST Section arranges with the LF Section
(Photographic Laboratory - Laboratorie Fotografico) of the MI
Department for the use¢ of equipment and the assignment of a
system and then itself gives the training., The LF Section has
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all the necessary equipment, Only a few selected agents are
given such instruction. One¢ clandestine agent in the Dominican
Republic, who spent a considerable time,in Cuba and was extremely
well trained, was provided microfilm and microdot equipment for
preparing and -developing messages, but his case is exceptional.
He was also taught how to make devices for transmitting microfilm
and microdot material securcly. The preparation of concealment
devices and instrdction in their use are handled by another
section of the MI- Department, the EMB Section {(Concealment Devices
Section - Seccion Embutidos), which also prepares {or the agent
any devices he will need for carrying materials or codes back to

his own country when he returns,

Final Briefings

27’

28,

When guerrilla agents have completed their training, the LN

Department case offlicer-briefs the group on its mission in its

home area, which is usually support of local revolutionary

activities. The briefing includes assignment of tasks, explana-

tion of what support the group may expect and how it is to be /

.supplieg, directions for reporting to the sponsoring group,

advice con security and self-protection, and the travel route to

-be followed., In addition, the group leader receives a special

briefing on means of communication with DGI headquarters, special
arrangements for supplying the group or i¢s sponsoring organiza-
tion, and perhaps the transportation to its home area of propa-
ganda or sabotage materials from Cuba, Although agents are -
allowed to take notes during their training, they are not permitted
to carry any compromisSing material on their return home, All

final instructions are given orally and are memorized by the

agent, Actually, however, guerrilla agents do not always observe
security precautions about materials, One Salvadorian guerrilla
agent succeeded in hiding in his luggage a copy of the Manual of
Guerrilla Warfare he had used in his training course, even though
the case oflicer inspected the luggage while it was being packed,
Tho case officer commented that unless another inspection was

made at the time the agent left his quarters to depart the

country or at the airport just before boarding the plane, it was
impossible to prevent agents from carrying off such classified

matter,

Illegal agents receive a more intensive final briefing. The case
officer reviews with the agent the general mission and specific
tasks ho is to undertake, all of which have been covered during
training, such as collection of information &n his home govern-
ment or specific organizations, penetration of cfficial organs in
the country or perhaps the local Communist Party or a leftist -
group, assistance in communications and forwarding of material,
etc., The briefing includes advice on security and self-protection,
refresher instruction on accommodation addresses for sccret

‘writing correspondence, an cxplanation of the travel route for the

return journcy and the documents to be used, and specific instruc~
tions for reporting to a group or commencing his assignment after
arrival, with a schedulce for initiating communications, depending
on his wmission and his return itinerary, Illegal agents receive
their final instruction on communications two or three days be-
fore leaving Cuba, Instructions about frequencies, which are
assigned by the MI Department, and codes for radio communication,
procurement and preparation of secreot writing materials, etc., are
photographed and prepared for the agent to carry with him in a
concealment device, One agent returning to Salvador received his
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radiv frequency data on film, which was rolled azd put into a
fals= heel on one shoe, prepared by the EMB Section. Agents who
are to use radios do not take sets with them: the IGI prefers to
have them purchase their communications equipment in their own
country and provides money for the purpose:; the radios are thus
not attributable to Cuba. The agent usually carries with him the
funds needed for procurement -of small equipment and may occasion-
ally act as a courier carrying special messages or funds,
however, large sums for the purchase of large equipment or arms
for guerrilla operations are sent by diplomatic pouch or are «
carried by clandestine couriers, In September 1263, for example,
the DGI sent U.S5.825,000 concealed in the lining of a suitcase
carried to ¥exico by a diplomatic courier; there it was turned
over to an agent for the purchase of arms to support revolutionary

actxvity in Nicaragua.

If agents are not able—to—leave Cuba at once whea they have com-
pleted their training, they remain under the orders of the school
if they are guerrillas, or cf their case officer if they are
illegal agents. They are permitted to travel in Cuba or are
assigned to public "voluntary” campaigns; the case officers try
to keep them busy, partly, at least, as a security precaution,
Delays in departure may be due to lack of suitable documentation,
difficulties in arranging air schedules, special situations in
the home country, or physical disability of the agent--one agent
broke his leg while in Cuba and had to wait until ke was able to

travel,

The principal cause of delay in returning home is lack of suit-
able documents, The DGI case officer is responsible for procur-
ing passports for his agents' travel, but he is cften short one
or 1wo passports of the proper nationality, because procurement

requires a longer tim® than the usual training pericd, For
example, of & group of abcut 25 guerrilla agents {rom the
Dominican Republic who completed #ix menths of training near the
end of 1963, about ten w#re s$till in Cuba in April 1964 because
the DGI had been unable either ro prcevide passports for their
travel or to arrange for their return hom= 1llegaily. At that
time the case officer was trying to have additional passports
collected and sent to Cuba via the DGI station in Xexico so that
tne stranded Dominicans could travel,

Return Travel

31.

As noted abcve s while his training is 1in progress, arrangements
are made to return the agent to his operational area, For
guerrilla agents, this is their own country and spoasoring group;
for illegal agents normally 1t is their own country. but occasion-
ally, although rarely, one 135 assigned to another area, Guerrilla
agents who have been trainsd together may travel bdack as a group;
illegal agents always travel alone, -All agents start their
journey b) air to Prague, on Cubana Airlines, usizg false Cuban
passports, which they tugn over to Czechoslovak auttorities on
their arrival in Prague.® From there, agents travel on passports
of their own or some relat+d nationality, or even i12=ir own pass-~
ports, containing entries carefully made to accountr for their
period of ab~er0c from their country without showizz any connec-
tion with Cuba. Both passports are provided the a_e t by the case
officer at the time of the final briefing, when the travel route.

is also explained.
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The second stage of the journey, {rom Prague to the agent's own
country, is arranged by the DGI Central Processing Section., The
agent's departure from Cuba and the first leg of the trip, to-
Prague, are arranged by ICAP, where the DGI has a Iiaison

officer, pseudonym "Ricardo”, to handle such matters, When
guerrilla agents are preparing to depart, the case officer .
notifies "Ricardo”, personally, by telephone, or by.-official docu-
ment, and allocates the funds they will need during the rest of
their stay in Caba and for. their travel. The case efficer in-
structs the agents to go to ICAP and establish contact with
“Ricardo", who thereafter 'is responsible for them as long as they
remain in the country. If they are delayed, he arranges for -
travel in Cuba, and in any case he provides them subsistence and
pocket money, -He also, through ICAP, procures their required
immunizations; an ICAP request for vaccination for a traveler is
an indication that the person is of interest to the Cuban intel-
ligence services, since the ordinary departing visitor or resident
secures his immunization through normal civilian channels, .
“"Ricardo” also obtains airline tickets and flight reservations;
the DGI reimburses ICAP for any funds expended by “"Ricardo™ for

agent itravel and handling, '

¥

The processing of illegal agents is somewhat different from that
of guerrillas, They do not go through ICAP or come into “"Ricardo’s"
hands; the case officer, working through the DGI Central Process-
ing Section, takes care of procuring their immunizations, plane
tickets, and reservations, They are thus not exposed to any
Cuban agency outside of the DGI. The agent travels via Prague to
Western Europe and thence to his own country. At the final stage
of his journey, he may enter his own country illegally. As socon
as he is back and established, he is ready to initiate communica-
tions with DGI headquarters ip accordance with the instructions
he has received and using the schedule he carried with him in'a

‘concealment device, which is opened only when he reaches home.

A Cuban sent abroad as a DGI agent is considered an illegal agent
and does not go through ICAP processing for travel, He may leave
Cuba illegally: if he departs legally, he uses the normal route
via Praguc but travels on a passport of another nationality than
Cuban, Of three known Cuban agents prepared for assignment
abroad, one was scheduled to go to Mexico during 1964; the assign-
ments of the other two were not known. A Cuban agent abroad

uses the same sort of communications channels as an agent of
another nationality, according to the training he has received in
Cuba, He is reimbursed through the usual channels--funds sent
through a DGI field station, which for Latin America is always
Mexico; and in addition his family 1is supported by the DGI during
his entire period of overscas service, 4An agent of foreign
nationality, once trained, is not expected to return to Cuba and
is considered an independent operator with no communication with
Cubans except through his clandestine channels, although in an
emergency he is permitted to appeal-to a DGI officer in an
official establishment if one is available, The policy regarding
agents of Cuban nationality had not been decided in early 1964,
since no such illegal agents were then operating abroad, It was
not certain, for example, how long the Cuban was expected to
remain in place abroad nor whether he would be allowed access to

DGI officers in the field.

From 1959 to 1962 the Cuban foreign-intelligence service made
considerable use of shipping for sending its agents out of Cuba,
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espectally into the Central American area and to the north coast
of Scuth America. Since 1962; however, the practice of sending
agents home as crowmen has materially declined and in 1964 was

used only occasionally. .

Effectiveness of Training

36,

The capabilities of both guerrilla and illegal agents trained by

the DGI vary greatly because of differences in background, native
capacity, and adjustment to discipline, The DGI has successfully
trained a few highly efficient agents, but some of its trainees

have not come up to expectations. One agont with an excellent
training reccord, of whom the case officer had high hopes, was
arrested for participation in illegal activities after only a

short period of operation following his return home, Several

agents who were ccnsidered promising proved disappointing when
released from training supcrvision; one who was given funds to
purchase a radio spent the morey on hims*1f and was in trouble

with the group with which he was affiliated because of his lack

of discipline; another was accused of having misused funds en-
trusted to him for arms procur«ment and was also distrusted by ,
his group as cowardly and spiritless, As noted above, instruce ¥
tion in secret writing has not always been productive of readable
reports The main difficulty appears to lie not with the quality

of the tralning but with the Iack of discipline and loyalty of

the trained agent.

Headguarters Comments

1. For a discussion cf the organization of the DGI and the
functions of its departmsatls, [rom the same sSource, see

C3-311/00115-61..

2, Cuba has diplomatic r2lations, and hence consulates, in
Latin America only in Mexico and Jamaica (relations were
maintained with Braz:il until May 1964, with Chile until
July 1964, with Bolivia until August 1964, and with
Uruguay until September 1964}. Visas for Cuba can be
obtained only in those countries; most are issued in
Mexico, because that country has the only direct air

connection with Cuba,

3. Cuban handling of visas and documentation is discussed
at length by the same source in CS85-311/00866-64,

4, During 1963, many travelers from Latin America were
taken to Cuba on chartered flights by Cuban aircraft
arranged to bring delegations to and from Cuba for Cuban
celebrations and for the conventicn of the International
Union of Architects in Havana in September. For the
latter occasion, the Soviet. ship NADEZHDA KRUPSKAYA ./
called at Santos, Brazil, to embark passengers for,
Havana. Among the traveling delegations were Cuban

agents.,

5. Source Comment. Alil DGI officers are also assigned
pseudonyms, which they normalily use in all their pro-
fessional work; even close colleagues do not always
know their real names .

6., Headquarters Comment, The Cubans have also used special
and charter Tiighgs from Cuba te return agents to their
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