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suBECy Roport on Cuban Docu-entation and DATE DISTR 22 July 1964
Procédures of the Gonuvis . Directorate
‘of Inteliigence {Dirvceio. Gonoral NO. PAGES K] Bgcks';“rotugd Use OW
de Intel:cencin -"DGiy 0 Not Reproduce
REFERENCES C5-311,/00115-64 '
. ’ C5-311/00345-64 !
DATE OF To March 1964 CS5-311,.0716-61 I-
INFO, .
PACE &
DATE ACQ. May 1964 : . FIELD REPOST NO, . ‘
TS 13 UNEVALUATED #er08s.  ~. SOURCE ORADINGS ARE DEPIMITIVE APPRAISAL OF COMTENT 1S TENTATIVE ;
souRCE: A former Cuban I8 otficer who served with the Cuban Intelli- .
gonce Service until April 1964, \
]

e
. Headquarters Comment. The following information, as reported
by source during a debricfing, reveals the misuse of official
documontation and procedures by tho General Directorate of
Intelligence-.(Direccion General do Inteligencia - DGI),

Use of Altered and Fraudulent Documents by Cuban Intelligence

1. Cubans and other Latin American nationals operating for the General
Directorate of Intelligence (Dircccion General de Inteligencia -
DGI} of the Cuban Ministry of Interior are lssucd Cuban passports
in alias by the Cuban Foreign Ministry. These passports are,
.considercd legal in all respects by Cuban authorities, Cuban
agents nlso use valld passports of a number of Latin American
countries in which false ontries are provided by Cuban intelligence
authorities, The documents used by non-Cubans operating under
IS auspices are 1ntended to hide a11 traces of their travel into

and out of Cuba. :

Cuban Diplomatic Passports

2. Cuban diplomatic passports are issued in alias to IS staff per-
sonnel, consisting ewxclusively of Cuban nationals, They are
neveyr issued tn aliens operating as agents of [S., There are
over 300 staff employees, according to Source, all of whom are .
oligible to receive Cuban diplomatic passports in alias, A
little over 100 staff employees are estimated hy Sourcs to have

boon dogumented in this way.
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Issunance of diplomatic passports in alias is an sutomntic
process whenever an IS staff cmployee travels on assignmont
abroad, The employee involved provides the following itoms,
which he selects personally, to one "Felix Rafael.” 4in the
DGI, who‘fdrwnrds the material to the Foreign Ministry:

s‘

a, Alisg,

b. Dlpgzmqtic title,
¢. Onec/photograph..
4. The d :
crepapcics with real assignmcnts For 1nstancc, Source chose
itle of “Consular-Inspector" (Inspector Consular) for his
plomatic passport and the Forelgn Ministry determined that
‘no/other Consular Inspector was scheduled to travel through

arged with . issuing alias diplomatic passports for IS porsgn-
€l is ono Otéro, Chief of the Diplomatic Passport Section.
tero does the work on -short order, even completing &8 job on
the same date the requeést i8 received, 1f necessary.
-Frequentl& IS personnel using diplomatic passports trnvel in
smnll groups. For instance, Source traveled to Mexico in

rly 19G4 with a group of 8ix or scoven staff employees, all

Y 4 glng didlomntic passports.
4 .
‘8. Thore arg no distinguishing features aither in tho passport

T T RN SRTIIR G R R e e pan smen g o . .
[ad

)
] serial number, the diplomatic title, or any other entry in a
c passport issued in- alias to distinguish it from &

diplomatic
bona - fide document.

Cuban Oxdinéry Passports

)
7. Cuban ¢rdinary passports are issued in-alias to IS agents, in-

cludin
by thoﬁCuban Foreign Ministry in much the same way as in the
caseqof diplomatic passports. In addition to the bearer's
phothraph an agent provides cover information on himself
for dso ln the passport which conforms as closely as possible
to his real life. As an example, Source cited his own case,
sayigg that he furnished a cover story containing his true
datg of birth, but listing him as single, even though he i8
maryled, Typical occupations shown on ordinary passports
used by IS agents are “student' (estudiante) and *laborer”

{ohrero).
oarero

f

8. Thd only distinguishing feature for differentiating between
a Eubap ordinary passport issued in‘alias to an IS agent and
a hona-fide document is a special code for the serial number.
Soldrce thinks that alias passports for IS agents bear five-
digit serial numbers while bona-fide passports bear six-
digit serial numbers. Source's theory was based on the fact
that his ordinary passport issued in alias bore a five-digit
nﬂmber while the bona-fide passport issued to his wifo bore
a"six -digit number. This premise is in direct contradiciion
w;th a study of the numbering system found to be in use on
Cuban ordinavy passports, A pattern in numbering is found,
¢ with occasional discrepancies, in which a new set of acces-

sion numbers is used each year. Thus, serial numbers will

bo lower on passports issued at the beginning of the year

than on those Lssued later in the same year., Tho serial
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numbers are generally in a five-digit pattern, although ft
was noted that from June to December 1962 they asconded to

six-digit numbers,

Source's ordinary passport issued in alias %as allegedly ob-
tained in January 1964, but was given an issuance date of 28
August 1963 and bears a scrial number consistent with the
accession pattern for the latter issuance date., Likewise,
five other Cuban ordinary passports issued in 1963 in alias
for usc by agents under Source's supervision Lear serial
numbers adhering to the accession pattern corresponding to

their particular dates of issue,

Grommets recontly ceased to be uscd on photographs in Cuban
ordinary passports,

Bona-fide Visas, Vaccination Certificates, and Passages

11.

12,

13.

14,

Diplomatic visas for use in Cuban diplomatic passports in alias
arc applied tor directly by the Cuban Forcign Ministry to the
forcign mission concerncd in Havapa., In Source’s case appli-
cation was first made in March 1964 fcr a Chilean visp and
later for a Mexican visa, cven though no travel to Chilo was
contemplated, The reason for this was awareness by Cuban
authorities of dcexican suspicion of Cuban diplomatic personnel,
The Cuban authorities believed the Mexican Embassy in Havana'
would be less suspicious of a passport contalining a visa from
another Latin American country,

Passage bookings and international vaccination certificates
for use by staff employces and agents using Cuban alias pass-
ports are also obtalined through the Cuban Foroign Ministry,
Vaccination certificates are obtained from the Instituto
Cubano de Amistad con los Pucblos (ICAP). IS personnel's
passages are always booked on Cubana Airlines becausce such
fares are payable in Cuban pesos., No passages are hooked on
Soviet or Czech airlines because these require payment in
U.S, dollars, which are scarce for the Cuban Goverament.

After a Cuban diplomatic passport has becen used {or one round
trip, an exit permit from the Cuban Foreign Ministry, known
as "Visto Bucno,” 1S required for each subsequent departure
from Cuba, The Foreign Ministry issues thesce to personnel
using alias passports in the same way as they would for bona-

fide documents,

Forcign visas in ordinary passports issued in alias to IS
agents are applicd for dircctly by the agents to the foreign
missions concerned in Havaana,

Types of Foreign Passports Uscd by IS Agents L

15.

The Cuban IS makes use of valid passports from a number of
countries, including Mexico, all Central American countries,
Avgentina, British Guiana, Colombia, Dominican Republic,
Ecuador, Haiti, Puaraguay, Peru, and Venezuela, for document-
ing its agents. The IS had no access to, nor need for, pass-
ports from Spain and the United States. Source specified
that the [S does not use Uruguayan passports because the
Cuban Government does not wish to endanger its good relations
with that country., Valid filled-in and blank passports from

S~-E-C-R-E-T .
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the various countiies are obtained by the IS through the local
Corrunast Parties an the countries concerned,

Fox:g__m’v :\_n_r:i Fa l_s:__@_Lx_c;ﬂ '_._10!‘-__&‘51_]_)_:!!11_1 tties

The i8S has no capabilities for max.,ae false passports or in-
ternal decumeats trom any country vecause of the difficulty N
of matching the paper and the technical problems involved ihn
the engiaving and printwag process. It also lacks capability
for crasicating entries’ in passports because of the problem
involved Lo attempting to delete entries without defacing the

documents.,

F.lsification and forgery is limited to filling in valid blank
forcign passports, making photograph and page substitutions in
sona-f{ide forcign passports, and placing false travel eantries
in foreign passports. Travel contrices from wvestern Europe and
Latin Amcrica can be forged. Source did not know whether the
IS itself made the photograph and page substitutions and for-
gerics. All documents vequiring forgeries and substitutions
were turaned over to one'dlfonso,” in the IS, who took them to
a sitc unknown to Source., Source theorized that the forgerices
and substitutions may have been done by the Departamento do
Sceyguridad del Estado (Department of State Sccurity - DSE), the
counterviatelligence arm of the Cuban Government, which he said

has much wore personne] than the DGI.,

Travel Pattern of IS Agents

18.

19,

Prospective agents recruited by the IS in other Latin Amevican
countries and brought to Cuba for training in methods of sabo-
tage and other subversive activities are provided with detached
visas and spurious pﬂ\spultb to conceal the fact that they cver

entered Cuba,

In ovder that no Cuban visa will appear in an agent trainece's
bona-fide passport on his way to Cuba, the Cuban mission in a
Latin American country issues the Cuban visa on a separate
sheet of paper. In 1963 most agent trainees were being brought
into Cuba through Mexico, where the Cuban Embassy issucd the
separate visas, Early in 1983 Mexican immigration officers
began using a rubber stamp bearing the notice "Salid para

Cuba™ (Departed for Cuba), with the date on it, which they
automatically stamped in all passports of travelers proceeding
to Cuba. To counter this move the IS began replacing, whorever
possible, the pages of the passports bearing this entry with
blank pages from valid passports from the same countiy as that
of the traveler. Source alsoe believes that in 1964 the travel
pattern of a few prospective agents proceeding to Cuba may have
been modified, thus decrecasing slightly the number enterving

through Mexico.

Te con¢eal the agent's travel when leaving Cuba, he is provided
for the first leg of the journey with a Caban ordinary passport
in alias, The route of travel is from Havana to Prague., Czech
authoritics collect these passports upon landing in Prague.
Source does not %now what disposition is made of the Cuban
passports by the Czechs, bat he asserts that they Aare never

veturned to the agent.

S-E-C-R-E-T
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For the sccond leg of the journcy, carrying the agent from
Praguc via western Europe back to his native land, he is pro-
vided in Havana, bef{dre deparvture, with a passport from another
Latin American country., The non-Cuban passport may bLe the
agent's bona-fide document which has been returned to him or
it may be ancther valid Latin American passport pressed into
service for the purpose, [f the agent's own passport bears
no. evidence of travel into Cuba it will be used for this pur-
posec, being “brought up to date” with forged western European
entries to explain the gap between the time when he left for
Cuba and when he arrived in Prague, but showing his mode of
travel to be such that he never passed through either Cuba or
Czechoslovakia.  Should the agent's bona-fide passport bear
the Mexican cachet showing that he procceded to Cuba, the IS.
replaces the page bearing such cntry with a blank page from a
valid passport of the same counlry if feasible, If page sub-
stitution is not possible, either because no other passport
from the samc country is avallable or because substitution
proves too difficult, the IS will provide the agent with
another passport, from his own country if available, or from
another Latin American country. The substitute passport may
be a fillied-in original, in which case a photograph substitu-
tion will be made, and the agent will travel under the identity

of the original bearer,

In other cases, wherc valid blank passports are used, the agent
may even travel under his true identity after “surfacing” on
the second leg of the journey, in western Eutope, provided the
passport used is from his own country. In such a case informa-
tion from his bLona-fide passport will be copied directly in

the blank passport. 1If the passport is from a country differing
from that of the agent, his identity will be changed. As in
the case of travel under the agent's bona-iide passport, in

the casec of spuriocus non-Cuban passports, false travel entries
are made to account for the agent's time spent in Cuba, placing
him in western Durope, but not in Cuba nor Czechoslovakia,

during that period,

Quality and Availability of Spurious Documentation

23.

24,

Providing documcntatioa for agoent trainees is the responsibili‘y
of the IS country desk officer handling trainces from the par-
ticular country. The country desk officers receive and main-
tain custody of passports coming from the Communist Parties in
their areas of jurisdiction, Although the agent's tralning in
Cuba may take several wecks, or even a few months, it cften
takes a year or more for the country desk officer to be abls
to providé his trainces with the proper documentation. Source
commented that invariably a country desk ofificer will be short
one spurious passport in his "collection” of passports for a
group of about sSix trainees. Where possible the officer will

“borrow” a passport trom his colleague {rom another country

desk, . ) M

On at least one occasion forged travel entries made in an

.agent's passport were found to have a chronological error

shortly before the agoent's. departure from Cuba., Th: error
consisted of a f{alse coxit cachet for a given port of entry
bearing a date preceding that turnishced on the tfalse entry
cachet for the same port of entry, a:physical impossibility
in true life. Despite the discovery of this ecror the IS

" §-E-C-R-E-T
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made no attempt to make a correction, hoping that no immigra-
tion inspectors abroad would notice the discrepancy,

1. ‘Headquarters Comment. Presumably Juan Nilo Otero

R3driguez, Director of the Secretariat of the Forecign
Yinister.
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