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RESTIUcriO:"\S 0:"\ OPER.\TIOXALrl'SE OF CERTAL~ 
CATEGOIUES OF L'\Dl\"IDUALS 

Resc:Wion: CSI S0.10, 13 July 1910 

L CENERAL 

a. Elemental i.n the conduct o£ cLandestine operations is the use of huma.n 
!&eots to aooomplish the missions of the Operations Dirc.:ctorate. lo gm­
enl. it Is DOO policy to select ageo~ assets '14il.h prinwy reg:ud to the 
agents' abilities, target aooess, a.od security, a.od witla few resllictions u 
to their origins, professioru or status as me::nben of p:uticuw groups. The 
basic JUie is that aoy consenting adult IIU)f be used by the OpcratioDS 
Directorate. There are, howe\·er, certai.n ~'W:ti\·e C':ltt.'gories of individuals 
or groupll whose operational use by the Operations Directorate is prohibited 
or in some way resmcted fCJr reasons oot nec:essarily related to security 
CI:IIDSidetations • 

b. 1heH prohibitiODS or re:strictiom stem from one of the following: 
(l) The Agency has ~ directed by U.S. Covemmeotal authority to 

aestrict or avoid the operational use of a particular category of iD­
c!Mdu.als. 

(2) The Agency has entered into a spec:ia.l restricti\·e agreement ~Aith M 

organiz..ltion, government, corporation, or offici.al responsible for a 
category of individuals. 

(3) The Director or the Deputy Director for Operations has imposed 
restrictions oo the operational use of a eerta.in category of individuals 
due to the extreme fiF or sensitivity of such exploitatioo.. 

2. PURPOSE 

The Pw"pose of this i.nstructioo l.s to set forth the prohibitioDS and policy 
restrictions (as distinguished from security rntrictions) which currently per­
tam to the operational..~ of \·a.rious catesories of i.ndi,iduals, together ...,;th 
the special approval procedures to be foU~·ed in certain cases. Where ap­
propriate. reference has been made to a.ootht!'l' publication which pro\ides 
more deWled guidance than lw been attem;,:tted in this instruction. The 
lpec::ial appro,·al procedures set forth in this imtruction do not supenede or 
aker in any way the requirements for C'O\"eet approvals contained in DOl 
and 001-F 10-5. 
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Within the context of this instruction, the definitions listed below \\ill apply. 
Special note must be takc·n of the fact that the L-t.oy term ~operational use· 
emplored throughout this in~truction has been defined in the most succinct 
manner consistent with clarity. It has not bt-en feasible, however, to cover in 
a definition the entire scope of possible \'ariatioru in operational circumstances 
which may be encountered in DDO acli\iti<.'s. The definition of ·operational 
use• is intended to pro\·id«' guid.mcc for the m:1jority of cases, and must be 
employed \\ith responsible operation.ll judgment. hrues invoMng a deter­
mination of ·operation:ll usew which cannot be rt>solved with reasonable as­
surance by the responsible oper:1ting compol"ents will be referred to the 
Deputy Director for Operations for decision. 

a. Operational U~e 
Operational use is interpreted to mean the recruitment. utilization, or train­
Ing of any indi\·idual or group for DOO purposl"S on either a \\itting or 
unwitting basis by or on the behalf of an element of the Operations Direc­
torate. Utilization is made of an indi\idual or gr::up whenever that in­
dividual or group, responding to the direction or solicitation of a DDO 
element, provides information, performs servicc1, provides cover, or supplies 
finaodal., materiaL or other support necessary for the ac:1:0mplishment of 
DDO operati?naJ objectives t'ither directly or indirectly, to or for an ele­
ment of the Operations Directorate. 

b. DDO Elem.ent 
Any penon or group "';ho or which is responsible to, owned or controlled 
either directly or indirectly by the Operations Directorate. Included under 
this definition are employres or members of Agency proprietary mech­
anisms. 

e. OperationDl Contact 
Any !WOclation having as its purpose the initiation or furtherance of DDO 
opera.tioas. 

4. RESTIUCTIO:SS 0~ OPER-\TIO~AL USE 

a. Restrictions on the operational use of indhriduals or groups are of four types 
and cmrer twrnty five st>parate cate~ories as outlined below and as described 
in greater detail in paragraphs 5 through 8 of this instruction: 

(1) OperationDl Use i.r Prohibited (sec paragraph 5): 
(a) Members and trainees o£1 I 
(b 
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(3) Operational Use ltequiiu SjJ«i.Ql ApprDf.d bg the DDO (see pa,a. 

(e) 

(f) 
(g) 
(h) 
(i) 
(j) 
(k) 

(4) 

(a} 
(b) 

(e)L_ ______________________________ ~ 

b. Opentional use of an indhidual who comes under more than one type of 
restriction will be oontrCJllro by the highest type of restriction applicable 
m his particular case. 
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5.. OPERATIOXAL USE PROHIBITED 

-----··-- . 

(2) It is A 
ployed 
oaly in accordance v.ith the following: 
(a) 

(b) 

(c) 
the provisions of subpuagraph (a) or 

y be em· 

specific prior approval of the Deputy Director for Operations. 
(3) ~ 

service did not include 
used operationally by 
proval of the Deputy Director for Operations is obtained. 

(4) A 
k 
to or used i.n a country for 
he had been assigned while '' 

(5) Information may be receh·ed by the Domestic Collection Division 
corporations and other organizations emplo}'ing former 

must be obtained. 

... _ 

pproval of the Deputy Director for Operations 
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(b U the individual is a former mem~ or a former 
·ice indu 1-T"""'lr-u-=-t}-. -o-r -}training over-
~Japsed since his separation from 

ACI'ION. 

~=sov 
the requin.'11 fi\·e year waiting period. the Deputy 

Director for Operations may request an exocption from the Director 
of Central Intelligence. Among the possible reasons. for such unavoid-

able contact would be the designation of -~ ~~~~~,;;~====] 
as the liaison officer to the Domestic Collection 

we of individuals who are receiving 
certainmprovisions (see below) of th~. 

tacts "'ith such 
their cover ca-

persons ~ctive!y p31tic:_i 
and c:ont:rolled by any 
no operational usc made of the 'ollriciihore 
tioos. In general, howe1;er, there is no restriction on ooooperational c:on­
bds or ClODSUltatiom ";th such individuals. 
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8. E.XTRA-ACEXCY COXCURRE.'I\CE REQUIRED 

oes oot include the ac­
ceptance or the dc,·elopm!-;cn=-t -:::o........,"""""onn=a....don through social contacts 
or cootads oonnally made by Agency officials in discharging their 
cover functions. r Any •~'!'"""" in !he u ... ~.,] ~ 

(3) Any .. planned .mcetinJ in the {jnited States fo!assessment an~ social 

~-!>otw~ . . = 
( 4) \\'hef.leVer domestic DD9 operatil)ns involve matters pertaining to 
~. . . --~appropriate identification 
of persons engaged in tne operations in the United States will be 
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who come lo !he United States for operational 

It is USIB policy !hat no individual 
\\;U be used for operational pur­

the specifie prior approval of the 
element desires to arrange the 

COD­

is a 

(21 The above restriction ~ governs ~ 

c_____]APpro\-a or c----···---------,--..,,-1 

be sought through the same 
above. 

(3} Authority to make opeoratiorud use of the persollS 
described in the above 

by the 

., 
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be r.·viewed by the Chief 
agreements existing bct\n-en 

the national intelligence service concerned. After weighing all of the 

1. APPROVAL BY THE DDO REQUIRED 

Approval by the Deputy Director for Operations for the opeTational use 
of any individual v;bo falls icto one of the categories described in this pa.r.l­
grapb will be requestf'd by memorandum. The individual's CO\"f'rt approval 
status "ill be described in the memorandum to the Deputy Director for 
Operations, together with a concise explanation of the intended operational 
use. (In connection with this paragraph. contacts by the Domestic Collection 
Dhision with indhiduals or firms do not require approval by the Deputy 
Director for Operations pro\·ided they constitute merely briefing or de­
briefing for the purpose of obtaining information acquired by an individual 
or representative of a firm in the course of his normal activities. If. however, 
m any case the rootad is on behalf of another element of the Operations 
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Directorate or anothf'l' agc.-nry: or if an individual or finn will be requested 
to perfonn an opc:·rational task or to dt>\'iate from his or its oonnal pattern 
of acthity; or if the activity, e\·en though consistent \\ilh the indi\idual's 
or fum's nonual pattern of acthitr, will take place because requested or 
funded by the Domestic ColJ,-ction Di\ision; that c:u~· ,vilJ be subject to 
~ r~uiremcnt !or :~ppro\·al bv the Ot:puty Director for ~tions. )=:J 
[___j{;ee om~----------

( l) Operational use o~ __ ---__ --- __ = 
requires prior apprO\irEythe Deputy Dilector for Operations whene\:1:1" 

there is danger ___ that tuch ac ___ ti\ity migh--t serve in _a __ nr war[ __ ] f . sum ''"''~ ~iu~ L•t '": ::~ 
L erational u5e abroad of[ _ _ . _ .• ==.=J 
media for non·l' .S. audiences does not require approval b)· the Deputy 
Director for Opc:-rations ewn thoulili such acthities rna\·· have some 
unintended and unsolicited/~------~ 

(2) Appro,·al by the Deputy D~r Operations is also required prior 

to the ope':lltional use of~ __ ==:J = ... ------- rwnene.·er the indi\idual is a u.s. 
citizen or when c ===involved is under u.s. ownership 
or controL 

h. c=JEmployee.t 
It is DDO policy to a\'Oid operational use of employees of the 
organization including indigenous employees. Exceptional indi · ·-ca-ISeS­
involving priority operational objectives \\ill be considered on their merits. 
Prior approval by the Deputy Di{ector for Operations "ill be required 
maD eases. 

e :::~:~ - /_ -----~-------···· - -- --~-----·-(see ir:o_~Y~:) have 
or seek to have an_ ·· ·· ··~ ---- --= 
considered to be in a separate sensitive category. In view of the peculiar 

~of/ ___ --- ______ --_ ;i~c~~::!.:eb;='~:~ 
for Operations is rt-quired prior to the operation~ m ~ 

{---]of any indi\"idual who is c-_ . .. --~ 
aiifWhO is located in or operating into the United States. 
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. 
or the Deputy Director for Operations is 

(lpo:!rational rontact in th(lJ.Jnited States with or ()~rational 

~~~~~~..-~~~----~-.----; .• ~--------------, 
that the operational we 

f. 

,=_;;;;;_.:;;;;..:::....;;;.....o;..;'-'=r........;.'-iindudin those of its \'anilooU.:wir.nil:la.miinOI:gaiiiSail.f(if 

is of such sensitivity as to require 
'-==~oo=ns::::1l=er=a:.:b:::::o=n-.:>::-y::-t;r~e:-::-;D"c=p=u:-::ty::r:D~irector fur Operations. In especially 
worthwhile cases wherdn operational we of a particular Dindividual 
is deemed essential fur !he accomplishment o£ the DDO llllSSIOD, approval 
may be obtaiued. In each case involving a non-U.S. citizen assigned in 
the U.S. or a U.S. citizl·n where\'er assigned, the prior approval of the 
Deputy Director for Operations will be r uired. See ag:raph 8.b. 
regarding use of oon·U.S. citizen not assigned 
m the U.S.) If. "·bile in the tTn.it tat 'vi ual is to be 
mvestigated, ap:roochC\1 for recruitmen~ or for operational pur-
poses.! _ Jmay also be required as outlined 
in paragraph 6. .. a&we. . 

a taf members or officials of the International Red 
Cross or its affiliated national Red Cross, Red Cresrent, or other equivalent 
societies requires special consideration and prior appro~·al by the Deputy 
Director for Operations. DDO elements should n1ake e\'ery effort to avoid 
the operational we of staff members or officials o~ !How­
ever, when especially high priority objecth·es are at st.ake and alternative 
agent aiSets are not available. approval for the use of such individuals may 

ted r fur Operations. 
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(except 
~bOire)ai:e"C:OOSid~r~d to be in a sep:uate sensitive 

use of such indhiduals "hue thev are actively p.u1icipating in 
special ~[(Jffiii]Oil' 

o such use. In 
use of a par· 

tions may grant appro,·al ~(emoranda Tf'<J.Ul-sting such approval "ill be 
forwarded through the Chief, foreign Resources Di,isioo. In such cas~ the 

~~~QI:'!!.:'~~~<!l..!;k!.!:!!!!!l.!!~~hc:th•~r 'or not to seek the 

to aU foreign as well as domestic acthities 
compliance with the above proscription, DIJoljiillC:yiiequu:es' 

most careful scrutin\' of all cases in\·ohin"' o rational contact \\ith 

The operntional use of any emploree, staff 
L_--~----~~ .. --~ 
mem r or official of such an org.miution requires prior appro\-al by 
the Deputy Director for Operations. The Deputy Director for Opera· 
tions "ill determine whether or not to seek e.rtra·.\geucy approval for 
the conduct of such operations. 

(2)~~~~~~~L.! 

DOO officers are obliged to make in 
their covt>r capacitit'S will not involve operational matters until the appro,-aJ 

,!!_~~~~~~~~r Operations has beeo secured. 
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\'oluntrers are sent to the U 

The name of country. 

8. OPERA.TIOXAL USE REQUIRES APPROVAL BY CHIEF OF AREA 
DIVISION 

Operational use of any indi\idual in the categorie-s listed in this paragraph 
is considered of such sensiti\'ity as to require special consideration and ap­
proval by the appropriate Area Di\·ision Chid'. This authority may not be 
delegated. The request for appro\-al "'i!J be by memorandum in wbic:b the 
individual's covert appro\'al status will be described, together with a concise 
explanation of the intended operational use. 

L~~~-----=====================~c~ 

b. 

The OP" .<~.tiona! 
been admitted f 
period in the U.S., requires the prior approval of the Chief of the Area 

(2) Operntional use of 

those cases wher·ein ~mmamcl!iiill!S'iO~iiiidi~ifui~~~ 
interest, will be on a highly sell"dive basis. Each case will be examined 
to ascertain its ~tiality to the DOO mission in terms of the price 
of possible disclosure, and to emwe that proper sa:urity procedures 
an be~~UllmJUtiLl~.dm:.cn.Ul.Cd_tb.. 
wreol 

p- rr ' 'Nt toW:Cb FtC t I -- •.<II 
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operationally feasible and without suitable altemath•e, prior approval 
in the follo"ing cases "ill be obta.intd as indicated below: 
(a U.S. citizen who is a 

who is associated in anLy-n-·a-y-.... - .• "'· .---,......---------1 

be asked to per· 
pattern of activity 

in order to serve Agency purposes. prior approval of the Chief, 
Domestic Collection Division is required. Additionally, if such an 
individual will be in a foreign area, the concurrence of the Chief 
of the Alea Di\ision concerned will be obtained. 

(b) Prior concurrence will be obtained from the appropriate Area 
Division Chief if an indhidual is to be utilized in a politically 
sensitive area where his presmce or activities could potentially 
embarrass the interests of the U.S. Co\·emment. 

(c) The requirements of paragraph 8.a.. apply if a citizen or alien 
resident of the United States would be used in a denied area. 

(4) At the end of each calendar year, Chiefs of Divisions will submit a 
report to the Deputy Director for Opcntions (via Chief, Foreign 
Resources Di\ision) 011 the number of indi'iduals recruited from the 
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during; that year. This audit will permit the DOO • 
tOl~ialoreiiifOfrru,jor quantitath·e changes in the number of I»" 

tenti.ally sensitive operational cases in each Dh'ision. 
(5) It should be 

to DOOemp 
such acthity •will lie06lwneamiiioromcoVilli:t:De] 
HR!0-7. 

9. 1!\.'DI\'IDUAL CH.A:'>:GF.S OF STATUS OR CATEGORY 

'When an indi\idual undergoes a change of status which places him in one of 
the restricted catf'gories described above, or transfers him from one category 
to another, his operational use or continued operational use is contingent upon 
approval or reapproval as prescribed for his new status. 

10. Th.'TERPRETATIOS OR !\IODIFICATIO~ OF RESTRICTIOSS 

Certain of the policy restrictions described in this instruction are subject to 
bterp.retation. extension or modification b)· the Deputy Director feY Open­
timls depending on the conditions and the atmosphere for DOO operations 
at any p:uticu.lar time. Especially when dealing on the edges of policy rulings 
ad \\ith.in the guidelines set forth herein. particular heed should be paid to 
tbe price of disclosure, including careful coruider:ati\ln of the semiti'lities of 
tbe individuals in\·oh·ed \\'hen there is any doubt ooneeming the appl.icatioa 
of these restrictions, guidance should be obtained from the Deputy DirectOS" 
for Operatiom. 

William E. Nelson 
Deputy Director for Operatiom 
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