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ce Adviscd that NSA “shall act for the Exccutive Agent in all
COMSEC matters set forth below™ - primarily responsibvilities for estabw
lishing sdequate standardsp

d. Dufined COMSEC as "the protection resulting from all measures
designed to deny to unauthorized percons information of value which might
be derived from the poscession and study of telecaamunications, or to
mislead wnouthorized persons in their interpretation of the results of
suth a study™;

e« Defined telccommunications as "any transmiscions, emission or
reception of sign, signals, writing, imoges and sounds or intelligence
of any nature by wire, radio, visual or other electromognetic system"s

NSA prescribes Govermsent-wide standards for the means of encryption -
equipments, codes or other techniques - and only those approved by NSA
nay be used for the encryption of classificd information. NSA also
develops equipments where required. COMSEC equipments are available
today to encrypt all standard communications methods - telephones
teletypewriter, high-speed data, televicion (black amd white only), even
computer-toscomputer tronsmissions.

However, NSA has no authority to require encryption; the reguirement for
encrypvtion is left to the agency héad under the EO 10501. Moreover, they
are positively prohibited rfrom monitoring telecommunicationa to deteraine
viether classified information is being revealed unless the agency head
concerned approves in advance.

To dute, there are no known telecorzunications techniques which would
permit uncncrypied (clear) information to be transmitted sare frcm inter-
ception and from being read by unauthorized persoas. As a result, the

U. S. COMSEC Board and NSA make the agsumptioa that all unencrypted tele-
comaunications are being monitored and that the information oeing trans-
mitted is coaprazised. While this is a physical inpossibility, there can
be no assurance that any particular transzission is not being intercepted
and read. Theref{ore, NSA will assure no responsibility for the security
of ‘cormunications which are not encrypted in an aprroved cryptosysten.

The White House Corrmnications Agency (WHCA) is responsible for, providing
ell telecommunicaticns for the President and {o the Wnite House, except
ror cocmunications to and froa the President's aircrait (Adr Force I),
vhich are the responsibility of the M Force. W:CA is organizationally
under the Defense Communicatloans Agency (DCA). The WECA program has not
been revievwed by the Burcau. Kenneth O'Donnell provides policy guidance
to the WHCA and has informed the DCA that no information on the size,
program, or budget of the WHCA is to be revealed without his authority.
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There 16 a very close working relationship between WiHCA and NSA on all
aspects of CONSEC, {ncluding possidle “ccapromising eaonaticus” as
discusscd below. However, WiCA has an izpossidle task in atilexpiing to
provide sccure communicatiqns for the President so long as he uses the
coatercial telephone cystem. Unless WHCA caa be informed of the specific
locations and people to whaa the President wishes to tolk aboul sensitive
or classified information, there can be no sssurance that the conversations
are not,’being r--{tored. However, if rccond carmunications \tclet.ype)

are involved, crypto-cquipment caa be quickly bdrought to tha locatiocans

\ vwhere a teletype capability exists. Crypto-cquipments cannot now be
installed for secure voice transmissions over the comercisl telephone
systen.

Conmproaising Exzanations.

The above describes the traditional COMSEC problem where there is little
relationsaip to the “phycicael security”™ problem, except insofar as
physical security is required for the eryptograrhic equijzeat. In addl-
tion and more ‘closely interrelated with the physiccl gecurity rrodlen is
the problen of “campromising emanations” or radiaticn. Briefly, these

are electrical or acouctic signals emanating froa electronic snd electro-
mechanical equipcents.. If. these. signals cun be intercepted, it is poesible
to read the information ceing processed Ly the equipment.

To protect against this derger, the U. S. COISEC Board has approved

(with concurrence by all concerncd agencies including the Buresu) NSA
electrizal standards for all electronic or electro-mechenical equiprients
(computers, typewriters, etc.) whica process classificd information. The
key standard s that signals must not be interceptable beyond 30 feet.
NSA is responsible for inguring that a1l crypto-cquipments meet a more
severe test (10 feet). Each agency processing classified infor—ation
through equipments is respoansidle for insuring that their equimrents meet
4 the stendaxrde. c o

. A special subcazmitiee of the USCS3 monitors this program and provides

guidence cud assistance to the cconcerrcd agencies. As might Ye expected,

' new oifensive techniquee are consteatly dbeing diszovered which require
additional defensive precsutfons. It is in thais field that the line
between cozzmunications egecurity acd physical securiiy get fustye

Physical Security

” . s : 3 ™
The term "rhysical cecurity™ has trediticzally been ussociated with safes,
~ guards, and fences. Howaver, with the adveat of sophisticated elactronic
eavescropping tecanigues, most agencies hawve expanded the physical security

role i provide protectioca against. uvnauthorized access to clessiied or

geensitive information either by peodle or by devices. "I ring
awarencss oI the threat posed by clandestine listening cCev.. . i iSC,

in Decerber 1953, estahlished a Specinl Coczi.ice oa Techulcal Surveillance

LoLeoel L

NWW 559590 Docld:32374487 Page 3



104-10196-10042

- -
N
.
il

. 4
oY mes . -n 4 o -~ ~ . - -
Srutamisnsurec.e  Thlc Commitisg, coemnsied O reiawsentoiives o Sialte,
- * . v, L X o e - ) &
Teovnee (oS3 and ewch Service), CIA, il cod NEA, wes charged witk,
S qmy L
LR LE L SR SR SN

a3, Etuiy and roview of the domoctie wnd forcipm dhrest t? the
acumity o clasciries defensa infermuticn” precented by the “instullation
wnd operution of cleadeztire tocimical surveilience devices” in U. S.

S b

Govermment Jeeiliticc or quurters.

AL 3

L. ZSctudlishing uad cecordinating policics with respect to counteriag

EX! +*
e threot.

Ty Commitioe maets ot least ronthly and cubrite annual reports to the NEC
ts cotivitics cad findinze. There is o close relstioachid tetwoen

[ A nd
Lhis comlvtee and the ULOLe comnmitice on compronising emunaticas - in

‘uod, there are a-purker of Incividecls who sit on both,

sensible for carrying oul its own technical surveillance
co.mwn goiicy guldelines ere estoblished by the
raindng, cquipsead Lo e uced, clc.

w0 slandestine cevicee or way zind huve ween diccoverseé in the Ul S.
altheuri ovicr 100 were afzcovarad in U. £. focilitiog oversens batwoon
1% and 1530, caddtional 520 wore Jiscovered in friendly foreign
overccus fueilities betwenn 1555 and 1950.

-
o

G 3 » X, v v « PR wde $ - . . s K
Wooare dealiny with vwo cepnenole (bus in gomn nonuuse interrcl:.ted)
Y k3 - . S—— - N - - ~ ~E e .- PPN v e -
postlonms which din Jeoaetics dn Dolense, A ana cloen senzitive Loeacies
worse L elLoaanicuions wnd physical

involve two «£inds ©f orpualzuvlicas. wlisse Ly

oy -y - ¥ A £, - B L e ey 4 ) 4 . &
security (orstociict against elondestisns itstening davicer).

it @ cler sceirnang of

In the JMelo of CCLZEC, Iy J
moovsaciuildiy 1o the Scerztusy of Dotonse au imcutive Ssenr o Sovernsent
for S1X CCILLl mufters. Tre eceretn.y enoreices his vezneasivility through
LGy mecermized by 211 oo & hinldy goanov.at tecindezl elrney i thds

Tazx lzerotary reeodves nilicy mildlonmes Mromoon interersoncy hourd
{Lo3€3) vhten naz bren folsl : Yoy urgose. If
Tue Zoavd dozs net Jrrce ca are zasced
TO tha gumolel connitice © .

P

douse (Cre Luniy e cratiry of
’ h2 Jelecex-wenicatioas

- Y e
O LT k.

I, unli 1o recc: cel
2n excrninctica of 211 eguirconts wiich

“
D

inlor_ztic.. To inmsure L.0% no inforzation may be

CONFIDENTIAL

MWW 659590 Docld:32374487 Page 4



104-10196-10042

P

CONFIDENTIAL

(PN A v Svee ..

Ve foe s L Lo ¢

available to unauvthorized porsors throu=h “eerpr -‘sir., ermanations."

For a thorouzh evalwa-lon, it ray Yo nuceasary, if the White Houso dosires,
o regquost NSA to monitor White iousa communications on a sa=pling basls
and advise the White Houso of the results.

On the ratter of clandostine listonin: dovices, tha NSC Special Comnitteo
on Technical Surveillance Countermeasuros should Yo charged with assessing
the adeguacy of tha Sucret Sorvice procedures, equizrent and lavel of
technical skill, and recommonding any charnges recessary to attain the

highest pracbicab;e levol of porformancoe.

: . WwWa belisva tho Sacrot Servico has the rogponsibilily for protecting thae
Prosicdential ‘estabiishront agairst clsndostine devices since thoy swport
the Bureau on requost. Thoy ara not members of thy comsittee ard, so

far as wv can daterming, they co not receive committaa roports nor do they
contribula inforrmation to the comnitteo., As a continuing matter, they
shouid be made a memdar of tho comaittae.

Rocom~endad action:

1. That Mr. Bundy issue a. XSAX providing that the Sacretary of
Dafensa, as Bxacutive Aze:.. for all comsunications caocuri t.y rmatters, will
direct X3A to conduct a survey and make a repori on tho sdaquacy of presont
cornunications sacurity measures in elrect at tho Walte ilouse, including

non~crypto cemmunications.,

e

2. That Mr. Bunly arrange through the N3¢ Spe vm. Cormitiao on
Teohnical Surveillarce Countarmeasures to sucwrd a roviaw and report on
maasures in effact t the “hito House to maintain surveillance and prowc-
tion agairst clandestina listening dovices.

s 3. That both rgportas ba reviewed by tho Piisllsent's Comnittas on the

warran leport, augmentod by Br. Horals and Gemaral O'Connsll (0UX), for
advice and recommendation to the Mresident,
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