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c. Mvbcd that NSA "shall oct tor the Executive Agent 1n all 
COl-SEC utters Get torth belovo - prilllo.ril)« NS;Ponsib1litiea tor estab
lishing adequate standardsJ 

d. ~t'1DCd COf.ISEC as ""the protection :resulting trom all measures 
dca1sned to dc~ to unauthorized perGono information ot value which eight 
be derived 1'r<XII "the possession and stwl,y ot telecCtlllllunico.tlons, or to 
III1Glead 'W'I.outhOr1zed persolls :1D their illtorPJ:'Qtation ot the Nsults ot 
su~ a stwl,y"; 

e. Defined telcCClmlll'W'l.1.catlons as "~ trans:asGlons, elll1Gsion or 
recept10n ot sign, s1gnals, writing, inwges and soundG or intelligence 
ot a~ nature 'b1 wiN, radiO, visual or other electromagnetic system". 

l'fSA pn:scribes Gowrnment-wicle standards tor the "leans ot encryption -
equ1p:~:mts, codes or other techniques .. and only" those approved 'b1 t:SA 
r:1ay be used t~r the encryption o~ clnosificd information. llSA also 
develops equip:lellts wheN rcqui:red. COMSEC equi.£.1llCnts are aw.ilGble 
today to encrypt all standard cOl:'clUlliclltiona methods - telephones{ 
teletypewriter, high-speed data, televiG10n (black am. white only"), even 
computer-t()4icomputer tronsmiGBions. 

HOIoo'ever, NSA has no authority to require encryption; the requi:rernent for 
encryption is lett to the agency head under the EO 10501. Y.oreowr, they 
are positively prohibited t~~ monitoring telecommunications to determine 
whether classif1ed informatIon Is being revealed unless the agency bead 
concerned approves In advance. 

To date, there are no lalown te~o:t:l'Wlicat1ons technique& "h1cb. "ould 
permit W'.cncmtcd (clear) information to be transmitted ca1'e 1'rCiQ inter
ception and :fro.'11 beIng read by Wlo.uthorized persons. As a result, Ute 
U. s. CO:.sC Boord and NSA cake the accumptioll that all Wlcncrypted tele
coaaunications are being monitored and that the information being trans
mitted is c~pr<r..16ed. Vhlle this is a phy&1c!a.l. 1nposs1bility, there con 
be no assurance that any particular trans:dss-ion is not being intercepted 
and read. '.lneref:>re, liSA vill assu.-rc no responsibilit;; for the cccur1ty 
ot" COl:!mWlications which are not e:lcrypted 1n an 8!,:·.-oved cryptosyste::1. 

The \./hite Rouoo Co:::nunications At,ency (WCA) 16 responsible Cor, provid1D6 
nll teleca::;::'clcnt1or-s Cor t.he President. und tu the ","r.ite House, except 
for cOl:::llunications to and fr<X:l t.'le l'rcsident's aircrlli'"& (Air Force r), 
vhicb. are tl:.e respollslbillty. of the ."d.r Fo:-ce. 'I;:':::;' Is orcou1zational..ly 
u."\der the Defense" C<r.I:::lu.'1ic~tions Age':Jcy (OC;,). '.:'"ne ~l}:CA progr8lll has not 
been revie\Oed by the Bureau. licnne"t,h O'Doimel.l prov:!..!CG policy E).l!dance 
to the V'dCA and has infol1:led the 0C.r\ thaI; no 1n1'o:-::&<11".io .. 011 the sIze, 
progr&:l, or budget ot the WllCA 1s to be revealed vit.hout his authority. 

£:-....... ,-.... _ ... . \' . f-
t._"..! •• ~ 
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There is a ""ery clollC vorking reln~lon::;~:'? ~t,,'Cen \InCA nnd :\s.~ on all 
aspects or Ccr·SEC, includ1ng poGdbl.c "cc::tpro::-.1sIng e::lnnnt.lc;~ .. • as 
discussed belovo HO'.:ever, '.(;tt:A hus on i::i'C):;Gibl.e task in nt.tc::~t.tng to 
provide secure co:=unlcotiQns tor t!lC PreslJcnt so lons as be I.:SCS the 
cOC1:l:erd.nl. telep.'tone cyGte:a. U.u.css tr.:CA Ctl., be lni"on:ICd o~ t:::.:: sredNe 
locat1o:". and people to vhci:l the ?res14ent v1Gl-.es to talk 4b~t. &e:u,ltive 
or classified Inton:lnUon, there c!ln be no t\ss~re.nce thnt ~~ C~'I."e:-sntlons 
nre not.\-.clng ~-~·':.torod. However, if rcC01~ co=unicatlor.s \tclet.yIC) 
are !nvol,,'Cd, crypto-cqullx:lCllt CG.:l be quic~ brousht to tl~ locatioos 
vhere a te1.ety-iJe capabI11ty exIsts. Crypto-cquipncnts COl'M"lot n-"l be 
Instnl.1.ed tor secure voIce tronG:l1ssiOlls over the co:mcrcial telephone 
system. 

Comp~slns E=anntiono. 

'l'he above descr1bes the tradlt1onal·CO:.:sEC probleCl vhero there is llttle 
relnt1on::!l!p to the "p.~y&1cal secur1ty" proble:a, except Inso:'a.r as 
phySical security 1& roQ.I.:Ired Cor the cry;ltor;ra:phic equil-,.:cnt. In addi
tion ond aore 'closely interrelated \lith the physicc.l cccurit.y p:-oblem 1s 
the problea of "c<X:lpranising emanations" or radiatIon. Bricf!,)", these 
are elect..-1.cal or ncouctic Gignnls' e:r.rulating tro:n electronIc 8.'1.1. electro
mechanical.. equi}X:en.ts., It. these.. s11)E1al.s CWl. be intercepted, it is possible 
to read the information "ooinS processed by the cquIp:1ent. 

To protect agaInst thI:. dar.gcr, the U. S. CO:·S£C Doard has approved 
(vtth concurrence by all concerned nsencics including the Bu~s.u) l;SA 
electrical stanjiords for aU elect:-onic or elcctro-l!!Cchenic:l1 equil?C.ents 
(cauputcrs, typevriters, etc.) vr.icn precess classificd Info:=':l~on. '.il1e 
key standard 16 that signals Qust not be intet\":cptabl.e beyond »- feet. 
NSA is responsIble for insuring that aJ.l c:y-.>to-cquip:-.cnts ~et a more 
severe test; (10 feet). Each agency processing classified Ini'o::::ation 
thra.1sh equillOOnts is resr-onsible for insurinc; that ti:wIr cG.u!:.:r.ent& lOleet 
tbe stendo..-d. " 

A spec1lil. subeo;:;;nittee of the UseS3 coni tors t..'lis progrQ!l\ and pNvides 
guIdance ~~d assistance to the ccnce~d tllo:~ncies. As clOlt be e:'Cl:~ctcd, 
neW' offens1ve techniques o.r~ consti_'ltl,y ~inS d1s::ovcred .... tich N-1uIre 
additional. defensive prec~ .... tIO:ls. It is in t!rls field that tl:e line 
betW'ccn ca::::::unications £ecurity anJ. I.'hysical secur~ .. y get ~=:.r. 

PhysIcal Security 

The teI1:l "ph,ysic:u &ccuri ty" has t::-:!..ii i;.ic~,\ll,y been ussocIu~d. ,,-!. th safes, 
guard£;.l an· .. ~ .fences. I!a .... ever, vitl'l tr.e 'n.j,\--:!:lt 01· SOpllistlcat..!d e~ctror.lc 
eaves~-o?pi~g t~~:~iqucs, aost 6s~ncies hu\~ exp-~~ed the pCysic~: security 
~le iu providc protect1oa against.~~autho::-i=ed access to clnss!fied or 
&ensitive in!,o~ation either by people 0::- by devices. ·::--,-..ring 
avareness o:~ the throat pored by cla:ldestlr~ listeirlng ,~\".. _ .. ;:.~ ,;SC, 
1n Dece~be!" 195-51 established l'. S~ctR..l, .Co::::..'.. ,-~~ oa ?cc::.u.tcai S ........... 'Cillance 

( -~". -. ..... 
~ 
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!-- :'.:::-, ~:-::~:,:",,:,,-::;. ':':..!.:; c~,.::t.t:;:, co::.::.:.:c\!. e: :~!I:"~~c:.tt.tl'1~G 0;" St:ltC, 
:\," ;. .. ~: .. :;! (.::::.:; t.=.'.l ct.:h c,..::-r..cc)" C'!A., :-.:.1 c..::.:' ::~I ".:;.c ch~t:.:.1 ~1t::', 
:'::.~:" t.li::.: 

.. :, St·.:.:::r :J....~:!. roY-c....: c:." ':.!'-.c c.o::..::=tic tr..d :-orc:!.Cl thrc:.t to t..~Q 
"::~,;:.,:::-:::";.:r 0:: c:"o..::::i::-1cc. e.-::::-C:l:;~ ir.:::'c:-::;.:..tic:l" p:-e:::c::.t:I.ld b;r the "i::stallatio:l 
...::..! or...:!::".: .. ;~::,CI!'1 0-: C1t;.:ldc:;ti::e t.::ch .. "lic::Il. :::u ... "'wi11Wlcc c.cvicCG" ill U. S. 
U,)V':::'1r...:lr.'t .:'o.cil1t1eG or qu::c-t.::r:::. 

b. ~:::ta'bl1chil1e tL.:'l.d .coor:i1Il::l'tir..: ,pol1cil!s vith re:;r,oct to cO'..L."ltcrins 
t!':..l t!lrcut. 

T:":.Il Co:.:::::..1ttl:lc. ~I!t:; t:t l!JlI.ct ::.onthl:r :lrod Gu1.m:it::: :lnr,'W.:ll l'CportG to th.:: lie<: 
C:l !.t.& c.crt,~"lit1(:o G..'1d 1-ind1n::c. T"r.Cl"..::4:; 0. clo!"'A'J rolf;.t1onch1p b..!t-__ fCOIl 
:..h!s cc .. :;l1 ~tl.:c o.r .. d the i,;:::';~/.io cC:::''':Ii tt.!c a;} co:::tpl·c.::.i:::in~ C:ru..na.ti011::: - 111 
:"l.l..::tl there r:.:-e a. -m:::.tcr or !.r.c.ivic.u:::.lc .... ho cit on. 1:;otD.~ 

E~:;: n:;cnc:/, 1:: ril::.,r,cl1::1'blo to": carrj'il'l:; ou't ito O"Jn t~ch.tl1cal .:.;urvo111a:l~c 

l ..... :..."':.::tio:l.~ ~t:.1:l 'IIh"t.::v'n· co .. ..:.:-m ;-olicy g"..tit!..!l1:-.n::: arc e:::tabl1chcd. by the 
:;SC co.:::.:.it".-cc (t:::on!n1n{!'1 c:qu:i.l~::'::l.l't. to 00 ua.:d l I'.:tc.). 

::0 .:::lundoctins '-,=,vic·::s 0-:: (:.o;r !"..ind h:.sv.:: i:t!C:l ciccov·:ucc. in the U. S. 
:tlt!!C'"~!:;" 0-,(;".: lOJ \:cro ai::.cov·::::..·\";d. ir-, U. ~. ::'1>::c11it1cc" ovcr:;~QO b.Jt~ocn 
19:,9 .l:.d 1::;'::;'). An c"lr.l1t;;'c..:.o..l 4;0 ... :crc.: :':l.:::cowm:d ill friendly foreign 
O\\!:-C~:JC :f~ei11tiQ:: 1ic:t~'(;~n 1~:;5 une. 19~J. 

~:~ ...t'!."~ lic:!l~!'::! uit:t 't:N'O :;c.:::.;:;:~:;~!J:: (bu:t, :: .. co::~:! : .. _:..:/":':",: !r:.~rrol::..ted) 
~~:''''':: ::'~:.-.s ... ::':icr. :in :~.::~;:t'!tic~ i!l D.: :\::1:::..::, c::~ t..!::.! o~,." .. ~:"" ;;{;;~::::" -:;! V~ .:..cc.::ncic& 
inv~lv~ t\:o .~!:-".i.; cf orC~;·i!.Z~~:'C:"'~::i.. ·!' .. :.~~t: ~.l.".! cc: .... : ... :..:.:.ic~:.:.:..::.V!!!; ur..d r":'yslcu.l 
!.:~c~l'"i~J (~ro't~ct.ic:~ 1J!!~1!".:,t ~lr,,~~:.'!cti: .. j l:!.ct.:::~~n:! r1~·/:"CC L.). 

r~-:. t!':.~ :"ic:_ o~ CC:·':'::C I t:'c: .. : t::"~~..l':::.' ,:,;:'::;t::.. t~ ~L:~r t.,:;£i:;n:.:,;;-.t 0:" 
:.\!::;;~.:1..;i:'ili-:.j" to ~:~"': £(.!'c:"::t:~ .. -,./ 0;'- E.;:.·.:!!:..:~ ~:.. !·:::ecl;;:.i"/~ :\:';C!lt. c:" ~.:)vc't'1''''::.t!nt 

i'c::'" .:J..l CO~...:.._: ~:1~'tcr~. ':~_t;; ~..!c::~t:: .. :" (:::..!rci!:~~ hiz ~<:::!.~c~::i-:J:!.li·~:r :.hrouS!l 
~:~:.J ~cc';r;!~(!i by cll r..: ~ hi ·,;.. .. l:l cc ... -::....::·~ .. ::'!i -;;,..;c:::.ic~l c':~:'lcJ ::: t:l:!'S 
:"':-.!:d.. :":!.:: ~;'::r;::"c~:':'-J ~i!c~i ..... ::~ ~: :.::J.c:t _:..:.i":..:~cr: :.'6::-c:.: C!'"& :!.ll"tc:::-.:!:~\.:::cy co:.!rd 
(i..~~~3) \:~'!!.c:-. h:.t::; i..::-:;:: ~:';'~~:J :..:; ,,:.v .. ! ... :::.~ (~':-:~cti"l"~ i."Or it:; ;'Ul."!~o,,;c. If' 
~::\.! :..:..).! ...... ~ dv.:~ r.ct _:!,"(;C' c:, :;.::;:t~rs c..~..:·o: .. ..-: it, ,i.'ir:::!l ~c~:!,C!l~ a:r~ ~.:ls:;c<! 
~o t:~~ el:":!'c!.!;.l cC .. :.::.:1:t~<.:e o~ ~ccl:~t::.~i,.:c 0_'" !::~(:.,.1.;.! e:r&c. :;,~:.\;:.~. 

~~:1:::Li~~!:::! -~!.:.:; c~:.~c ir.. ::-:.i.r .. "::') ":.J t~:ic·:..:: !.,I; ~:o:..tld :;~ ~~,,:!'"or.::iutc tOr t: .. {: 
~.-:::: ... ..; :::r..:c.:: (:=-... ::":":.~J : .. c~ -:!:c: ?.:~ .. "!=::.:.:.,,: .... :.) to ~~~c..:~t t:!C £c~r-::t~~j of 
!;'~ :".:~::.::; -:'0 ::;,."~ ;~~.:.:. ::-.:: ....... 10 ...... ~-. t;v.ll:.t::~c ~:.~ n'\;r.idr.!':lt r S ~(!l..:cc.:::-~,ic3~1on5 
:' :..::~~::::,:,:,;, :':.:.::!.--_~~::~ .. ~.:..-:- :~v "(~ II ;..;.!-• ..: ~o ::;-ecC::_':"::=l-:" ~ct.!.c::c to i=;rove 
:.;.~:-. ::- .. .:.::.. ~:..::.~: ~::(.;.2./_ :::-.:::. __ ::; ~~ e:·:.:.::.1~~~1c.a o~ .:.11 c~:!ir .... :.(!!1t!; \,":::'!'c!1. 
?:v.:! .... ·;.:. c!.::..;~i:":!.c.i i:::·v=_:::.~i ......... -:0 1n~~~ -:: .. :':' no 1nfcrz.ation ~y be 

NW 65990 Docld:32314481 Page 4 



104-10196-10042 
~ . -

. . 

• 

.. -

CONFIDENTIAL 

c·' .. - I -, III·, .... :;:..~ 
\. ..... : __ ,~ 4 -....... , 

ava na.b!~ to W\.lutho:'~~od porsoJ:::.l tl~oc-:~ "c:o.-.prc-;isir..;: C:"'~'l!",ol t.1.0M ... 
For a t..':oro",~h Gvalt":..,..!.on. it. r-.'\)" ~o r. ... .; .. .JS3:"y. i:.' ~:U ;,1:it.e Hlluse dosiros, 
to re"~Il$t. :;SA 'to ~~nitor ilhit.e :io~s.) cOllOr:;u"'Iicatillr.s 0:1 3 S30:0;pl1ng b33ls 
and a':v1sa the ~\'h1ta Houso or the results • . 
On t.~<J r .. t.t.er of clAndllst.1no u.st.:tnl.:-,,: doncell, t..'la ::5= Specbl Co:::;,it.t.6o 
on Tec~~~3l SurvcJillanco Counte~o~suros should ~e ~':3:~od ~ith assessing 
th<J ad~~cy of t.oo Sucrot. Service Fro.:uliur.:!s, e ... u:'t-~r.t :md lov .. l or 
tec~~i~~ skill, and roco~~ondin~ 3~" ch3r~os ncJ~ass~:y to att.3in the 
highest. practicable lovol of por!o.~ .. nco. 

'\<l beli«lva tho Secr<lt Servico h.lS tho rospo:lsibil!.~y for ~l'ot.octln,; tho 
ProsiCent.ial -estab4is~r~nt ar.ai~t clAndostir.e devicos sir.ca tha,y support 
the E~~au on roquolst. Thoy are not ~cmbors of the ~~~it.tea arA, so 
far as _~ ean d~t.or~ine, thuy do not rocoive-cor.~~ittaa roport.s nor do they 
contribuUI In.!'orlT •• t.ion to tho cO::-;'littoo. As a co)nt.inui:-.. :; 1T.at.t.ar, they 
should b<! cr.ado a tr.~::ber of tho cu;:o:!ittoe. 

1. That }:r. 'SU!uy issw)':1. N$~:- providini-:- t.bt tild Socratlry- of 
:>cltense, as ::XOCUt.i.Vd A,::<);.u for :111 co.·.-:\,;.'1iC3t.io~s .:-:~<:ri ty r:"..lt.tors, will 
direct !~ to cor.du~t a Gurvey and r:"olXO a repot'~ 0:1 t::o sdoql.l.lcy of presont. 
cOIl' .. 'nn~.:at1ons secl!rity r::oasUl'OS in o.:'!'ect at. tha -'::'!.to i:ouso, including 
non-cr)~to cc~~unications. 

2. 'i'h.l t. ~~. Eu.:uy arrancra tl":O\!.i;!l the ::;5(; Sro.: i.l~ Cor-:-:it. .. dol on 
Teohnic ... : SU!"voil1:\r~d ColtntorM<:laSUl'c'lS to :';vC~'il •• :,W:'OIl .lnd roport on 
lI".aasures in ot'I'oct at. the ;-.'hit.o i~o\!Sa to :T.aint.ain S\!.:'\'d~j..:.nce and protac
t.ion as .. !.r.st clC\l~as t.ina liston!..r • .; c:!vico.;. 

3. -~~"lt both ;'<J",ort3 00 reV::~:-te.:! by tho ?;',.;;''':.JI:t's Co;!\'''l~tao on the 
~arran ~i!?o:-t., <lur,:-:o:-;;.:ld by Dr. H,);':\ i 1; a:.d Gora ral v' :on.-:ell (O'~·:,:), for 
advice a::": recor.-.;nundst.ion to tha Pl'dsicidnt. 

R~~(': ··7'-T 
- ...... '-• .1 ,,~ i 
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