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5 June 1966’

mmnmu FOR THS RSC(X{D
' SURJECT3 WABRD.YDJO OF TAVID M, WILSTSD (ps) B .

1. On1l Juno 1960 ¥y, John G, Hayn and ¥r, John Ker.nocw of WHN
. Mr. Robert .Brown of QX/OFS, Mr. Rabert Dryant of n/ops and M.E

|:|ot FI/D mot with Pavid M. %WILSTS™ (ps).

2. “ILSTED omphasised that the whole telesphone sysiea in Mexico
City 18 undergoing a8 reformation. The company Telsfonos de “exico, S.A.,
has gub=contracted this work of cleaning up and rearganising tho phono
systam to the independent fira, Intel. 'nwy are cloaning @ unusad and

"old lines; putting in new and spare lines, redefining exchango areas,
‘laying wderground cables, etc. Fvsntuslly we should be botiler off bo-

ocause thsre should be more surplus limss. The renovation work has
henpered much of the LIFIAT work, principally bocauso many of tha lines

. nod are undsrground and we cammot get access to them beisre they cnt-or

the cantral. This is parilcularly true with respect to ths Csach £

. basay, to whosa telenhone lines we csnnot obtzin access ‘rom the vnntam

pointwonouoccupy

3. -IIx.m-:D s2id that we try to keap treck of the activities of
r*Intel” but since thoy eeom to attack "Colonias® at randon, we havo no
prior waming of thelir presance in a certain urea. .

he In the recent past, Haxico has beer using houses for listing
posts for security ronsons. +we have more control over the sccess of
phore company inspectors or repairman to houses, lowavar, uwnder new
regulations, all new apertasnt buildings must have.tslephons lirss ine

.8talled in the btuilding by the phone company during the eonstruction

phase. This means that the lines and their deutination are concealed,
WILSTED proposed that this will mean »e can again use aperioents since

. we -can -siphon aff a lino dastined for use Ly another tenant in such a

vay that the phons company camnot troce its destirstion withoud tearing

"the building apart and we can then insta’l a sanarato line to the build-

ing and hook up the snbscrilaer to this line which, if c‘p‘md, vi].'l.

bolong to a isgitimta a\wsl:riher.

5. Ons systom which has beon usad effoctively 1s t> tako one-half
of two separate palrs which have one faulty lins each., These wso hrlf

~ pairs than form one goodpad‘ruhichvacannse.

. be WILSTED exnlamed that it cost about }eoo pesca w0 gat. a
regulsr telephone. This entalls the purchase of 2 telephem cm:pmy
batd, whish later can bo sold. _
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" 7. -Pérsomol involved in the tapping of the lines aro:
uhohnaaooaastot)»cmtmh Hecantectasheto).-
: lowing msns o ——
.. _Two trod ‘. _ :
= does exchange connoctions, _

8, The takn from oach baschousa is collocted earL 13 %2 =orning
beforo offica_hours by RAFAKSLLI., Ho only enters ons basshass which 18
ocoupdod - by &n eldorly coupls. A1l other contants aro in sutezobiles |
made at differont apota each. day of the weok. RAFANSILI then takas the

matoriol to a asating botwesn him, VILSTID and SZCHRN where RAPOELLY
turns the material over Lo ubC}&.N a.nd they all dincm the probloms and

plans for -tho day.

9, Acconnng Lo WILSTED there is no live m.it.ors.ng dcne by any

of thao basehouse keopors. ‘ .
10, There follows a 118t of the baschousss gnd the lings covered
at oach basat

a)

fomarl\v covered Armericnn mﬁas,' now
no limes, Balng hald for Iotwo uvee,
Cnhnn vesidenco |

Russian Commarcial

Ee Te (R“mm)

» 2 Polish
Seborey .
Tropate
Bakdar

Cuban militery office
Cuban Ambassador's offlce
Campos (tiavel agency)

1 sparo

«JAR
tjsscito ‘!"Lcne.l A0 (vam of PErSAN Une

Jnown)

b)
)
d)

)

£)
processad tho Czach linss, Xow muﬂ.ng
but boing mm opan,

3SwuthmMthmdhthmuﬂ)

g)
1 Soviot propaganda affioa {tap in bam)
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6 June 1940
MEMORANDUM FOR THs RECURD
SUBJECT: DERRIEFING OF TAVID M. WILSTED (ps)

e 1. On 1 June 1960 ¥r, John G. Hayn ard Mr. Jolin Kennedy of HHD
Mr. Robert Brown of CI/OPS, “r. Robert Bryant of FI/OPS and Hr.ﬁ

| Jer I-"I/D met with Navid M, WILSTED (ps).

2, VIISTED emphaniud that the whole telephone system in Mexico
City is undergoing a reformation. The company Telefonos da Mexico, S.A.,
has sub-contracted this work of.cleaning up ard reorganizing the phone
system- to the independent ‘firm; Intel, They are cleaning up unused and -
0ld lines, putting in new azd spare lines, redefining exchangs areas,
laying underground cables, etc, ZEventnally we should be batter off be-
cause there should be mors surplus lines., Ths renovation work has
hampered much' of the LIZZAT work, principally because many of the lines
now .are underground-and we camot get access to them beforo they enter
tho central. This i3 particularly true with respect to the Czech Eme
tassy, to whose -telephcne lirnea we cannot. obtain access from the vant.ago

poi.nt, Wé NoWw occupy.

3. WILSTED said that w2 try to keep track of the activities of
"Intel" but since they seez to attack "Colonias" at random, we hava no
prior waming of their prawm:e in a cert.ai.n area.

e In the recent ,,43‘ Yexico hes been using houses for listing
posts for security reasons. - de have more control over the access of
* phone company inspectors or repairman! to houses. Hovever, under new
regulations, all new apartrect bulldings must have televhono lines ine
Btallad in the building ty ¢ae vhona comvany during the conastruction
phaso, This mesns that tna lines and their destination are concealed.
WILSTED proposed that this will mean we can again uso apartments since
we can siphon.off a line Jasgtined for use Ly another tenant in such a
way that the phone company carmot trace its destination without tearing
the bullding apart and we can t.-xen jnstall a separate line to the build-
ing and hook up the subscriter 4o t‘ns 1i.ne which, if checked, will

belong to a legit.imam subscriber,.

Ce One system which has been used effectively is to take one-half
" of tWo separate pairs which havs one faulty line each, Thess two half’
palrs then form one gecod pair which \:a:can use, : .

, 6e WIISTED sxplainad 4hat it cost about 3000 pesos to get &
regular telsphone. This entsila the purchase of a teleohone commny
bond, vhich later can be sold,

ZCRET
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7 Farsornel-involved in the taf:ping':of the lires are:

le

- who has_access to the centrals. EHa cantacts tﬁa.i‘ol—
loWing ment. ) : o
T™vo brothers -
|:|- does exchange connections,
§, The take from each hasehouse is collacted early in the morning

bafore office hours bty RAFANSLLI., He only enters one basehouse which -is
occupled by an eldarly couple. ALl other contacts are in automoblles

.nsde at ZfFarent spots each day of the week., RATANTLLI then takes the

material to & =eeting between him, WILSTED and SECRIN wherw RAPANGLLI
turns the material over to SECMEN and they all discuss the problems and:

plans for i day. _
9, Accsrding to WILSTED there is no 1live menitoring done by any
of the based>rusa Xeepers.

10, There follows a list of thae basehousss and thw lines covered
at each bass:

a) - formerly covered Amsrican commiss, now
no lines. Being held for future use,

b) = Cuban residencs
Russilan Cormorcial
E. T. (Nicaraguan)

<) - 2 Polish
Seborer
Tropats
Bekier
Q) - Cuban military office

Cubtan Ambassador's office
Campos (travel agancyw)

1 spare

e) ~UAR .
®jercito Nacional 540 (nams of person une
kmown) i ’

L) 1- facilitiss for thres lines, Formerly

orecessed the Czech lines., Now nothing
but being hold opens - .

oviet Smbasay (tapred in ths Central)

=) - J D
o
1 bov‘,.et propaganda office (t.ap in box)

SECRET
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