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TOP SECRET (XGDS)

Record Number 157-10011-10078 -

MAJOR SUBJECTS TO BE COVERED IN THE

TESTIMONY OF HOWARD J. OSBORN

Background of Mr. Osborn

February 17, 1975

See the written statement submitted to the Commaission by
Mr. Osborn dated February 11, 1975.

Activities of the Office of Security Giving Rise to Questions

1. Taping Systems in Certain CIA Offices

In the offices of the DCI, the Deputy DCI, the Executive Director-~
Controller, the Deputy Director for Support (now Administration),

the Director of Security, and the Deputy Director of

Security, a

system of telephone taps and microphones has existed. This
system has made it possible to record covertly any telephone con-
versation or office conference taking place in those offices. All CIA

officials in whose offices such equiprment was installed were fully
.aware of its presence @ d its capability of being activated only by them.

Portions of the system have been disconnected in recent years.

2. Covert Uses of Listening Devices by the Office of Security

In each instance the installation of listening devices was expressly
approved by the Director of Central Intelligence:

a. A conversation which occurred in a motel between §j

@@@kﬁgﬁﬂﬂﬁﬁhaﬁﬁ

and Admiral Rufus Taylor, former Deputy Director of Central In-
telligence, was covertly recorded.

Admu-al Taylor for the purpose of attempting to persuade Mr.

o i¥not to divulge sensitive information in a book which he
was then writing;

This was a meeting arranged

b. Interviews with defectors have been covertly recorded from time

to time;

¢. With the approval of Attorney General Katzenbach, a telephone tap

was placed on the telephone of a CIA employee who was alleged to
be a spy of a foreign country;
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o + d. Polygraphs of job applicants and some coatractors have been
routinely covertly recorded;
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e. The field offices of the CIA have from time to time installed covert

‘ recording devices to record conversations of CIA employees with
others where there was some reason to be concerned about the
loyalty of such employees.

3. | Physical Surveillance

Physical surveillance of individuals in this country has been very rare

as far as the Office of Security is concerned. Circumstances under ;
which surveillance has been conducted have been limited to the following: i
5 : ]
a. CIA employees and contract agents believed to be divulging classi- :
fied information to unauthorized persons;
b. © P ~iq“
employees of the CIA;
c. ‘ and another legman to determine their
sourcesof c1a551f1ed mformatmn and a staff writer

for the same purpose;

d. A female contact of the Latin American Division {and some of her
associates) who reported to the CIA the existence of a plot to
assassinate the Vice President and to kidnap the Director of Central
Intelligence. ’

BRI R

4. Waterpate Contacts .

a. The McCord Letters

b. The Pennington Matter

c. Assistance to E. Howard Hunt and White House re Ellsberg

5. Covert Informers Employed by the Agency

a. Within the Agency and Its Contractors
The Office of Security employs a wide range of confidential in-
formers from among the general roster of employees of the Agency.
Included here are plumbers, chauffeurs, guards, telephone main-
tenance m=n, electricians, members of the char force, etc. These

TOP SECRET
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TOP SECRET -3 -
employees are paid additional compensation to act as infomers
and to report to the Office of Security on any potential security

problems which they observe among their fellow employees at
the Agency.

IR TORTAC TR 50 T A IR

A few outside employees, i.e., non-employees of the Agency, are
also retained for the same purpose. ' This would inclide employees
of the telephone company and construction workers engaged in the
construction of Agency buildings. In all instances, however, the
purpose is to maintain security among CIA employees and those
working for CIA contractors.
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b. QCutside the Agency

In 1967 and 1968 the Office of Security arranged for Anderson Security
Associates to have its employees attend meetings and other functions
of various organizations thought to represent potential threats to CIA

. personnel or installations and to report on such threats. A list of

e organizations to be checked for indications of such threats was pro-
vided to Anderson Security Associates, which in turn provided regular
reports to the Office of Security on the activities of the organization
monitored.

There was also coordination between the Office of Security and local
police departments to cover the same activity. An effort was made

to determine the size of anticipated demonstrations and to anticipate
what security forces would be necessary to cope with them.

In 1967 and 1968 the Office of Security directed the field offices to
solicit or report information on anti-war and dissident elements.
The CIA was concerned about the safety of its personnel, such as
recruiters on college campuses, and its offices around the country.
The field offices were directed at about that time to establish a

: clipping service on campus and other newspapers to report on orgapi-
zations and individuals who might represent threats td CIA perconnel
or offices.
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As a result of the information fed into the Office of Security relating
to organizations and individuals who may represent such threats, a
substantial number of files were accumulated on individuals and or-
ganizations.

v g g
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6. Mail Intercept Programs in New York and San Francisco

7. Cover Operations Using Local Police Cover

Arrangements were made several years ago with[ —lof

the Fairfax County, Va., Police Department for the issuance of

badges and other police identification for use by CIA security personnel.
This involved about 15 sets of identification.

L=

These badges and other identification were never used by the CIA. They

were all returned tofﬁ

Similar arrangemsezts have been made with other police departments.
Strict orders were issued that the use of identification as local poli'ce
officers was to be limited strictly to situations involving actual cover

o for surveillance purposes.

8. Training of State and Local Police and Other Assistance

LA DRy TR TR LR TIALERERR ST SRR ST B

Assistance was rendered to many local police departments, including
those of the cities of New York and Chicago, and to the Maryland and
Virginia state police during the period 1965 to 1972. He states that this
program was vigorously and enthusiastically approved and supported
by Mr. Helms.

Assistance consisted of training of personnel, the loaning of equipment,
and the declassification of materials and techniques in such areas as
photo analysis, surveillance techniques, metals detection, explosives
detection, locks and picks, hidden microphones, telephotography and
covert photography, and the setting up, handling, and organization of .
intelligence operations.

This program was terminated upon passage of an amendment to the Law
Enforcement Assistance Act, which prohibited assistance to local and
state police departments by the CIA.

9., Break-Ins Without Warrants

Mr. Osborn states that the only break-ins which have occurred to his
knowledge by security personnel of the CIA have been those involviag
employees, former employees, or CIA contact agents who were under
investigation for suspected disclosure or classified information.

H¥ 50955 DocId:32203846 Page 5
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10. Counter-Audio Sweeps

At the request of other departments and agencies, including Congres-

sional Committees, the Office of Security conducts '"counter-audio

sweeps'' of their offices to protect against telephone taps, hiden
_microphones, and other intercepts of audible communications.

TOP SECRET
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TOP SECRET (XCDS)
COMMISSION ON CIA ACTIVITIES WITHIN THE UNITED STATFS
Washington, DC 20500

Nelson A, Rockefelter,
Chairman
John T. Connor
C. Douglas Dilton February 13' 1375
Ervin N. Griswold
Lane Kirkiand
Lyman L. Lemnitzer
Ronatd Reagan
Edgar F. Shannon, Jr.

David W. Belin,
Executive Director

MEMORANDUM FOR THE FILE

FROM: ROBERT OLSEN

SUBJECT: Summary of an Interview of Howard Osborn, conducted on February 10
and 11 in the offices of the Camnission by Mr. Robert B. Olsen

Present throughout the interview, which was conducted from 2:00 pm to approxi-
mately 5:30 pm on February 10 and from 12 noon until 2:45 pm and from 4:45 pm
to approximately 8:00 pm on February 11, was the attorney for Mr. Osborn,

Jack pebelius.

Mr. Osborn apeared voluntarily at the request of the Commission staff. At the
b outset, Mr. Debelius raised a series of questions:

1. He asked us to supply an outline of the authority of the Commission. He
was handed a copy of the Executive Order creating the Cormission and spelling
out its duties and powers.

2. He asked whether the Commission had subpoena powers,and he was advised that
it did not.

3. He asked whether the Commission had power to grant immunity to witnesses, and
he was advised that the Conmission does not have such power.

4. He asked what liaison has been established, or will be established between the
Commission and the various Senate and House Committees which will be investi-
gating the CIA and other intelligence activities. He was told that the Com-
mission expects to establish such liaison, but that none of the ground rules
or arrangements have yet been agreed upon.

5. He asled whether Mr. Osborn would have an opportunity to review the transcrint
of any recorded testimony that he may give to the Commission or to the Com-
mission staff. He was told that the Commission staff had agreed upon a policy
of allowing any witness to examine the transcript of his own testimony.

lle asked whether Mr. Olsen had been cleared for security and whether Mr.
Osborn was free to reveal all levels of classified information in the course
of the intervicw. He was advised that such a clearance had been cobtained for
Mr. Olsen and that Mr. Osborn was free to answer fully any questions put to
him within the scope of the responsibilities of the Commission.
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Mr. Debelius stated that he had carefully reviewad his own situaticn as a
former employee of the Office of Security within the CIA and that he had
concluded that there was no prospect that he would be called as a witness
either bv the Commission or by any Congressional or other committee. Hence,
he did not feel that there would be any conflict in his representation of
Mr. Osborn under the canons of ethics applicable to the legal profession.

Background of Mr. Oshorn

Howard Osborn graduated from the Vixginia Polvtechnic Institute in 1940 and
shortlv thereafter entered the military service. After World War II he was
briefly with Firestone Tire and Rubber Corpanv, and then joired the Central
Intelligence Agency in late 1947. He served in various assignments within
the United States and Furore prior to Septermber 1963, including assignment
as Assistant to the Inspector General and positions within the Directorate
of Plans. In September 1963 he was named Deputy Director of Security. At
that time the Director of Securitv was Rob Bannerman. On July 1, 1964, he
was named Director of Security, and he continued in that position until earlv
March 1974 when he applied for disability retirement and went on sick leave.
He was retired on disability on December 31, 1974, having not returned to
work since going on sick leave .on March 8, 1974. He states that he had no
involvement whatever with Agencv activities after March 8, 1974.

R T O ERSEY  TOARRAS UY LS R RO R Y
¥

Activities of the Office of Security

The Office of Security provides guards and security persomizl to protect the
phvsical facilities of the Agency. It has resoonsibility for overall security
measures for all CIA installations, both in the United States and in foreign
ocountries.

Counter- Audio Sweeps

At the request of other departments and agencies of the United States Government
it conducts "counter—audio sweeps" of their offices to protect against telephone
taps, hidden microphones, and other irtercepts of audible commnications.

In the case of Congressional committees and subcommittees, it conducts such
sweeps of hearings rooms on the occasion of classified presentations bv CIA
personnel. Mr. Osborn further stated that there may have been other occasions
when such suceps were made of Congressional committee rooms, at the committee
request, where classified presentations were to be made. Mr. Osborn does not,
however, specifically recall such other occasions.

It also seems to Mr. Osborn that the Office of Security has made similar %Junter.
sweeps for one or more individual congressmen or senators of their offices in
tha Senate or House Office Buildings, but he again has no specific recollection.
The Office of Security also makes such sweeps of the homes of officials of the
CIA with their knowledge.

TOP SLCRET
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B knows of no case in which the CIA has made a sweep of anv other residences.

It does make sweeps of private firms who have CIA contracts, but always with
the knowledge and consent of the firm.

He states that his Office has never used equipment for counter-audio sweeps for
"positive intslligence.”

Te sweeps conducted includad physical inspection, checking all telephones for taps,
checking desks, walls, ceilings and floors for listening devices or radio
receivers, and may involve such sophisticated measures as counter-laser measures
and the use of a| | equipped with sophisticated equirment capable

of picking up a radio transmission from nesarby premises.

TR S IV T b YT S R R o SNSRI
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Taping Systems in Certain CIA Offices

Mr. Osborn stated that Mr. Helms had authorized for use in his office,

in the office of the Deputy Director of Central Intelligence, in the office of
the Executive Director-Controller, in the office of the Deputy Director for
Support (now Administration), in the office of the Director of Security, and

in the office of the Deputy Director of Security a system of telephone taps and
secret microphones which made it possible to record covertly any telephone con-
versation or office conference taking place in those offices. The taping system
could be activated with respect to telephones by depressing a button on the tele-
phone in the office or on the telephone at th= desk of the secretary in the
adjacent office. The taping system to record office conversations would be acti-
vated by depressing a button wnder the carpet in the vicinity of the desk of the
parson occupying that office. All CIA officials in whose offices such equipment 9
was installed were fully aware of its presence and its capability of being acti- ]
vated only by them.

PETR

The recorded conversations from all of these offices, except those in the Office i
of Security, were recordad in a central ban!t of recorders located in the base-
ment of the building. Those emanating from the Office of the Director of Security
or Deputy Director of Security were recorded on twin recorders located down the
hall from those offices.

All recorded telephone and office conversations were transcribed. In some in-
stances the tapes were retained, and in some instances they were erased. It is
not known whether the Agency retains any copiec of the typed transcripts. From
time to time, particularly as an official has departed from the CIA, he has
ovderad tapes erased and transcripts destroved.

Mr. Osborn reports that Mr. (olby directed the removal of the recording and tele-
phone taping equipment from his office when ha becaw Executive Director-
Controller of the Agency and again when he became Director of Central Intelligence.
Mr. Banncrman also had the equipment taken out of his office when he became Deputy
Director for Support (Administration). Apparently all other officials in whose
offices such equipment was installed used it from time to time.

Positive Uses of Counter-Audio Equipment

Mr. Osborn stated that he wishes to clarify his previous testimony that counter-
audio had not been used in a positive sense. What he meant was that it had not
TOP SECRET _
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¥ been used in the positive sense under any of the circumstances referred to
above. There were, however, several situaticns in which telephone tapes and
covert recording devices were employed by the Office of Security:

purcose of attempting to persuadegll:
information in a book which he was

2. Interviews with defectors have been covertly recorded from time to time;

3. With the approval of Attorney General Katzenbach, a telephone tap was placed
on the telephone of a CIA emplovee who was alleged to be a spy of a foreign
country; :

4. Polygraphs of jcb applicants and some contractors have been routinely
covertly recorded;

5. The field offices of the CIA have from time to time installed covert
recording devices to record coiversations of CIA employees with others
where there was same reason to be concerned about the loyalty of such
enmployees. In each instance the installation of such listening devices
was expressly approved by the Director of Central Intelligence. Mr. Osbom
recalls only three such instances: :

a. In 1972-73 such a device was installed in an effort to uncover tails
where an old defector was being forced to make kickbacks of his corpensa-
tion fram CIA to his CIA case officer;

b. At a date which could not be recalled by Mr. Osborn a device had been
installed to record activity of a female employee of the CIA who had
become closelv and intimately associated with persons believed to be
dissidents;

c. In about 1968 or 1969 at the request of Mr. Frank Bartamo of the Depart-
ment of Defense the CIA planted listening devices at the apartment of a
serviceman doing highly sensitive cryptographic work. This was done wit
the full knowledge of Mr. William Sullivan of the FBI. Mr. Osborm specu-
lates that the CIA was called upon to accomplish this task for the De-
partment of Defense because Mr. Sullivan believed that J. Edgar Hoover,
Director of the FBI, would not approve.

Mr. Osborn states that there may have been othor instances where such listoning
devices were installed within the United States, but he does not recall any
others. He is emphatic to the effect that after President Johnson issued an
Executive Order prohibiting telephone taps without the authority of the Attomey
General, the CIA never to his knowledge covertly tapped a telephone within the
United States except in the one incidence authorized hy Attorney General
Katzenbach.

TOP SECRET
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Physical Surveillance

Mr. Osborn states that physical surveillance of individuals in this country
has been very rare as far as the Office of Security is concerned. He doubts
that it bas exceeded ten times during his tenure in the Office of Security.

He dascribes thosze circurstances under which surveillance has been conducted
as being limited to the following:

T T Y S S S ",1' LIOPRAW B TVR MK @ NN T [Py

1. CIA enployees and contract agents believed to be d}.vulglpg classified.
information to wnauthorized persons;

4. A female agent of the Latin American Division who reported to the CIA the
existence of a plot to assassinate the Vice President and to kidnap the
Director of Central Intelligence. This surveillance was conducted under the &
supervision of Mr. Ober, of the Directorate of Operations, with the full i
knowledge of the FBI. !

3

Also included in this surveillance was some of the contacts of this agent
in Detroit, Miami, and New York City. The agent involved here was Thelma 5
King, and the surveillance took place in 1971. (Mr. Osbomm reports that :

a conversation between Miss King and her case officer in a New York hotel

was also covertly recorded.) 1

Mr. Osborn is emphatic to the fact that every instance of phvsical surveillance

in his experience was authorized by the Director of Cen“ral Intelligence except
that Mr. Brownman, the Deputy Director for Administration, may have been the
official to authorize the surwveillance of employees, but it is possible that

these also were approved by Mr. Colby as DCI. Mr. Osborn is also emphatic to the
effect that no mamber of Congress has ever been placed under physical surveillance,
has ever had his telephone tapped, has ever been covertly monitored with respect
to any conversations or commmnications,or has ever had a security check performed
on him by th? CIA.

Watergate Contacts

1. The McCord letters: Mr. Osborn states that a letter directed to Mr. lelms
in late June 1972 was referred to his office as a part of the "crank mail"
received that day. He recognized the signature on the letter as being that
of a former employee of the Office of Security, Mr. James McCord. Mr. McCord
had shortlv before that been arrested in connection with the breakin at the
Darmocratic National Headguarters on June 16, 1972. Mr. Osborn states that he
immediately brought this letter to the attention of Rlchard llelrs, the DCI.

|
TOP SECRET [
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McCord Letters (continued) : i

Mr. Helms directed that the letter should be retained in the file, but that
nothing further should be done about it and that he would take care of it.
Thercafter a series of letters vere received from Mc. McCord by Paul Gaynor,
then the Chiei of Security Research Staff within the Office of Security.
These letters were received by Mr. Gaynor at his home. Each letter was
tlv brought to the attention of Mr. Helms. The thrust of these letters
t the Camittee to Re-elect the Presidsnt and high officials-within
the Nixon Administration ware planning to blame the CIA for the Watergate
break-in. Mr. Helms directed that thesz letters not be referred to the
Justice Departwment and that he would take care of them. Mr. Osbormn recalls
being present when the matter was discussed with the General Counsel of the

CIA, Mr. Houston, who advised that the CIA was not obligated to reveal these
letfers to the Justice Department.

1
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at a much later date, Mr. Oskorn gave full testimony with respect to these
McCord letters and the actions regarding them to the Nedzi Subcommittee of
House Appropriaticons Committee and to the counterpart Senate Subcommittee.

2. The Pennington Matter: For many vears a man named Lee Pennington, a former
FBI agent, has been retained bv the CIA as a confidential informant. His
compensation from the CIA has been $250 per month. Mr. Osborn stated that he
has no idea what kind of informatian has ever been supplied to the Agency by
Mr. Pennington in evichange for the compensation paid him.

P U

In Auqust 1972 Mr. Osborn was on vacation during the time his de.Outy, Exrmal
Geiss, was in charge of the Office of Security. (The Office of Security had
been designated by the DCI as the liaison with all other govermmental agencies
and departments relating to Watergate matters.)

TR

While Mr. Osborm was on vacation anFBI agent namsd Arnold Parham contacted
the Office of Security and requested information on a man simplv named
"Pennington”. The request was directed to Steve Kuhn of the Office of
Security. Mr. Kuhn's Jeputy, Hollis Whitaker, took the request of agent
Parham to Ermal Geiss and asked whether the FBI should be given the names
of both Penningtons or just one of them. Mr. Geiss instructed Whitaker that
Parham should be supplied only with the name of Cecil Pennington, a retired
employee of the CIA, who was not related in any wav to Lee Pennington. Geiss '
instructed Whitaker that Lee Pennington's name should not be given to Parham.

SERRARTIOIG VB PR

Mr. Geiss would have known that James McCord while he was employed in the
Office of Security had acted as the case officer for Lee Pennington, that
McCord was involved with the Watergate break-in, and that the FBI was really
interested in Lee Pennington. : :

Mr. Osborn states that all of the above information came to his attention in
February 1974 and that he had rno knosledsc of it until that tire.

TOP SECRET
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Pennington Matter (continued)

Lee Pennington and a man named Charles Wylie were the only two onfideritial
informants who Osborn can think of who were erploveed as such by the Office
of Security during his tenure with that office. (This is in addition to
CIA emplovees and the employees of prooriety investigating companies vho
have been used as informants.) Mr. Wvlie was a iournalist and unritar wha

Charles V««‘vl.ie .

(Mr. Pennincgton was apparentlv temminatcd as a CIA informant on Decermker 31,
1973.) Mr. Osborn states that he "started action" to terminate Wylie in
about January or February 1974. He thought that Wvlie had never provided
anything to the Office of Security and that it was "no time to have a domestic
informant." :

Both Pennington ancd Wylie had been informants for the Office of Security for
many years. They had been retained in that capacity even before Mr. Osborn
became Deputy Director of Security in 1963.

In February 1974 in connection with a search of files in the Office of Security
some indication was turmed up that Mr. Osborn had been informad in January 1973
about the fact that Lee Pennington had entered the hane and the office of
James McCord at the request of Mrs. McCord on January 22, 1972, to locate and
destroy records which would have revealed a "link" between Mr. McCord and the
CTA. Mr. Osbom denies that he received any such information. The informa-
tion was allegedly given to him by Paul Gaynor, Chief of Security Research, in
the Office of Security.

Mr. Gaynor retired in 1973 at the requast of Mr. Osborn, who had been directed
to cut a GS-16 from his staff in a personnel reduction move. He states that
Mr. Gaynor accepted this request gracefully and retired.

Osborn and Gaynor have never discussed with each other the subject of Lee
Pennington or the deception practiced on the FBI in August 1972. Osborn does
not think that Gavnor opened up the subject, but he does believe that Gaynor
has testified before either one of the Congressional committees investigating
Watergate or the Special Prosecutor's Office.

After Mr. Gaynor retired, Iou Vasaly of the Office of Security has handled
contacts with Wylie and Pennington.

In January or February 1974 Mr. Osbormn sent Sidney Steinbridge of the Office
of Security to New York to terminate Mr. Wylie.

Lee Pennington died in the fall oi 1974 of natural causes. He was in his
middle 70's.
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Watergate Contacts (contineud)

¢

3. Assistance to E. Howard Hunt re Ellsherg Breax-In

Mr. Osbom states that the Office of Securitv had no inwwlvement whatever
with the assistance rendered by the CIA to Mr. Hunt in connection with
the break-in of the offices of Ellsberg's psychiatrist and that he had
no knowledge of that matter prior to the break-in. He is now acgquainted
with the White House request made to General Cushman for assistance to
Mr.Hunt in 1971. He is also now familiar with the fact that the CIA .
provided to lir. Hunt disguise equipment, false identification pavers, 3
and a camera , in response to the White House request., He also now knows
that Mr. Hunt arranged for the developmant of the vhotographs which he
had apparently taksn on the occasion of the break-in at the office of

Mr. Ellsberg's psychiatrist.

vt nanekiave Ao - aas L AL ARMIR 10 S0

In 1971 Mr. Osborn received a request from Mr. Young at the White House
for the psychnlogical profile on Daniel Ellsberg. He says that Mr. Young
stated that the White House had been very pleased with the profile which
had been developed by the CIA on Fidel Castro and would like the same
kind of profile on Ellsberg.

Osborn stated that he resmonded to Young that the CIA persomnel had a
areat deal of biographical material on Ellsberg. Young assured Osbom
that the White House would provide material on Ellsberg. Osborn re-
sponded that such a reguest would have to be approved by the DCT,

Mr. Helms.

Osborn then took the matter to Mr. Helms, who aporoved the proiect and
told him to provide the remuested assistance to Young.

Young thercafter sent materials from tire to time to Osborn relating to
Ellsberg. It was Osbom's irpression that these materials were very
fragamentary and would not be sufficient to provide a meaningful psycho-
logical profile . Nonetheless, the recuest and the materials were
turned over to the doctors at CIA and a draft of a profile was ultimately
worked up. Mr. Young did not appear to be very well nleased with the
draft.

Mr. Osborn swmises that the break-in at the offices of Dr. Fielding
(Ellsbera's psychiatrist) was acconplishad for the purpoce of gathering
more information with which to develop a better psvchological profile.

TOP SICRET
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Covert Informers Immloyad by the Agency

dy The Office of Security employs a wide range of confidential informers from

’ among the general roster of employees of the Agancy. Includad here are '
plumbers, chauffeurs, gquards, telaphone maintenance men, electricians, merbers
of the char force, etc. These employeses are paid additional compensation to
act as informers and to report to the Office of Security on any r tential
security problems which they observe among their fellow employees at the Agancy.
If an emplovee, for example, has been convicted of a crime or is thought to be
engaging in any contact which would make him susceptibie to blackmail, that
Mmatter is supposed to be reported to the Office of Security. Likewise, 1f any
employee is observed conducting himself in a suspicious manner, such as request-
ing information from files which do not concern him, that is to be reported.

A few outside emplovees, i.e., non- emplovees of the Agency, are also retained
for the same purpose. This would includa employees of the telephone coampany.
In all instances, however, the purpose is to maintain security among the CIA
emplovees and those working for the CIA.

The only staff employees retained as informers are those who work in the records
office of the Directorate of Operations. Several staff emplovees in that office
were recruited at the recuest of Mr. Thomas Karamessines because of the extremely
high level of sensitivity and the records maintained in that office.

When the CIA Hcamquarters was constructed in the late 1950's, the Office of
Securlty recruited various members of the construction work force to maintain
securluy against the lnstallatlon of llstenlng devlces,rtelephone tgpb, or o;y

e
In 1967 and 1968 the Office of Security arranged for the Anderson Security
Associates to have its employees: attend meetings and other functions of variovs
organizations thought to represent potential threats to CIA personnel or installa-
tions and to report on such threats. A list of organizations to be checked for
indications of such threats was provided to Anderson Security Associates, which
in turn provided regular reports to the Office of Securlty on the activitics of
the organization monitored.

Anderson Security Associates was in reality run bv Mr. Ralph True, a CIA Head-
quarters case officer, who also ran a similar wholly-owned proprietary company on

the West Coast, General Persomnel Investigations, Inc.

The Anderson company has since folded.

0955 DocId:32203846 Page 15
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Surveillance of Dissident Groups and Activity

It has been mentioned above that Mr. Osborn informed us of the activity of the
Andarson Security Associates in maintaining in the Washington, D.C. area a
chack on individuals and organizations who would represent potential threats
to CIA personnel or organizations.

:
;;

There was also coordination between the Office of Security and local police
departments to cover the same activity. An effort was made to determine the
‘size of anticipated denonstraticns and to anticipate what security forces
would be necessary to cope with them.

In 1967 and 1968 the Office of Security directed the field offices to solicit
Or report information on anti-war and dissident elements. The CIA was concerned
about the safetv of its personnel, such as recrulters on college campuses and
its offices around the country. Its recruiting office in Ann Arbor, Michigan,
had been bombed at about that time. Mr. Osbommn also believes that the field
offices were directed at about that time to establish a clipping service on
campuses and other newspapers to report on organizations and individuals who
might represent threats to CIA personnel or offices.

As a result of the information fed into the Office of Security relating to
organizations and individuals who may represent such threats, a substantial
number of files were accumnulated on individuals and organizations.

Mail Intercepts

M. Osborn reports that a mail intercept progrem in New York City began in about
1952 and ended in 1973. He learn=d of this program when he became Director of-

the Soviet-Russian Division in the Operations Directorate. He states that the
progran involved the identification of parties within the United States sending ~nd
receiving mail with persons in the Soviet bloc countries and the identificaticn cf the
persons in the Soviet bloc sending and receiving such mail. Selected items of :
mail were alsc opened and photographed, and then resealed and forwarded. Mr.Osborn
states that he cannot recall any specific use made bv the CIA of the information so
obtained. The primary purpose of the prouram as he understood it was to provide
information to the FBI. He recalls several conferences regarding the program.

It was his position that the three personnel from the Office of Security who
worked on the program were not performing any useful service for the Office of
Security, that it was a drain on the budget of his office, and that the CIA had
no business tampering with the mail in the first place. Mr. Colby, when he was
Executive Director-Controller of the Agency supported Mr. Osborn's position on the
Matter. It was opposed by Mr. Angleton of the Directorate of Operations, who
argued primarily that the information derived from the project was vitally ncces-
sary Lo the FBI. Mr. Helms electad to have the program continua. It was finally
terminated bv Mr. Colby during the time that Mr. Schlesinger was DCI in 1973.

TOP SECRET
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Mr. Osborn also thought that continuation of the program was too risky in the
light of public and Congressional attitude toward the CIA. He thinks that the
progyran originatced while Allen Dulles was DCI and that it was undertaken with
the knowledge and consent of the Postmaster General. However, this is hearsay,
according to Mr. Osbom.

i
]

Mr. Osborn is also acguainted with the fact that from 1969 to 1971 the project
of mail surveillance occurred from time to time in San Francisco. The Office
of Security ade the arrangements with the Post Office Department for this
program, but it was carried out by the Far East Division and the Technical

Services of the Directorate of ati . The TechnicAl Services Division
at that time was headed by who is now retired and living in
Florida.

- The arrangemants with the Pc.st Office Department were made by Jack Turton of
the Office of Security. Mr. Osbormn has only the vaguest knowledge of the pur—
pose of this project and could offer no further light than that it involved
some checking on the stamping and postmarking of mail from the Peoples Republic
of China. The project was orally okayed by Mr. Helms. Mr. Osborn has no knowl-
edge of any other mail unds 'cover projects in New Orleans or elsewhere.

Cover Cperations Using Local Police Cover

1r. Osborn stated that arrangsments were made several ye. s ago withf E
of tha Fairfax County, Virginia, Police Depariment for the issuance of badges ar
other police identification for use by CIA security personnel. It is Mr. Osktorn's
recollection that this involved about 15 sets of identification.

These: badges .and othz2r identification were never used bv the CIA. They were all
returnad te¥

This arrangement was 1nsp1red by difficulties which had been encountered by
security personnel in oonductlng a pqys:.cal surven_lla.noe of { o
seens that fGReVSE= i =
a cul-de-sate TTis made it extremely d.lfflCU.lt to cruise by l'u.s hare or station a
security car anywhere near his home without attracting the attention of other
residents in the neighborhood. - Secur sonnel who may have been sitting in a
car within several blocks of the MaReSEEklesidence would have attracted the curio-
sity of the residents and the oatlwould be threatened if such residents
approached the car and asked what the occupants were doing there and if they were
given straight-forward answers. According to Mr. Osborn, it was highlv desirable
that the security perscnnzl be able to respond to such inquiries by saying that
they were police performing official duties. Most citizens, he savs, would accept
that as sufficient, whereas their curiosity would be even further aroused if the
sccurity personnel identified themselves as being with the CIA.

. Osborn states that he had issued strict orders that the use of identification
local police officers was to be limited strictly to situations involving actual
vor for surveillance purposes.

TOP SECRET
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M. Oshorn seems to rocall that the Office of Security had similar arrangements
with thz Washington, D. C. Metropolitan Police Department, and he thinks that
there wera instances in which such cover was actually used, but he does not

recall specific cases. He also states that it is possible that CIA field offices
would have used similar cover of local police departmants, but he has no knowledge
of such instances.

Wire Taps

T E AT TR R TIIY

M. Osborm states that he has no acquaintance with the wire taos made of the
office and howe phones of two syndicated columists in Washington in 1962 and
1963, which wire taps are revealed in the file as having been authorized bv g‘
Attornzy General Robert Kennadv. (The file reveals continuation of activity
with respect to the suwrveillance of these columists into the period of when
Mr. Osborn was in the Office of Security as its Deputy Director. The file does

- not, however, show any indication of actual avareness on the part of Mr. Oskorn
that telephone tapping was involved. On the contrary, there are indications
in the file that these telephane taps were discontinued immediately prior to
Mr, Bannerman becoming the Director of Security in 1963, at which time Mr.Osborn
also became the Deputy Director of Security.)

e

.

Qfaining of State and Local Police and Other Assistance

Mr. Osbo:n states that assistance was rendered to many local police departments, g
including those of the cities of New YOrk and Chicago, and to the Marvland and
Virginia state police during the period 1955 to 1972. He states that this
program was vigorously and enthusiastically approved and supported by Mr. Helms.

Issistance consisted of training of personnel, the loaning of equipment, and the
declassification of materials and techniques in such areas as photo analysis,
surveillance techniques, metals detection, exnlosives detection, locks and picks,
hidden microphones, telephotography and covert photography, and the setting wp,
h=ndling, and organization of intelligence operatiaons.

Tis program was terminated upon passage of an amendment to the Law Enforcement
Assistance Act, which prohibited assistance to local and state police departments

by the CIA.

Mr. Osborn feels verv stronglv that the program of cooperating with and assisting
police departments in improving their capability to fight crime was proper and
that its termination is a serious disservice to the American people. Referring
to the prohibition on CIA "police and law enforcement functions" in the National
Securitv Act of 1947, Mr. Osborn is of the cpinicn that th= CIA in sharing its
information and technical developments with state and local police devartments
was not exercising any police or law enforcement function.
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Thz Huston Plan

£

M. Osborn states emphatically that the Office of Security had no knowledge
whatever in developing or assisting in the so-called "Huston Plan," relating
to domestic security operations. He states that he had never heard of it until
it hit the papers at the time of the Watergate investigation. All relation-
ships with the Inter-Agency Domestic Intelligunce unit was handled for the CIA
b Mr. Helms and Mr. Ober.
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T™e Nosenko Affair

Ao ragl e

Nosenko was a KGB agent who defected to the United States in Switzerland in the
early 1960's. His interrogation was handled umdar the supervision of the SR
Division of the Directorate of Operations, especiallv by David Murphy and Peter
Bagl-y of the SR Division.

- M. Osborn states that he repeatedly pm\.ested the treatment of Nosenko. After
more than two years of solitairy confinement in a special facility for which the
Office of Security provided all security measures, Mr. Bruce Solie of the Security
Office finally arranged for the release of Ncsenko and gradually increased his
privileges and freedaom.

er Osborn states that Nosenko has proved to be the most valuable defector in
the entire history of the CIA. He has been resgonsible for identifying nine
Soviet agents, including a major in the Pentacan.

ORI | O AR MRS TG B AT O S A \

Surveillance of Justice Douglas

M. Osborn has no knowledge of the alleged surveillance of Justice Douslas
(referred to in an article in The Washington Post on February 3, 1975, page D-11).

Contact with T™e White House

Mr. Oshommn states that he was not involved and has no information regarding anv
request from the White House for files relating to the coup in which Promier Diem
was overthrown in Vietnam, or regarding the Bay of Pios operation in Cuba. The
CIA personnel who would have been involved in such matters were William Nelson,
Deputv Director of Onerations, on the Bay of Pigs matter; and George Carver, then
Svecial Assistant to the DCI for Vietnam affairs, vith respect to the Diem coup.

The only other contact of any nature.with the thite House recalled by Mr. Osborn
was one which he seems to remember occurring in about 1963 when the Office of
Security was consilted by the Secret Service with respect to counter-audio measures
to protect against buaging and wire taps it the White House. He thinks this
occurred during the Presidency of Lyndon Jcohnson.

Unauthorized Break-Ins

Osborn states that the anlv break-ins which have occured to his knowledge
vy sccuritv personnel of the CIA have been those involving employees, former
crployees, or CIA contact agents  who were under investigation for suspoected
disclosure of classified information. (Details are in the files provided to the
Comuission.)
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Mr. Oskorn states categorically that the Office of Security has never to his
knowledge:

IS

-- conducted any audio surveillance, telephons taps, physical surveillance
or perscial investigation of any member of Congress or public official;

-- maintained any file for political or other inproper purpose of anv such
conaressmen or public official;

~— pulled any file for examination for purpcse of checking up on anv such
member of Conress or public official.

Mr. Osborn states that he does not recall any instance during his career with
the CIA to which anv particular activity of the Agency was examined in the
specific light of Section 403 of the National Security Act of 1947; i.e., he
do~t not recall anv assessment of a proposed or ongoing activity from the

st dpoint of whether it was improper as a "police®, "law enforcement", or
"internal security" function.

Tpression

B LW [ PR  PBO RS e AR A ] T T e o S s

M. Osborn inpresses the interviewer as being honest, intelligent, and dedicated
to the interests of the United States and its people. His memory appeared to he
in error in some details, but considering the wids range of the interview ard i
the time period involved, coupled with the wide breadth on responsibilities and ’
the numcer of personnel under his . supervision in the Office of Security, this
is to be expected.

There is one area in which the interviewer was doubtful oconcerning the complete
candor of Mr. Osborn. That w=s the area of his knowledge conceming the
Pennington matter. !
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STATEMENT

tir. Vice-President, Governor Reagan, distinguished

members of this Commission. I am here willingly at your

g

invitztion; I shall answer all of your questions fully and
candidly.

My federal service has extended over a 32 year period, 27
of thcse years were spent with th2 Central Intelligence Agency.
I am proud of my service with the C.I.f., and I am proud of the
thousands of dedicated men and women with whom I worked in the
C.I.A. I retired from the C.I.A. on December 31, 1974, after
having been on sick 1eave from March 8, 1974, until the date
of my retirement. My last ten years of active service with the
C.I.A. were spent as the Director of Security. I was responsible

to the Director C.I.A. and tQ other senior‘C.I.A. officials for

personnel security and for the security and protection of classified
information, data and installations, both in the United States and
abroad. During my tenure as Direétor of Security, I served
successively under Mr. John A. McCone, Admiral William Raborn,
Mr. Richard Helms, Mr. James R. Schlesinger and Mr. William F.
Colby.

I am aware of allegations given recent prominence by the
news media that C.I.A. conducted improper activities in the
United States. Since my departure from active status in March,
1974, I have had no access to Agency files or records with which

to verify or refute such charges. I can assure the members of

B this Commission my full cooperation but it is possible that my

recollection of dates and detalls may be imprecise or unclear

without access to particular files and records of the C‘;ﬂA' To o

: - . -
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the best of my knowledge and belief, all of the actions and

- )
f

2etivities in which . participated, or which I rected ar<
recorded and documented in C.I.A., files,

At all times, while ssrvinz as Director of Security I

acted with the knowledge and approval and at the instruction
of the Director of C.I.A., and in many, if not most instances,

with the knowledge and approval of other senior Agency officiélé'if

in the chain of command. I should like to emphasize that Seéufitf»‘

in the Agency is a service and support function and its activi%iéé
are not self-generated. Among other services, the Office ofrf-‘ -
Security provided guldance and assistance to employees with

personal problems; it provided support to other Agency componégg;ml
upon authorized request and performed tasks and special inq&if;uf':
assigned to it by the Director of C.I.A. The Director of C.I?K:’i_
was empowered and directed by the National Security Act of 1§£TﬂiJ

to "protect intelligence sources and methods". By virtue of“éﬁd.:~,;>

extension of that authority, thoée actions and activities witﬁig ’
my purview were designed to prevent potential penetration of tﬁe
Agency by hostile intelligence services, afford protection téz”

the Agency's domestic installations and to determine the soUrEeg_

of unauthorized disclosure of classified and sensitiveintelligéﬁéafig.;.'r

information to public media.
While I am not now privy to precise statistical data;

I believe the United States Government Agenciles involved in

intelligence activities can document the fact that the numbeff%g,

of hostile foreign intelligence representatives in our country

has increcased significantly in the last ten years. One ofvifjv;:“

their prime targets is the United States Intelligence Community.
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/iy investigation and review of C.I1.A., or any othe element
of that éommunity should be made within that context.

After many years of service in the security field, I
can fully understand the extreme sense of frustration among
the United States Government officials regarding unauthorized
disclosure of classified information. It is devastating to
read the contents of a highly classified document disseminated
in the intelligence community and then a day or two later, to
read the same information ad literatum in the press. I believe
most firmly in freedom of the press, but I believe also that
there should be a sense of responsibility accompanying such
freedom; that sense of responsibility seems often tobe buried
or absent in the publication of classified information which
could endanger our national security.

I welcome the opportunity to appear before this Commissicn
and to assist it in acquiring facts relevant to its investigation.
In the course of developing such facts, I am hopeful the Commission
will look at the possible consequences of the Agency's failure to
act even 1if the Commission should find fault with individual
conclusions or judgments made by Agency officials.

I shall endeavor to answer all of your questions and I
shall put aside my ci@izen's schield against self-incrimination.
That decision is baséd on my decsire to assist the Commission to
the full extent of my ability and for the cqually cogent reason
that I do not believe }hatany action I performed was unlawful

or in derogation of my duties to the United States Government.

4 - -y

- - | B
Ry ( A . @ .
/; /f’( ooe e ) :”( _S /12,_'/1—'1_.( .
" HOWARD J. OSBORN
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d. Polygraphs of job applicants and some contractors have been
routinely covertly recorded;

e. The field offices of the CIA have from time to time installed covert
recording devices to record conversations of CIA employees with
others where there was some reason to be concerned about the
loyalty of such employees.

Physical Surveillance

Physical surveillance of individuals in this country has been very rare
as far as the Office of Security is concerned. Circumstances under

which surveillance has been conducted have been limited to the following:

a. CIA employees and contract agents believed to be divulging classi-
fied information to unauthorized persons;

b. Miiesml\‘d@?;ﬁiﬁ@ﬁﬁi?to find out if he was getting information from current
employees of the CIA;

c. and another legman to determine their
sources of classified information, a.nd\ , a staff writer
for the Washington Post, for the same purpose;

d. A female contact of the Latin American Division (and some of her
associates) who reported to the CIA the existence of a plot to
assassinate the Vice President and to kidnap the Director of Central

Intelligence.

Watergate Contacts o

a. The McCord Letters

b. The Pennington Matter

¢. Assistance to E. Howard Hunt and White House re Ellsberg

Covert Informers Employed by the Agency

a. Within the Agency and Its Contractors
The Office of Security employs a wide range of confidential in-
formers from among the general roster of employees of the Agency.
Jncluded here are plumbers, chauffeurs, guards, telephone main-
tenance m=n, electricians, members of the char force, etc. These

TOP SECRET

&

DocId:32203846 Page 24

TR SR U T R




Physical Surveillance

Mr. Osborn states that physical surveillance of individuals in this country
has been very rare as far as the Office of Security is concerned. He doubts
that it has exceeded ten times during his tenure in the Office of Security.

He describes those circunstances under which surveillance has been conducted
as being limited to the following:

1. CIA enployees and contract agents believed to be divulging classified
information to unauthorized persons;

2 VictomM=EEhsEErto find out if he was getting information from current
employzes of the CIA; ‘

3. B | and another legman to determine their sources
of classified"infomation,and | | a staff writer for the
Washinaton Post, for the same purpose;

4. A female agent of the Latin American Division who reported to the CIA the
existence of a plot to assassinate the Vice President and to kidnap the
Director of Central Intelligence. This surveillance was conducted under the
supervision of Mr. Ober, of the Directorate of Operations, with the full
knowledge of the FBI.

Also included in this surveillance was some of the contacts of this agent
in Detroit, Miami, and New York City. The agent involved here was Thelma
King, and the surveillance took place in 1971. (Mr. Osborn reports that
a conversation between Miss King and her case officer in a New York hotel
was also covertly recorded.) '

Mr. Osborn is emphatic to the fact that every instance of phvsical surveillance

in his experience was authorized by the Director of Cen-ral Intelligence except
that Mr. Brownman, the Deputy Director for Administration, may have been the
official to authorize the surveillance of employees, but it is possible that

these also were approved by Mr. Colby as DCI. Mr. Osborn is also emphatic to the
effect that no member of Congress has ever been placed under physical surveillance,
has ever had his telephone tapped, has ever been covertly monitored with respect
to any conversations or communications, or has ever had a security check performed
on him by the CIA.

Watergate Contacts

1. The McCord letters: Mr. Osborn states that a letter directed to Mr. lielrs
in late June 1972 was referred to his office as a part of the "crank mail®
received that day. He recognized the signature on the letter as being that
of a former employee of the Office of Security, Mr. James McCord. Mr. McCord
had shortlv before that been arrested in connection with the breakin at the
Democratic National lieadcuarters on June 16, 1972. Mr. Osborn states that he
immediately brought this letter to the attention of Richard lelms, the DCI.
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McCord ILetters (continued)

Mr. Helms directed that the letter should be retained in the file, but that
nothing further should be done about it and that he would take care of it.
Thercafter a series of letters were received from Mec. McCord by Paul Gaynor,
then the Chief of Security Fesearch Staff within the Office of Security.
Theso letters were received by Mr. Gaynor at his home. Each letter was

tlv brought to the attention of Mr. Helms. The thrust of these letters

t the Camittee to Re-elect the President and high officials within
the Nixon Administration were planning to blame the CIA for the Watergate
break-in. Mr. Helms directed that these letters not be referred tn the
Justice Department and that he would take care of them. Mr. Osborn recalls
being present when the matter was discussed with the General Counsel of the

CIA, Mr. Houston, who advised that the CIA was not obllgated to reveal these
letters to the Justice Department.

BTSN SIS N B G ERE
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At a much later date, Mr. Oskorn gave full testimony with respect to these
McCord letters and the actions regarding them to the Nedzi Subcommittee of
House Appropriations Committee and to the counterpart Senate Subcommittee.

2. The Pennington Matter: For many vears a man named Lee Pennington, a former
FBI agent, has been retained bv the CIA as a oconfidential informant. His
compensation from the CIA has been $250 per month. Mr. Osborn stated that he
has no idea what kind of information has ever been supplied to the Agency by
Mr. Pennington in evchange for the compensation paid him.

In Aucust 1972 Mr. Osborn was on vacation during the time his deputy, EeneaiR:
(&S was in charge of the Office of Security. (The Office of Security had
been designated by the DCI as the liaison with all other govermmental agencies
-and departments’ relating to Watergate matters.)

While Mr. Osborn was on vacation anFBI agent named Armold Parham contacted

the Office of Security and requested information on a man simplv named
"Pernington”. The request was directed to Steve Kuhn of the Office of
Security. Mr. Kuhn's Jeputy, Hollis Whitaker, took the request of agent
Parham to E«maﬂ.ﬁGeJ!ss and asked whether the FBI should be given the names

of both Penningtons or just one of them. MEEEESESvinstructed Whitaker that
Parham should be supplied only with the name of Cecil Pennington, a retired
employee of the CIA, who was not related in any wav to Lee Pennington. CSTENy
instructed Whitaker that Lee Pennington's name should not be given to Parham.

MEEESiEs. would have known that James McCord while he was employed in the
Office of Security had acted as the case officer for Lee Pernington, that
McCord was involved with the Watergate break-in, and that the FBI was really
interested in Lee Pennington. _

Mr. Osborn states that all of the abowve information came to ‘his attention in
February 1974 and that he had ro knowledsc of it until that tire.
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