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Chief, Cootect Division, 00

Attecgted RIS Fenotraticn of Mell Swlepbuas Laboratoriss - ili-10012

\
3
1. Attached e two memorenta, dated 26 June 1963, from
cur How York Fiald Office ecnsarning gyparcat Rid interest
in Hepfred I Bedooodor end Domald B, Thosms, Bell Telephons
Ledoawtaries, Fewrey lll, HZew Jorsay. Wwo beliove Lhis iaformsse

tica e@ould bo pessad to tho FIX imssdiately. e would op-
preciats dailng edvised the date this infauwation ic forvanied

wmn‘mm.

. 2 For your infosamtion, pemiseica to Wilef Dr. Schrvoder
pricx ¢o his trip to tdo UCBL wos rogmsoted hy cur Rew York
0ffice b rofveesd by FI Staff. In viev of hls explayamt, bowe
evar, cxd yruyicus CL/G0 conmtects with him, FI recamcsndsd ba
o peovidsd with o strong dofensive ed realitics driefing.

. 3. Purther fnguiry may bo directed to Mrs. Shirley Stetsca,
/00, Bppext Rrandd, - A13, 1717 B Stroet, M. V., extension
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‘'UNITED STATES GOVERNMPNT

.Memorandum

TO ¢ Chief, Contact Division paTE: 1 July 1963
Atta : Mc Connell/Czajkowski/Lincoln Staff

FROM :  Chfef, Rew Yorx office

, susjrct:  Attempted R.I.8. Penetration of Bell Telephone Labs
'; | . Ref: NY Reports 2988-3 and 2989-3

1. We thought the attached reports would be of interest to Lincoln-
Stsff from & Soviet realities standpoint. We also felt that they should
be brought to the attention of Division management because the M.0. out-
1ined therein is becoming & major factor in dealing with sources who have v
contact wvith S8ovbloc nationals. It has been our experience that the type .
of activity outlined has been on a marked increase, particularly since
the establishment of the KOB 10th Directorate. Although such activity
by Sov legals i3 taking place throughout the continental U.3., undoubtedly
its greatest impact is being felt in the Rev York and Washingtom, D.C.
‘areas because of the largs 8Boviet (overnment estadblishaents in both of
these cities. For this reason it wvould seem imperative that both WAFO
and FYFO be extremely vigllant for such activity 1in companies and insti-
tutions with wvhich they are dealing in order that it may be recognized
in 1ts earliest stages and appropriate CI/CE countermeasures instituted.

In order to assist other offices in this respect, ve plan to write in the
near futufe an article for the Division Newsletter, outlining some ox' our
experiences along these lines.

. 2. Ve were somevhat disappointed in CI SBtaff's reaction to our
recont roquest for assistance in defensive briefing of the subject of
one of the attached reporte. It seeme to be Quite clear now that our
original ucuwuon concerning his being R.I.8. targeted wvas quite correct
and that there is a strong likelihood that his current trip behind the
Curtain will be utilized by the opposition for provocation nndor an
actual recruitment attempt. We wonder in future cases of this nature
exactly vhat support we may expect from Angleton's shop. Although we
“feel that we bave a fair capability for handling such matters here in
FNev York, we do admit that, at least on this one, wve would have felt
slightly more comfortable. had a CI specialist been along, if for no other

! reuon t)nn to ‘recludn any possible Monday morning quarterbacking by the

/OGlR
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Bubject: Attempted R.I.8. Penetration of Bell Telephone Ladbs

i _ .
f 3. Judging by the attached material, it would appéear that, despite
; established Bell policy (see our 16 May memorandun re Case 39,790), the
S, opposition bas seen fit to deflover at least two of Bell's scientific

B virgiis. Ve serfously wonder at this point just how many other Bell

gk people- might -be in the same boat., Perhaps, as a result of all this,

i scme representation by Bell management to the XGB will be forthcoming,

3 spelling out. to that organization, as wvas spelled out to our own, estadb-
f lished compeny palicy pertaining to such matters. In any event, it would
§ appear that at least one or two Bell scientists, and there are probabdbly

! more, kave been giving the R.I.8. more cooperation and reporting than the
Agency. Let's hopes that in the near future Bell management takes some

effective steps to rectify this rather ludicrous, and pteath da.nseroua,
situation.

“ . ’ }, c—vvvvﬂ,
i .
] -

Attacheents: NY Reports 2988-3
and 2989-3
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NMemorandion

T0 : Chiei, vonbhes Divioion LAIR. 20 Jwe: i ¥.s
Attn : Support (Jhiriey Stetscn) CooH L, )
FReAD Cllef, New fork G.ilce o ,; )
stupes: ﬁpparcnt kIZ Interect Iln !Lnfred P/ S, (ZOI 73‘”7) . !
11 Telcphone Ln.:) .
'1 ' '
“ 1 -
NSEGL 1
/ f"l?.»""‘ _ t
¢ 1V70930-1230 hours 1b Jwic, Manired . Senroeder of Bell Lubs :

received a strong deflensive briefing in coroestion with hisc June-
July irip to the USSJ' and saigurla (gee e 7 Yay Coorlination Out-
line for subjeci)’ During Schroeder's brieftng, Magle elleited
from him thdt prior 4o a trip to tae USSR in 195% he had becen con-
tacted by an individual vho reprecentec hinsell nue u West German
Intelligence Officer. Morc lmportunt, we also learued that, ut :
about the same tiuze, RIS cultivation i Schrocder apparently began.

o 2. Concerning the West German approach, Sehroedcr indleated
that hts mother, who resides in Hambury, wa. wclcphoned in 1959 Ly

an Individual vho cleined to be un old acqu.inuance 2t her son's

and vho was intercsted in contacting hin conzeraing employment in

the US. The caller left a phone uuwnoe=~ wod £a{d that he would ap-~
rreciate 1L if Scoroeder could call hia ncxze tuw: he was in Haabuarg.
Schroeder's wother relay~d the mescage .o hir zon, and, o5 requested,
he telephoned the caller just nrior to his 1Y, USSR jwuzct. The
individual he called identiried himseltl nr - Wedl Geruea intel Ligence
Officer and said that be would 1like to we . Jolrocler ag coon as

asible. Scuroeder agreed. When Lhey merb, tac {ndividanl in quection

Schrocder doec not recali his name) pre:zcated suitable ercdentiale

and expressed intere3t in Scnrocder's irip to tar USSR, According to
Schroeder's account, tie West Gerwan Inwuzlligence Officer gave him the
old "keep your cyes and «2rs open’ pitch, and L:14 him that he would
contact him in the i'trst West German city i: wiich he¢ touched down
after his USSR trip. Gchroecder was conucted in Stuttgart promptly
after returning to Gerrany from the U3SH wn hizs way buck to the U3,
Because of his US employment and the tact that Zell paid 1or hls trip,
Schroeder became veiry apprehensive ubnul any further convact with the
West Germun service and et the time of tne call (ndleccted tazt he had
nothing to say and wanted no rurther contact, Omher Lian the cwesoury
examination ot ercdencials (us rceported abave), Lshrocder made no
attempt Lo establich the vona i'ldes of the Germwin who made Lhe approach.
We pointed out to Schroeder the .mlikely pocsicility that the approach
aight not have bveen wone fide and nmight, in fuct, iave been a provo-
cation.

X c,oo\_,‘,) ol e f.W .
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i rrice Lo the ateve lacidents Accordin; to his wovcvib. e haa soe :

: ' celved what app u‘ed to ce a routine loavitalion L .

acoustics ™Moiiitiss ta Moseor wd Weaugrad in e .t L. I
’

i |
E connectida witi. the invil=%i.n, w wrote oo Ve SIVe e aant o '
. : tint during Bls visit he @ uld lise to @t | : e .
Sov acoustics enginecs wiu wWis vely htertstoa ..
and hnd dune seveinl Russfan Lrancitions ol caa $
a result of this corpespoiicnte, Searoedes o \ f
ut his howe a e q It o: JRy s prior too hi..' depaa Y
frow ac ludividiel wiho it "
La ew Yori. ”\.a .u:‘ .l‘ \.L.t 2 lu T ,
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of' tiwe tat: cuomatioe ; . R
H caller, WiLosc naan ooh <
ke tr dellvee 7o .
Schrocler dnlisan, | :
: wiiich he had t. - - .
-i tior coddn't . o r
tastrue! Dae W kN . .
finelly ugreed anw s
np the tuvitatlioae 1iel Ll e PR A ‘
Senroeder lavite: e SV L0 gelrver Liw : i b L C
the latter deciined, ';..‘Ve\‘ex'. s lng that Sclire dor'e Lower -at ia
an area cloged Lo travel oy Sov Up.oaatlt peiswtsTe Uy ovent, " -
the Sov arranged wo *v.-t. Senr o carts Jlde oA st corter fa '
Chathaa, New Jersey, 2ad ab tlat tiw tuwr ) oocos o her Lhe Invivet o )
ror her husvand. * :
k. Schrosder seaid that Lia L) . the TN3R wus gaite N
! ruubinn and that he cotldd recull nothing 2ab U otns onddlnry heppencag
during the triye hoeelng the w1044, nls oov cuulberiert, Tt luew, Wao
spraks fluent Goraan, wcted ag Lis Nost aud was 4t Wls Recaprpentyt s ,
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¢ ‘ne evening from Viadimif V.lgo':n Hel: Tentificd n Ts

el
"\ sentative ol Amtory -\.-\?'Jf. voLy i eald that O

: Murduev had Just oo _p*'e’ed a vizlt Lo ew Tors s velure inaviig Ehe
i city bad asied hin to deliver & prosunt o Ockrc:dar fur Gz, Lens

the pnone call. Volgin insistad on deliverine th present to Lo
in person, and th- two .iade urrangements to hove Limnhi tooathes e

i following week in Manhatton., This Loghl o suiles 20 agproxicctely sioc
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Subjeel: Apparent duio nterest o ocanfoed e Soin od
21l Telephone Lab:

or wore cousacts witn Vo gl vt nobed il it Lot when Selraeas

recedived o note Sroa Volgobln tatlcg Lhat ne aid nl, h, were ol ne
ing to the YSSH Lo wrder that hic wole cold s, weareal froat,ons
there.  lucidentnlly, Cenrueder's suly other contiact «iwh Hira we Sue
in 1902 waen he met alm tn Copelagen st a protesiiLindd M boag.

6. Schroed r sald that w.oct, LF not all, of Yolg.n's phon: i)
to hin were to his buage and usually spjpeenrea 0 have bLeen cde fron
pay phones. Schrozder se!d that nle mwretligs witn voiptln nci-wled
lunches and dinners in Munhattnn, Loclallitig at A low 0 e ToRWE,
Meeting, thouters, ol 2entertatwaent L0 ench other 3 Shell paspactiys
homes. Schroeder lalias that hig wife acermjanied him urlng nost ot
his contuct with Volgin. Other tia Lo ale swn fanily, Velgli. never
introduced Schroéder to any other Luuividuals.

Te Schryedor gluimo that on ri comple of cccuslons b ta.ned mver
unclagsiricl tecimical papers to Vi odn, whe JTETERd TRE An T eelr el

engineer. Schroedcr can't ricall wuether Volgin speaitinilly rogquented

the information or whether he turn:d it over tc irim on hic own lnitlative,

At one point Quring thelir relationshiy, Volgli erked Schroedes to stte
an artisle on US ncouctics work for publicution Lu a Soviel TUonALcaT
Journal, Schroeder weclined.

3. In retrospect Schroeder admitted that he lod been quite natve
about his relationsalp with Volgln and expressed soae concern that oo’
security ladn't been more active in adaouishlog hin ¢ .alnst devel -
ment of relationehi:us with Sov Goverwcwent sepreceatnstives. lids view
of his experiencer i copretely colncldec witihi 2urs 18 8 result of
our discussion.

9. Another fector wiich wbtviously enters lato Scarseder's RoI.,
2 [ ey

pleture o Bio wifa's Swlgarian esteaction,  Sihuseder 21alad tHAE

neither he noy to the best of RIS wioWledge, his Wil nave over been
approached by Sovblo: ‘representatives in thl. cowntry concerning hie
wife's faally ti. Blgarie, e wii 'C mother, “wiantiie Mensckik,
Limigrated to the U2 tn April L4 and Llved with Scoroeder uad hic
wife until lovember 1€2 when she returael to Joita, apprreatly because
she wag homesick and coulda't ndjunt to thr new lunguage and !'ifc in
the US. Schrooder 2aid that hic motner-ii-luas's original exit visa
request was rejected ‘.:_i 1958 Ly tac . garicn Governmeat, tut after ho

* and his wife wrote mevera. jettars to the Bulgwrian Foroign Miniotry

v

she was {inally grented permission to leave in 1%0,

SECRe|
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8ubject: Apparent RIS Inteorest in Manfred R. Schroeder,
.- - Bell Telephone labs

. - ‘ s
10. After Schrdeder visits the USSR on his current trip, he

- -plans to fly to Sofia to spend approximately a veek with his wife's

"family there. Schroeder had not mentioned the Bulgarian visit in
outlining his original itinerary to Bob Martin of this office, there-
fore, it vas not mentioned in Schroeder's Coordination Outline.

11. All of the above would seém to indicate quite strongly that

' Bohroeder, as we originally surmised, hao been targeted by R.I.S. In -

briefing Schroeder, ve ran through soms of the typical entrapment
situations fabricated dy the oppositicn, e.g., vomen, homosexuals,
purdhage of drugs for Sov citizens, black market activity, acceptance
of letters to mail outsids the USSR, commitments to disaffected Sovs,
etc. In addition, we stringently admonished Schroeder against any
notetaking or photogrephy which could in any way be construed as com-
promtsing. We also alerted Schroeder to the fact that some atteompt
might be made to use his.7ife's family as leverage in a recrultment
attezmpt. In this connection, we pointed out to Schroeder that there
was a strong likelihood that the R.I.S. and/or Bulgarian service would
make an approach to hinm during his forthcoming visit to Sofia. An
approach in Bulgaria would give the Sovs an opportunity for disavowal
and also wvould provide the proper setting for maximum utilization of

 relatives. When Schroader mentioned that his sister-in-lav, FNU

Monsckik, had indicated several times in the past that she would like
€0 loue Bulgaria, ve strongly admonished him against making any com-

mitments to her, pointing out that she may poosibly be co-opted by

the opposition. We told Schroeder that any representations to gain
an-exit visa for his sister-in-lav ahould be channeled through the

US Legation in Sofim. Schroeder was told that, if any pressure were
applied conocorning his vife's family, his best reaction would prodbadly
be a noncommittal, "I'll think it over vhen I get home:" All in all,
we alerted Schroeder as best we could to the opposition M.0. and pre-
pared him on hov best to avoid some of the not so obvious pitfalls

vhich might be in store for him.

12, Prior to our driefing of Schroeder, Bob Martin alerted Bell
management to all of the ramifications of Schroeder's travel behind
the Curtain. The management wvas informed by Martin that ve felt it
our obligation to point out to them the strong possibility that Schroeder
had been targeted in order that they would have all of the facts avail-

able before signing off on his trip.

SECRET
oneme | /2 042
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Apparent RIS Interest in Manfred R. Schroeder, .
Bell Telephone lLabs

- 13. Assesament of Schreder: 8ubject, a very accompliched
scientist, heads up all acoustics research at Bell. He reads : s
kussian and is flucnt in Cermen, French, Spanish, Italian, Duteh, .
and &xguoh. He impresses us as being a rather savvy, discreet, ..
coorntive, mature, stable, vell motivated individual. We attri-
bute Schroeder's apparent lack of discretion in his dealings with
the Bovs more to the subtlety of the 8S8ov approach than to his owm
paivete. It has been our experience that most U3 businessmen and
gcientiste are very susceptibls and vulnerable to the opposition
approach mainly due to somevhat of a lack of realistic public
egwation.conccrnmg cantacts with Sovbloc pationals. We feel
that Bchroeder's degree of cooperativeneas vith US services has
bLeen enhanced conoiderably by his feeling that he has really been

taken for a ride by the opposition.

Incidentally, vhen we asked subject for permiscsion to release this
information with source disclosure to thée FBI, he was at first some-
what spprehensive and expressed the desire to talk it over with one

of his Bell superiors before he made any commitments. He finally
agreed, hovever, vhen ve convinced him that it would certainly be in
hie best interest to get on record vith the FBI as soon as possibdle.

st off his apprehension about the FBI seemed to be attributable to
toe fact that he has just been granted UB citizenship and, in addition,
18 nov somevhat concerned that his activities vith the Sovs in some
vay may effect his security status vhich in turn could be very detri-

zsegtal to his career.

Based on our limited contact with Bchroeder, ve bave every reason to
believe that he would be suitable for operational use, should the

bureau choose to pursus such a course.

SubJject:

15. We would strongly recommend that all of the above be passed
%0 the Bureau ASAP in order that that organization may effect contact
with 3chroeder and provide him vith proper guidance concerning any
further approaches by Sov or Bloc mationals ia this country.

JAY n%)m

Nb12 -
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Memorandum
TO : Chief, Contact Division _ DATR:! 26 June 1963
Attn : SBupport (Shirley Stetson) 00-A- 290679 2
yxos  : Chief, New York Office (A©Y - 20 §57
P < rent RIS Interest in Domld E. 'mam,
Bell hbomtorien> ——— ~
2t ok ,opet

. - 07T Sciembs? "
. A ATOAIES ¢ [J

[ HEEELfT

1. During routine debriefing of Donald E. Thomas of Bell labora-
tories in connection with his recent USSR visit t¢ attend the Popov '
Boclety Meeting, 5-14 May, Moscow (see NYOR 8878 for Coordimation Out~
line)f subject mentioned baving had recent contact with a Soviet Govern~
ment representative in this countyy. The Soviet in question identified
L himgelf to Thomas as Gleb Aleksf-Pavliov and gave his address es 1216

. First Avenus, Manhattal. 7 o

2. Acclrding to Thomas, his initial contact with Pavlov took
-.place in late March following the International Convention and Show
“‘of the I.B.E.E., 25-29 March, New York City (see Case 39343). At the
coavention Thomas becams friendly with two Soviet counterparts in
attendance, A. V. Tiel and Anatole Trutka, both of vhom Thomas invited
to his home for a social visit during ir US stay. When the Sovs
departed for home following the convention, Thamas saw them off at New
York Intermational Airport. It wvas at the airport that he first met
Pavlov, vho apparently was seeing off all of the S8ov I.E.E.E. delegates.
After the Sov delegation had departed, Thomas and Pavlov returned to
Manhattan together and, om parting, exchanged addresses. '

3. A couple of weeks after their initial meeting, Pavliov tele-
phoned Thomes at his home and told him that Tiel and Trutka had asked
him to send their wvarmest regards to Thamas and thank him for the
bonpitality which he shoved them during their trip to this country.
During the conversation, Pavlov expressed an interest in reneving his
acquaintance vith Thomas, and suggested that he would enjoy visiting
him at his home in Madison, Nev Jersey. Thomas said that he would
enjoy seeing Pavlov, dbut . that he was currently preparing to leave on
a trip to the USSR &nd Furope and was not scheduled to return to the
UB until late May. Thomas suggested that, in viev of this, perhaps
early June vould be a good time for them to plan on getting together.
Pavlov replied that he, himself would be in the USSR then, but would
contact Thomas when he returned in early July Incidentally, Pavlov's
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phone call to Thomas vao made on a pay phone. In fact, when the opera-

" tor cut in for overtime, Thomas called Pavlov dback at the pay phone.

Thomas mentioned that he pouib]q might have the phone number written

'dmm scmevhere. -

&, ioa: after the phone call from Pavlov, Thamas called John
NcVicker of the State Department and inquired if any clearance of
Pavlov's propesed trip to his home in Madison would be necessary.
McVicker told Thowas that any such clearances were FPavlov's vorry
and that he need not be concerned about. same.

9. During his recent trip to the USSR, it would appear that
Thomas was exposed to two incidents vhich possidly could have been
of opposition fabrication. One involved an approach by a Soviet
interpreter by the name of FNU Petrov, vho took Thomas asids and
asked him 1f he could do him a persopal favor by getting kim a sub-
scription to Natiocnal Geographic Magazine for which he, Petrov, would
reimburse Thomas in rubles. Thomas politely refused. P Moscemy I
/.‘ S_,‘S...!-}J’—p
6. ' The other lncide::fgrvolved Thomas bein%;ixotog‘phed vith
attractive young female Inte shkina. According
to Thomas, when one of the Soviets in their pnrty vas about to take
a picture of him standing next to Ludmilla, another individual stand-
ing nearby was pushed out of the way apparently so that he would not
be included in the photograph. In addition, Ludmilla attempted to .
striks an affectionate pose with Thamms for the photograph by slipping
her amm through his. Thomas claims to have pushed her arm avay Just

as the pkoto was being snapped.

7. Assesament of Thomas: Subject strikes us as being extremaly
naive and unrealistic. He appears to be more apprehensive about his

dealings with CIA than his dealings with Soviets. In fact, when Thomas
vas asked 1if he would mind if a tape recorder were used for debriefing,

he became very nervous and expressed a fear that, if such a tape vere

_made, perhaps the Soviets might gain accesa to it and use it apinst

him in some wvay at a future date.

Thomas had an outline in his own handwriting of the oeuionn of the !
Popovr Soclety Meeting. When we asked for a photostat of same, he

again expressed misgivings and indicated that he would prefer to bave
a typevritten copy prepared for us instead of a copy in his owm hand-
vriting because he was fearful that it might fall into Soviet hands. .
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We inquired of Thomas why he had not mentioned Pavlov to us during our
dofensive briefing of him before his trip. He replied rather nebulously
that it wvas his understanding that it wvas company policy that our oniy
function in seeing him before his trip wvas to give him a defensive brief-
ing, and that, since no dedriefing was involved at the time, he felt no
‘oblygation to volunteer the information concerning Pavlov.

It is our opinion that Thomas's obvious naivite, apparent lack of sophisti-
cation, and. extreme apprehension concerning dealings with our Agency would
make him most unsuitable from the standpoint of operstional utilization

by the Bureau.

8. We would stronély reccamend that all of the above be passed to
the Bureau ASAP in order that that organization may effect contact vwith

Thomes in time to provide him with proper guidance concerning any further
approaches by Pavlov or other Sov legals in US. -

. G
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UB citizen, professor in a US university. sfitles ot AN ?" i ’1
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-7 Be 1s an authority on acoustics. . ~ ',(" )€ {;“ Sk
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.} 1. I attended tbe TBird Ioternational Congreas on Accustics. 1-8 Sapt 57, i oy
Stuttgart, West Germarny. é .. ! |
. F -9,
. R H
2. While at this Congress I met a Soviet female eclentist, I Chietovich, s T
vho 15 eomnected wvith the Mavlov Inatitute of I“unlolne_/, Ieningrad. - . ’s Ty
One day during the Congress I took a walk in the Hlack Forest with E o
L Chistovich and another Soviet scientist. After a short time, the 2 R
other 8oviet eclentist excused himself saying that he had t2 rejnin 4 .
hie colleagues. 2 * N
“ . -
3. In June 1963 Manfred Schroeder, an acoustician with Dell Telephone s . ]

Laboratories, wvee in the USSR. On his return tu the U3 he told me that
on her return from

he had heard vhile in the USSH vthat L Chistovich, 3 ’
the 1959 Stuttgart Congress, had beer placed unler huuse arm2st. He 13

also said that he had ceen L Chistovich while he was in the USUR, and !; H
& ho had asked her whether it was true that she hal Leen placed unier 7 - P ‘I
. house arrest on returning from the Stutiyart 7 ngress. e rafd 3 i
N Chistovich's: on.l,y repl,y vas to blush. . -
:"" 2” , N
£ 4, I suspect that the lndividuu.. -lh re prLet L Chistorrieh o) the ansl.rities E, g i
) was Yurly Pavlovich lysanov.. o i» acnnected wi'h tue /.:«. erivs Inttiuute 27 -
1, in Moscow. He pudlishes very 1it'le and hir coniu.t haw ceeae! weraage Lo g -
) me. He wvas in the United States {1 19 €-1247. 1 surpec’ that the ‘ast - "
that L Chilstovich tovk a wnlk with e alrone ma, wel. have been th~ reason E 4
she was placed imder houre arrest, - ¢ !
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