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SUBJECT:. August 6 7, 1964 Meﬂting of the”‘
: Preeident 8 Foreign,Intelligence Advisory Bcard

'u"' The first day of thie'scheduied 2-day meeting of the Board was devoted
"to an all- -day visit at SAC: Headquarters, Offutt AFB, Omaha, Nebraska, on
August 6. “n attendance were Mesars. Clifford, Doolittle, Langer, Pace, Gray,

- Land, and Coyne. Board nembers Murphy and Baker were unable to join the

. meeting at SAC, @ - : ,

Vo

August‘? 1964

‘o .

On the aecond day of ite meeting the Board convened at 9: 00 a.m. on .
August 7 at the Board's officee in, the Executive Office Building, Wasuingtou,
D. C, Present wcre Mbssrs. Clifford, Doolittle, Murphy, Langer, Pace, Baker
~and Gray; and Messrs, Coyne and Ash. (Board member Land joined the meeting

a little later on,).

“vfﬁ- Chairman Clifford commenced*on,the valueble experience gained by the
‘'Board in the course of its viait to 'SAC headquarters the previous day, °
during which the Board had: ‘an’, opportunity to ‘examine some fundamental
~intelligence problems confronting ‘the U, S.. and the USAF, Mr. Clifford
mentioned the usefulness of the’ Board ‘getting out of the acmosphere of "theory"
4in Washington, in order to view intelligence activities and problems on the

scene. He thought that’ the Boerd's vieit to SAC might well lead to action
h res ect“toksome of the macters examined and

s Y ‘Mr‘. k 2
" of Tonkin had necessitate”;Q”w ast minute changes in the agenda of the .

Boazd's meeting," and that“particuler%ettenrion would. today be devoted €
ud ,Vietnamfei ua ion;gd,a _ P o e

"‘l“}’%n@ "..{'95 s : B Sl e s oD B

hbere”thet Preeidenrial acrion on' the

P PRI

etion concerning the National Reconnaiasance

] ».Secretar fen' cNamare, ‘and the Director of Central
Tntelligenceq. 5478 ; : ‘j‘.‘?. ho haS“ been followins the Mcﬂmra- - o
McCone’ discusaions i ‘the hope 'f§eeeing those officials reach agreement on. ra“w"

P e e

ﬁthe organization'and megeg,,_,_.q N C iee, ecently aaked Chairman
;fClif‘ord“ o, ' ' : 0 :

¥ R \-eq‘\m

; Board.
“fac ilitating» greemen

K e T A
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=3r£Chairm§ﬂa_83 soon as possible.
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e increase is expected over the next 5 - 6 years (except for new reconnaissance-
[ systems for which CIA might become responsible). , et B g ot

Mr. Gray asked for the DCI's views on- the capability of the intelligence

estimating mechanism to avoid being_influenced by the wishful.thinking of
responsible officiala, as in the case of the err-reous estimate on Cuba prior

.(to the Soviet misgsile crisis in 1962, Mr, McCone sald that a better example
than Cuba was the estimate on Brazil which was bitterly resisted by people

in Government who nevertheless later saw the accuracy of the estimate proved
by developments. : .Hﬁ vk 4 _ , o

A

Chairman Clifford observed that at SAC headquarters the dsy berore,

EHSAC representatives suggested that they should have representation on COMOR
. 1n USIB, The DCI said that the AF already has a representative on COMOR,
and 1f ‘SAC ‘were specifically added then a similar request would be ‘made by

other commands such as NORAD and CINCEUR, Mr. Coyne observed that the

'frepresentation desired by SAC . was on. behalf of the SAC Commander in hislrole

on the Joint Sr~ategic Planning Group.

In respnnse to Mr, Murphy s query about Cuba, the DCI said that an
estimated 5,000 Soviets had departed since May 1, leaving 2,000 on the island.
The Cubans now have control of air defense and coastal defense but the question

is whether they have unlimited control of the SAM sites.

Chairman Clifford turned to another subject, asking for any new viewsl

'the'DCI might have on the” desirability of creating the position of ''Chief .
U. S, Intelligence Officer' who would be divorced from direction of the BIALE

Mr, McCone said he had thought a lot about it but does not believe that such
an official could be effective 1f not linked to the CIA which by law has the

',:rcsponsibility for coordinating all intelligence from all sources.

14""M Pace expressed the Opinion that it 1is not possible for the head of

CIA to render abstract opinions. in the capacity of DCI, Mr, Clifford urged
" the DCI to help. the Board explore’ ‘the possibilities of new organizational

approaches to this problem, now, that 17 years have passed since the CIA was
established under the National Security Act, | Mr, dcCone said that he sees

l-the problam as having arisen’ because ‘CIA has become a member agency of the
. intelligence community as well as being charged by law to serve as coordinator
‘of all intelligence' and perhaps,we qre not managing properly the arrangement

"

- p .,.\-bw $
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August 3, 1964' r
MEMORANDUM FOR THE BOARD

Audiosurveillance Collection and Countermeasures
‘-‘Efforts_qr phegIntelligence Community f v

e i Y :

o "
i R AT

SUBJECT:
In Executive Session Mr. Ash will brief the Board on:
significant developments relating to the subject which -
members may wish to keep in mind when USIB representatives:
discuss the matter with the Board. e

. Following Mr. Ash's briefing, Mr, Tom Karamessines,
pssistant to CIA's Deputy Director for Plans, and Mr. '
Robert Bannerman of CIA's Deputy Directorate for Support,
will brief the Board on the U. S. Intelllgence Board's =

" conclusions and recommendations on the organization and ... .~ -

~ s~management of the audiosurveillance-effort.” (On June 26, . - b
3 ] 19647 following the Boardts reccmmendations to the President, \
-/ Mr, Bundy requested the Director of Central Intelligence, - |

! as'Chairman of the USIB, tc: present coordinated proposals ,
" for the most effective possible organization, management, - - |
o
|
|

Eastui

.._".'- s
AR R

=

s
Fadm
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Y y ; .

{ -and coordination of the intelligence community's resources.

" and capabilities for research and development, and the ...~

.~ operational application, of techniques for audiosurveillance
collection and audiosurVeillanceuCOuntermeaSures.vlThe.--».u

+{;!g’organizatlon and management aspects of this problem are -
..} indicated by the fact that under present arrangementss: - 5 o
I~ (1) research and development of audiosurveillance collection
| and countermeasure devices and techniques are pursued '
- 1. separately by State, Defense and CIA; (2) the coordination |
'Q\ﬁ of audiosurveillance zollection operations 1is the responsibility
" of the FBI in the U, Y., .and 1s the responsibility of the DCI |° iy
overseas; and (3) the coordination of ‘audiosurveillance e N o X
countermeasures activities is the responsibility of an‘NSC'i-Qf[T
nteragency committee chalred by the Department of State.) . ..
i e R ey L e It
Yoo Next Mr, Howard Osborne, .Director of CIA's Office of © "'y
»of o Securdty, and Mr. G,-..arvin_ Gentile, Director of Security -
' at the.Department. of. State, will bring the Board up to:date .’

Y
oo
o

- ————

o wn

_‘on.the USIB's final: assessment:of .the. audio
penatrations, of..the U: sSy ;. Moscow. W
in April.

Tl (At the!last ‘meef
‘of USIB's. preliminary
i eienis

¥,




- -penetrations, Subsequent to .the last meeting the President
' requested the Chailrman, USIB,:to provide a final assessment
of damage in time for consideration by the Board at its .- -

LR ES0 ¢
A T )
S g el A

e

Addendum: Enclosed for the information of the Board 1s a
‘memorandum entitled "Bugging of the U, S. Embassy, Moscow"
which was subnitted to the Chairman by Dr. Jerome Wiesner,
following his oral presentation to. the Board subsequent

to his on-the-scene examination of developments at the

Embassy in Moscow, . -l

g

o
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" MEMORANDUM FOR: Mr. Clark M. Clifford
3 Chairman,  President's Forelgn Intelligence
Advisory Board
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SUBJEL,'I“ % Bugging of the U s Embassy, Mos..ow

RO

= s
o

During my. recent trip to Moscow I visited the American
. Embassy and had a number of conversations with Mr, Musser .
who has the responsibility for: assuring that the building:
.« . 1s secure against listening devices. ‘I also examined a Ry
- number of key offices in the Embassy building, including ';“
several in which microphones had been found, and examined
the special secure rooms that- have recently been installed.,
I formed the following Judgments regarding the present -
situation.

' "1, There is no convincing basis for concluding that -
additional listening systems do noc exist in the building.

- ¥ The soundproof rooms and the special room contain-
ing the teletype equipment: appear to be secure, though the
former are not electrically shielded. The lack of shielding
is probably not serious because the rooms are in the interior
of the building and under guard at all times so that the use
of microphones or of electromagnetic listening devices in
them would be extremely difficult , o :

S T physical security of the building seemed .a '
bit less than adequate;:: For example, 1t was possible.for wu' - - i
5 -us to' go in and out of the'room: ‘housing the telephone switch-:34~iﬁﬁ
.~ .board wlth no one but the telephone operator--who I believe . - -
/.. was a Russian girl--seeing'us, ‘I understand that at nightgt;w;
i ....; " .no.one is in the room;’ Physical“security is:complicated iwiew .
- . somewhat by the fact that the- bullding 1s' also the residence
~for Embassy employees and by the: fact that the local guard :
~staff is very small; none the. less this is a problem that
should receive attention‘”~ o b i

& Mr Musser is extremely,
‘the: Embassy is: more thantany“
dthis time.ﬂ-v,l *f'. ‘

h: som assistance. He' has had*®

4he1plfrom the American,forces,in Germany from time to

Docld 345?1882 ‘Page 11



time but when I was there he was working by himself, Because

of the housing shortage the“Embassy 18 reluctant to add to the
. gtaff, The fact is, as I have already sald, in’ spite of .
“Musser's outstanding ability ke cannot do the job that now

must be done without substantial continuing assistance. -He

,:also needs additional equipment

i

2. A very comp ete physical examination must be made of

,any room that is to be—used ‘for confidential conversations, S o
This should include X-ray or neutron examination of the walls,
floors and ceilings if poasible, Possibly other techniques

can be found which would also help locate hidden equipment

' 3;A If x-ray examination'is not feasible, physical e 8
examination of the outside of_the building should be considered

4;' In critical arcas new wall surfaces should be provided.
Expert advice is needed to detérmine whether plastering or
paneling would provide the best protection.“

5., Dr, Land's proposal for inducing masking sounds - into
the walls should be’ pursued +It snould be possible to introduce
such sounds directly into: the walls without creating objectionable.
sound leveis in the réoms, This' should be investigated before

a decision 1s made regarding new_wall covering.';

b 4
‘,. 1us

'6; ‘Sereening should be- provided against electromagnetic-'
reflection listening devices. ,

T+« She possibility of providing ‘continuous monitors for
signals from such device should be investigated.

"8, More’ effort should be made to ‘understand’ the purpose
of the microwave signal’ "directed at the Embtassy, or falling in
this, to stop it, It 18, hard to understand why we have been
80 unconcerned about it i 5, , , 2

z\.t‘, .

9. " An"effort’ should,be ‘made’ to siisare that the- telephoneu'
sysgem cannot be used as‘a distribution system for listening
dev ces., i : o kS 3

10 l I understand thatﬁhead setsand microphones exist %
S 4 Though they may be awkward?l‘

ocld.34571882 Page 12
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" profesiyional gréup in the! government t6 develop protéctive
.~ techniues for our embassies, ' Such a group should work with
or at ' least have 'full accéssito a group whose task 1s to e
develoy sophisticated penetration devicés so that its work =~
18 effcctively directed against all of the real threats that
.can be imagined, W1 R _ . o

o f ¥




