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June 17, 1964

MZMORALDUM FOR: THE PILE

SUBJECT Preeident 8 Poreign Intelligeﬁce Advisory Board Meeting,
A ‘June 10 19640 .

~ This regularly ‘scheduled meeting of the Board convened at 9:00 a,m.,
~June &, 1964, in the Board offices, 297 Executive Office Building. Previouely
scheduled as a 2~-day meeting, it was compressed into one day in order to
“accommodate other commitments and to permit the holding of Board Panel sessions
on the following dxy. Preeent were Chairman Clifford and Messrs, Pace, Yurphy,
Langer and Gray; and J. Patrick Coyne and A, R, Ash. General Doolittle was
unable to attend because of transportation difficultics in Alaska. Messrs.:
Baker and Land were unavoidably late in arriving, and upon their arrival lnter
in the morning received a fill-in from the Chairman concerning the matters

which had been discueeed up to thet peoint,

Chairman Clifford pointed out that tha. bueineea of thie,meetins ch'”

confined ‘to major subjects of particular importance: (1) recent’ developmente
folloving the submisgion to the President of the Board's May 2 ‘report ‘and
' recommendations on the National Reconnaissance Ptogram (2) the recent’ diecovery
of extensive microphone inetallationc fn the U, S. Kmba»ey, ‘MoBcow == & most
‘serious. penetrction which had prowpted the chairmen to requeet a Board Panel
study -immediately upon hic leerning -of the diecovery, and (3) the eubject of
. acquiring ‘{ntelligence on. COmmuniat China. a problem highlighted by remarks. of
. the Secretatry of Defense vhen he ‘was recently visited by Chairman 01if£ord
:Dr. Baker and Mr, Coyne.== at. which time Secretary ‘McNamata expressed deep con-,f
“cern over the absence of nceninsful 1nte1113ence on Chinese capabilities,. il
intentions and activities (Mr, McNamara said that the USIB js not adequate for o,
~his purposes in this regard° he has to make decieione without ‘the benefit of
adequace intelligence. support, 1f he can't get: help from the USIB ang CIA he.
.will attempt to get the. required 1nte11£gence through other sources'J and he e
would welcowe. any assistanca the Board. might provide as a means of reeolving A
) thie intelligence colle[tion problem.ih o p . Sy

“ With reference to theEBoard eport n the National Reconnaieaence
”rogram, Hr. Clifford eaid that it hac
 Thereafter ‘two appointmenta with
_ preventing discussion: of“‘ff*' poY
Mr, Clifford euggestcd.to Mr, McGeorg
 The same’ dey, Mr. Bundyu 00

resulting decision that Mr Bund . ob
% he DC. Hr HcCone, concerning the Board'a report'
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At Mr, Clifford's request, Mr. Coyne summarized the comments which -had §
been submitted on the NRP report by the two officinls in reasponse to Mr, Bundy's
memorandum, The June 2, 1964, response from Depnty Secretary Vance expressed
concurrence of the Department of Defense in the repcrt and {ts readiness to
carry out the recommendations when inatructed to do so.  However, in his May 28
memorandum to Mr. Bundy, thae DCI reported that he found it difficult to distill
his thoughts in time for a written expcession of views for immediate consideration;

a that he would be able to discuss the matter orally with the Board at this meeting;
“ i . that his written views could be submitted by June 15; and that meanwhile he :
intended to discuss with the Director, NRO any management problems the latter
~might have in mind :

‘Chairman Clifford thought it gratifying that the Defense Department ‘had

accepted the Board's NRP report and recommendatisns in tote;, and he referred to
informally received indications that the Department of Defense is anxious to
i get on with the actions propoaed in the Board's report. Noting that the pre-

1} liminary reply from the DCI was noncommital, Mr, 'Clifford thought it best that

: the Board not engage in a discussion of the- NRP report with the DCI when he
joined the Board meeting later in the day. Mr, Clifford observed that the Board
had studied the subject in depth; it had reached conclusions and made recommenda- ;
i tions to the President; Mr, Bundy had asked for comments to the Presjdent by - i
R L Messrs. McNamara and McCone; and it was desirable to keep the matter in that . e
e i} channei, rather than reopening discussions with the DCI at this Board meeting. s

|
!

\

WG

! )
! .,

It

(Dr. Baker arrived at the Board meeting at this point &

At the Chairman's request, ‘Mr, Coyne summarized for the Board the reported
successes -and failures of satellite reconnaissance photographic missions since
January 1, 1964 (4 success€ul missions; 3 failures) and the NRO mission schedulea
for the remainder of tne year, (He also referred to the NRO report Chat ‘OXCART
has been flownrat Hach 3.2 at 81, 700 feet ) ;

R O U

Chairman Clifford noted that the manner in which the NRO rerorts on its
satellite missions leaves much to be desired. He felt that the Board should ask
for more meaningful reports from NRO, reflecting the number of missions. scheduled
the number that were launched, how many succeeded, and how many failed and why. %
|Also Mr, Clifford thought that the Board should be fully informed on how the
USIB deteruines that the NRO has a capability ‘to meet spacified fntelligence
‘requirements through the launching of "X number of missions over a given: future
period gy "two flighta per month". A : !

Dr. Baker added that no one has- efficiently organized the process of
analyzing the photographic take ‘from satellite missions, for the purpose of
identifying intelligence targets which warrant further ”poin* search' on future.

missions,

A

Turning to the matter of the technical. penetration of ‘the U. S. Embasay,
Moscow, Mr, Clifford racalled that he had asked the Board's Baker Panel and
Mr, Coyue to go into the aubject immediately upon Mr, Clifford's learning of the
discovery of the first of the 41 microphones on April 23,  He noted that
‘Mr, Bundy had asked Dr, Jerome. Wieaner to make an on-the-scene assessment of

the penetration during. Dr Wiesner 8 viai“'to Moscow this past week on other

. _IDEALIST/CQRONA/OXC'ART‘

‘\ A

] \4‘ L'F/'qvﬂh \ < T m,_, o 10 \.' SRl
e
~Chags. \ r‘-’«? 427 l$ Q’ £ Sl

oy ‘A',. _ W«\x\.’;ﬁ, b &lu:ﬂi{m&_,. PSRRI
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business, and he would join the Board meeting later in the day to report on
that assessment, Also, My, Clifford noted the Board meeting iwvould later
be joined by Dr. Tordella of NSA, Mz, Bannerman of CIA who chairs the USIB
Security Committee, and Mr. Gentile who serves as Ditector of SeCurity in
the State Departmenc. -

Hr. Coyne summarized for Board mambers the highlighta of the discovery
of the technical penetration of the Enbassy in Moscow, with indications that
the 41 microphones, the 3 coaxial cables, the wiring, a and the fixed antenna
in the wall, have all beep in place since 1952 when the Soviet Union completed
construction on the Embassy building in preparation for U, S, occcupaancy which
took place in 1953, : 2 s . ‘ :

(Dr. Land‘artived at the Board meeting at chis point.)

Mr. Coyne drew attention to the fact that the¢ ulcrophone installacions
included coverage of the Embassy code room. He referred in this connection
to the NSA damage 2valuation dealt with in Tab C of the June 1 "Prelfminary
Damage Assessmenc" which had just been received from the USIB Security Conmittee.
Mr, Coyne thought it regrettable that 'the State. Department security people in
Moscow had cut the cables upon discovery of the microphone wnd related in-
stallations. Mr. Clifford agreed, recalling that when he tirst lesrned of the
development from Mr. Coyne he urged that efforts he made ro keep the discovered
items in place for the time being, Mr, Coyne said that chis was urged on the
State Department but certain State Department officials thought the Board was
getting into operations, and a cable went out to Ambassador Kohler inatructing
him to proceed and to lodge a protest with the Soviet government.

Me. Coyne called Board members actention to the summary of U. S.
Ambassadors' assessments (appearing in. the USIB's Security Committee report)
which discounted the likelihood of aamage to the U. S, from the technical
penetration of tbe Embassy.

Mr., Coyne pointed to the. 1902 repott of the Soviec defector who informed

f CIA (which in tuzn informed the State Department) that the Embassy in Moscow
" was bugged at various atrategic locations., Mr, Coyne said that he had recently

asked State Department representatives what had been done on the basis of the
dafector's 1962 report, and it nppeared that no action had been taken by State
Department security technicians -=- until recent digging operations were begun
following receipt of a report from a second Soviet defector early in 1964 that
microphonet were in place in specific Embassy. office locations. Mr, Coyne
also related the substance of his inquiriea made of the State Department Chief
of Communicaticns (Mr, Coffey) in the summer of 1963 when Khrushchev boasted to
Governor Harriman that he could produce a copy of a message which Ambassador
Kohler had sent to Washington regardiqg the U. S, position on Soviet pipe-line
negotiations with West Germany (Mr. Coffgy 8 finding was to the effect chat

no communicaC1ons penetration could in fact be established)




Rt Chairman Clifford eipressed the view that there appéared to have been
ol raised in this discussion a fundamental questfon to which the Doard might

. well give its attent:ilon -- i,e., the overall attitude of the U, S. Government
toward counterintelligence, intelljgence and the security of i{ntelligence
matters. In this instance the Board had raised an important point {n urging

| e : that the penetration cables not be cut precipitously when discovered in the

g - gf}f? ~ Embassy, but the Board's urging was fgnoved. Mr. Clifford iicught it spnronriate

: i to determine just what forum does have cognizance in such important developments

as this one, 1, e., whether the USIB, or the Special 5412 Group, or other group,

has cognizance in these matters, Hr.,COyna_read from NSC 5618 the policy re-
quirement that upon tne discovery of listening devices, U. S, agencies are

it & . required to obtein high level detérminations as to whether the devices should

be left in place for purposes of exploitation sgainst the foreign intelligence
service involved, ' \

Mr., Gray expressed councern about the péssibility that the Moscow panetration

enabled the Soviets to learn what the U. S. was doing and about to do with regard
to Cuba ip the Fall of 1962,

In answer to the Chairman's inquiry, Mr, Coyne reported that U, S. security
technicians do not today have a device capable of detecting a shielded cable
microphone imbedded 7 inches in the wall, as in the case of the 41 microphones
found in the U. S. Embassy, HMoscow. : :

At 10:30 a.m. the Board meeting was joined by Mr, Bannerman of CIA
(Chairman of the USIB Security Committee); Dr. Tordella, Deputy Direc:or of NSA; : ¥
and Mr. Marvin Gentile, since March 1964, Director of the Offize of Security,
U. S, Department of State, Mr, Clifford indicated the Board's interest in being
fully informed on the facts relating to the recent discovery of the penetration
in Moscow; the effectiveness of detection methods used at the Embassy previously :
and those availeble at present; and the information which led to the recent L
discoveries., Mr. Bannerman said that he could speak to the assesament of damage,
leaviag to Mr, Gentile the discussion of the history and effectiveness of tests
to detect the presence of listening devices.

Referring to the USIB Security Committee's June 1 "Preliminary Damage oo
Agsessment', Mr, Bannerman explained that Army, Navy and Air Force had conducted o
interviews of personnel formerly assigned to the Embassy (now scattered) but §
the inquiries were along the line of possible compromise of military attache type
of information, exclusive of the compromise of communications, On the other i
hand, State Department interviews of personnel previously assigned at the Embassy LA
were made on th( assumption that the Soviets had access to conversations and to B4

lcommunications as vell, (Army, Navy and Air Force are still in the process of
reviewing their old traffic in &n effort to see whether their communications

' lwere compromised.,) Mr, Bannerman pointed to the State Department conclusion that

{ no damage to U. S, foreign policy can be detected as a result of the bugging of
our Embassy in Moscow, Mr, Bannerman pointed to the conclusion in the USIB
assessment to the effect that the Soviets did get information on operatioms,
and on military attache movements, and on the intelligence targets in which they
were interested, He pointed out that the agencies report that important decision
were not discussed aloud, but in whispers or in the Sorm of written notes, ‘

IDEALIST/CORONA/OXCART
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(Chairwan Clifford thought it remarkable that such precautions would have
been consistently nmintained over sucb a long period ot 11 years,)

‘In answer to Mr, Coyne 8 inquiry, Mr, Bannerman suid that the Security
Committee's preliminary assessment had been '"moted" by the USIB and USIB had

. approved the recoumendations, vith the request that the Security Committee
‘ complete & final essessment.

'Mr, Bannerman said that it {s most difficult to attempc to assess the
damage to U, S, interests resulting from the Moscow penetration, First is the
task of identifying information to which the Soviets may have obtained accesas.
The next task is to try and find f{nstances in which Soviet reaction provides
evidence that a compromise of information was effected, Moreover, since this
~was a Soviet intelligence operation, ‘the information obtsined by the intelligence
operators would not be passed on to Soviet political desks or to Soviet bloc
allies without attributing to some source other than the technical penetration.
Dr, Langer thought that, nevertheless, all such informstion obtained by technical
penetraticn of the U, S, Embassy would be reviewed and utilized where possible by the.
Soviet government, Mr, Bannerman acknowledged that this would be the case, but he
emphasized the difficulty in observing and identifying Soviet reactions and actions
as being based on compromised U, 5. information or communications, Dr. Land
axpressed the view that it is dangerous to assume that our information was noc
compromised because we cannot observe specific Soviet reactions to such informa-
tion. Dr. Baker wondered whether the assessment of the 3 U. S. Ambassadors
that no damage was done {s in essence a finding that intelligence is worchless,
18 not needed, or is not used when it is obtained,

Chaf{rman Clifford asked whether it is possible ‘to relate compromised
Us S, information to Soviet actions with ‘respect to Cuba, Mr, Bannerman referred
to the USIB Security Committee asgessment on that point, Mr. Centile pointed
out that by 1962 an acouscically shielded conference room and an electronically
shielded code room had been ins:alled in the Embassy, and in addition the
practice hae alvays been followed of wricing out sensitive information, Mr, Gray
thought that the State Department assessment referred to in the Conclusions of .
"the USIB Security Committee report 8hou1d be emended by adding to the effect
that '"or, if the information was compromised, it was used by the Soviets with
such skill as to conceal . whether in fact the information was compromised“.

Mr, Pace wondered whether information obtained by the ‘Soviets through
this technical penetration of our Embassy might not have resulted in the _
Soviet identification of any defectoras serving as intelligence agents for the
U, S, Mr, Bannerman said that this {8 a possibility in the Penkovsky case,
and CIA 1is awaiting the ausesamenc reporta of other agencies in ordez to study
this possibility further.

Mr, Pace asked whether the USIB in accepting other agencies' own
assessments of whether their information had been compromised, was not in .
effect accepting self-serving statements ra:her than performing an abccract
assessment, Mr, Bannerman said that each .agency. 18 considered to have the
greacest competence in asseasing the extent of any compromise o( its own
information. . ! "
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Mr, Gentile informed the Board that the Embassy {n Moscow was first
designed and built as an apartment house., Then in 1952 {t was made available
“to the U, S, for lease and occupancy as an Embassy building and apartment
living quarters. The U, S. accepted the building, and in 1952 the Soviets
added threé top floors for use as Embassy offices., Ducing the construction
period no U, S. technical inspections were possible bezause accese to the

~ construction work was limited to cursory inspections. For a period of 3 weeks
in March 1953 no Americans were given access to the bullding, and the con- '
struction area on the top three floors was covered by plywood screens said to
have been‘put up to hasten the drying of plaster, The U, S. occupled the
Embassy on May 1, 1953, under the lease, Since that time there have baen 27
inspections in an effort to locate listening devices. Plaster was chipped in
spots, floors were taken up iu some locations, and various searches mada short
of tesring rocms apart -- all = ithout locating any devices. Meanwhile, over
the years Embassy persénﬁqj have been bflgfed and cautioned on the assumption:
that the Embassy was penetrated by;liatening devices. ' '

On June'26, 1962, Mxe, Gentile éoncinugdg his predecessors in the State
Department Office of Security received from CIA the Soviet defector's 1962
{ report that the Embassy was bugged. This was made known to the State Department
|

resident security technician who went to Moscow 3 months later, There is nothing
in the files to indicate if any instructions went out or any action taken on

j the basis of the 1962 defector report. There is no indication that the
| Ambassador was. informed, 2 R : ;

In February 1964 the State Department rec'ident security technician in .

the Moscow Embassy returned to Washington and there was Jiscussed che question v
of the possible total destruction of an Embassy room in an effort to fiund
1listening devices. In March 1964 the State Department Security people received
the report given by the second Soviet defector, pinpointiung locations of con-
cealed microphones, Accordingly, the destruction ‘of one room was authorized

- by the Department of State Security Office (Room 10008 on the top floor) and
on April 23, 1964, ths first of the 41 microphones was uncovered,

}

Mr, Coyne asked about the cutting of the cables. Xr. Gentile said that

this o:zcurred two days after the digscovery of the first microphone on April 23,

The decision was made in the Security Office of StaEZT:€§ the chief technician
fn Moscow. Mr. Clifford asked whether it had occurred to responrible officials
to consider the possibility of exploiting the microphones found. Mr. Gentile _
said that in the first place it was assumed that the Soviets had spotted the - 3
technical men who were sent in by State Department, and that the noise of the ‘
Jackhammer and other digging operations had alerted the Soviets that the dis-
~coveries had been made, Moreover, the microphones discovered were not con- ,
sidered unique finds requiring any unique technical study, Moreover, as part
\ of stending operations procedure, State notified the CIA and other interested

T S e s Sy G s r——— s %

agencies immediately on making the firat find, although this notification was
not made at the Secretary level, It was decided that exploitation was not
feasible, “ ' ' A P

C_/
 The decisioh to_cut §he cébléa;rhdwevei,,w&p made by State Department, .
Mx. Gentile said. In answer to Mr, Murphy's question he said that State
Department desk officers ‘and the Ambassadors were told, but their judgments

were not sought as to the”matter,bf'éuttihglthélCablea.

L )
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 Mr, Baanerman stated that ‘the prescribed procedure was followed on
‘the question of possible exploitation, Stata Department people di{scussed this
/ with counterintelligence officers in CIA (including Mr. Angelten) and it was
decided that no exploitaticn was possible because the Soviets had undoubtedly
learned of the discovery of the wicrophones uncovered by extensive and noisy
digging operations, . ' = % :

Mr, Gentile said that much remains to be done, including (1) a coaplete
technical assessment of the fidelity of the Soviet devices (2) completion of
the examination of the North Wing of the Embassy, and (3) the initiation of a
scarch of the South Wing, e 8 '

Mr, Bannerman observed that a key factor is the tremendous disadvantage
to the U, S, resulting from Soviet control of the comstruction of buildings to

be occupled by U, S, pergonnel,

As for the level of Soviet capability evidenced by the qhality and kind
of microphones discovered, Dr, Tordella satd that they are better than the ones
we have for this particular kind of {nstallation, -

Dr, Tordella expressed the opinion that the Mogscow installation resulted
f in a compromise of our gncrypted5commun£cations;~particularly if you accord to
the Soviexs the capability of the U, S., U. K., and Germans. From 1952-1959
State used the MCR code machine (identical to that used by U. S. military attaches,
. 1953-1954) which 1s vulnerable to audiosgrveillante which can detect the plain
| text being printed by the machine. Also the MCB machine could be cryptographically
!Areconstructed by the opposition, (In 1948 an Army code roow Sergeant defected
under circumstances indicating that he had photographed wmaterials which would
have given complete information on the machine,) So, from 1953-1959 we must
‘assume the Soviets were capable of reconstructing the machine, and alsc of
reading the plain text from which the encryptions were made. All incoming and
outgoing encrypted traffic of the Embassy could have been read, as well as -
traffic of other Iron Curtain U, S. posts using this system. From 1959-1962
(before {nstallation :% the electronically shielded code room in the Embassy)
all Conffdential encypherei material was sut ject to audio attack. Secret traffic

{

- was vulnerable until 1961, as was Top Secret uvatil 1960 when the use of l-time

pads was required. After December 19€2 (when the electronically shielded room
was installed), according to tests run by NSA, there wus no ccouromise of
Embassy traffic through audio or electromagnetic penetrations., The acreen
grill antenna found in the wall of the North Wing of the Embassy, with coaxial
cables attached, probably served as a Soviet means of electronic intercept of
emanations from the U. S, l-time teleprinter in the.Embassy (and although this
efforz was frustrated in October 1960 when such machines were not permitted
to be usea at U, S, posts behind the Iron Curtain, that rule was lifted with
respect to our Embassy in the USSR when the acoustically shieldcd room was
installed in Moscow,) = ‘ ' '

;A@ for the microwave energy signal which haa.becn45eamedlat"che Embassy

building at 1gaqt since 1952, Dr, Tordella believes that the purpose of the
signal 13 to harrass’us, . | :
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Ar 12:05 p.m. Hesnrd. Tordells, Bannerman and Gentile departed the
Roard we: :ing with the thanks of the Chairman for their assistance.

Following lunch, the Board resumed its meeting at 1:00 p.m. at which
time Mr. R. J. Smith of CIA {Deputy to Mr, Ray Cline, Deputy ICI for Inte’iigence)
presented a briefing of the situation in Laos, South Vietnam, North Vietnam,
Cambodia, Malaysia, and Indonesia, (Chairman Clifford left the meeting in
response to a telephome call from the President,) :

: Mr. Smith outlined some CIA views concerning intentions and capabilities
Pi of the Chinese Communists: (1) thte Chicoms hope to see China become a center
e o : of Commuaist authority world-wide, setting policy even for the USSR (2) the
a2, Chicom leaders presently wish to avoid high risk actions (3) Communist China
has not achieved a nuclear production capability (4) of the 15 SAM sites in
China, only 4 are operational, and the others lack equipment, and (5) the
Chicom Air Force is deteriorating and replacements are slow in coming. ClaA
Jos believes that Comumunist China will encourage Hanoi to keep high level of pressure
e going in Laos and South Vietnam; will continue efforts to subvert Malaysia; will
s e avoid hostilities with the U, S,; will avoid a formal breach with the USSR, pre-
ferring to erode Soviet influence around the world; and will cuntinue to support
militant elements of Communist Parties in Africa, Latin America and Southieast
Asia, NE gt & : g

iﬂi : In answer to a question by Mr, Pace, Mr, Smith expressed the opinion _
i that if the U, S. moved against Hanoi in the Air, the Chicoms would not react. 3

[S Mr, Smith also meationed bfiefly'the'aitpation8 in Cubs and in India.
S Mr. Smith concluded his presentation and left the Board meeting at 2:05 p.m..

i, { At 2:10 the Bonard meeting was joined by Colonel Steakley, Director of !
i the Joint Reconnaissance Center of the JCS, Colonel Steakley described in some '
detail the various COMINT, ELINT, Telemetry, and photographic collection

programs which are carried out through peripheral and overflight aircraft missions
under the monitorship of the JRC (including surface ship and submarine collection
of COMINT and ELINT along the China coast). Colonel Steakley referred to the
ELINT collection (plus some COMINT and telemetry) through RA-3B peripheral

flights in the Artic; C-130 peripheral flights for COMINT collection in the
Pacific, European and Cubar areas, including KC-135 missions near the Soviet
border; photographic missions (BOW TIE) flown with RF-101 aircraft by Chinat
pilots over coastal areas of Southeast China; covert photo collection on MATS
(C-97 G) flights over Europe and Indonesia; C-135 telemetry collection missions
near the launch areas and impact areas involved ia Soviet space and missile
activities; and collection of telemetry from satellites over Africa,

Colonel Steakley described the wain functions of the JRC as pertaining to
{1) monitoring of military reconnaissance programs (2) review and evaluation of
wisslons proposed by the military (3) coordination of reconnaissance operations
at the national level (4) U. S, and allied cooperation (5) monitoring of actual
reconnalssance operations (6) coordination of policies and procedures, and
(7) monitoring of special OPLANS, - '
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In response to a query from Dr. Baxer Colonel Steakley ackno.-edged ST ;
‘that -ur reconnaissance activity givas the Soviets 'training' in detection and in
the deveIOpment of countermeasures. nto R A 3

Mr Coyne asked whether there is not considerable duplicat101 of in-
telligence collection as a result of the multiplicity of reconnaissance miseions
being flowm in the same . target areas, Golonel Steakley said that some

. duplication‘results, hut in sny eveut a wingle ELINT mission will not: alwvays
pick up all the desired intelligence, whereds follow-on missionswill pick up
emiaeione which might not have been enrountered on’the previous run.

A queation was nsked by Mr. Coyne about ‘the JRC's working relationship
with the NRO. Colonel Steskley said that this is satisfactory, even though
not documented. 3 iy :

Dr. Baker asked whether the syarem ie fast enough to accommodate ureqent X :
intelligence requirements which might be formulated by non-military agencies,
calling for overflights of denied territory, for example, Colohel Steakley
said that this capability 1is adequate and he cited the example of rhe recent
Alaskan earthquake, pnotographs of which were delivered to Wachington within
15 houre after the request was made for them. Ia answer to a query by Dr, Baker
elOng this same line. Colonel Steak‘ey sald that the System ls capable of
exercising straight-1{.ie channel of command to wmeet intelligence requirement .
which, e.g., the. Secretary of Defense might suddenly need to have fulfflled --~"°

‘such a8 a carrier-based U-2 nission over a particular intelligence target all
of a sudden. Colonel. Steakley expressed ‘confidence that the JRC mechanism und
resourceg are sgsuch that suddenly arising intelligence reconnaissance needs can:
be met quickly. '

Colonel Steakley 8 visit with tha Board was completed and he departed ' i
the meeting at 3:30 p.m, :

In’executive segsion (with Dr, Baker in the chair during Mr, Clifford's P
absence) Board members considered and approved proposed lecters from the o |-
Chairman requestlng that State, Defense, CIA and the DCI up-date and revise a5
the scope and coverage of their respective annual reports to the Board con- Lok -
cerning the conduct of their intelligence-related regponsibilities., These ' l, =
letters were approved and subsequently dispatched by the Chairman. 1

At 3 55 p.m. Phairman Clifford returned from the President 8 office and
rejoined the Board meeting.-

T.e Board meeting was joined at this point by the DCI, Mr. McCone; and
Messra, Kirkpatrick, Fitzgerald, and Meyers of CIA. Chairman Clifford saf{d that
the Board would sppreciate hearing from the DCI concerning items of i{nterest
to Board members as set out in the list previouely provided to the DCI as
well as any other mattﬁre which the DCI might wisn to cover,

At the DCI 8 ouggestion, Mr, Fitzgerald took up the subject of Cuba
which he had discussed previously at the meeting of the Becard in April,
Ee reported the recent defection to the U, S, of a Cuban military officer who
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'within e*quarter of a mile gﬁ the

has been attached to Castro' s security service since Castro came tc power,

and who {8 in the process of being interviewed concerning the structure of
Castro's intelligence organization (the defactor ‘being primarily knowlcdgenble
of Cuban external intelligence activities in other Latin American cowntries)

Mr. Pitzgerald gsald that there is atill the problem of getting agent
photogxaphy out of Cuba for axemination in the U. S,,iA* present the photo-
graphs are delivered by agents: inside Cuba to % frfqﬁ@ly ﬁqxeign dipigmﬁtﬂ7‘1
ﬁlssionﬂqhich.fdrwgrﬂe’themc.o the: CIA in the e e R—

e - z u—-;a‘

Efforts are still being made to locate the Soviet SIbINT installations
in Cuba, A talkative Soviet truck driver who formerly had access to une of
the Soviet installations has been transferred back; to ‘the " Soviet Union, so
that source is no longer evailable.

. New miniaturized radios have now. béen supplied tozﬁ agents of the CIA
in Cuba, There hae been some difficulty encountered in “the opexzation _of an
electronic '"dead drop'" which involves the use of a static receiverf&nfe\z

nﬂfxfﬁ@i,ég&“in Havana, which picks up messages from «an ;agent Eomfng '

7 e
LA,
= - e
-5 ettemtetynia

Referring to newspaper reporta of exile raids and attempted raids on

Cuba, Mr, Fitzgerald said that there have been successful raids op sugar

centrals, The reported executions. of 7 "CIA agents" did: include 3 who were
once serving as agents but who had been doubled some ‘time ago, "The ' British
capture of a "raiding party" in the Bahamas actually involved the selzure of
Manuel Ray, bfs €emale secretary, and two or thiee others. In any event, these
incidents did cause the Castro government to set up the biggest military alert

'in Cuba to date -- which indicates the uneasiness prevalent there. =~

(Mr. Fitzgerald left the meeting at this point )

Mr. McCone observed that 2 Soviet ships have left Cuba for Russia in
the last few weeks, and 4 others are enroute to Cuba, so a further withdrawal
of Soviet personnel is expected. CIA doés not know whether the SAM's have R
been turned over to Cuban éontrol yet. Castro has said he will shoot down

-ouxr U~ 2'3. Kt:ushchev Lold Drew Pearson in Cairo that U, S. U= 2 flighta_over

Cuba are unacceptable and that the U. S. should rely on its satellite recon-
naigsance coverage instead, The word sent by the U, S. to Khrushchev and . p
Castro is that we will continue U-2 surveillance of Cuba.  We are in.a-difficult
weather season uow but are getting satisfactory.results from the 2 or ‘31U=2
fiighta flown each week Mr McCone said

Chairman Liifford asked ebout Cuban capabilities for: bringing down our
U-2's, Mr. McCone said that they have that capability.' He recclled. that_ a
year ago CIA equipped its U-2's with 'ECM's, but there is a difference of view

‘within the military as to whether’ thie will be effective, and, moreover,: the

L2

JCS do not want the ECM's to be ‘used over Cuba ‘because Yhin,mdgnt”‘fqgw;;m.
the SIOP's, (Mr, HcCone said that the Secretary of Defense {s not ‘much worried
about the latter.,” Mr, McCone expressed the belief that U. S. reaction would
be violent "if a u- 2 1is shot down, ‘and plans are in-readiness for such an

eventuality. However, 1if a U-2 is’ lost 1t may not be possible to ascertain

.?,for ce*tain what happened to it.: (We lost 2 2 81x months ago and found
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Mr, Myers referred to the difficulties of effecting agent penetration
of North Vietnam and Laos. South Vietnamese locals are being trained for
infiltration 'into North Vietnam at the present time. (Mr. Myers concluded
his briefing of the Board at. thie point.)’ .

Mr. McCone answered a question from Mr. Murphy by saying that he feels
that the intelligence situation in Saigoa is unsatisfactory. When Diem was
overthrown, the new regime vrolled up the former agents of Nu who were operating
under CIA supervision in a penetration of tha Viet Cong. One of the problems
is that U. S, military elements in South Vietnam are less interested in broader
national intelligence objectives and are more interested in such data as order-
of-battle information; however, USMACV is planning to drop 6-man teams into
North V{etpam. T Rl e e

v TS

‘With regard to USIB consideration of increased i{ntelligence coverage of
China, Mr, McCone referred to the scheduling of satellite missions and to the
beginning effort in the field of clandestine agern: coverage, However, Mr, McCone
obgserved, China i{s a difficult intelligence targ. :. There appear tJ be few
chances for exploitati-— of dissensions among the Chicoms, even though the
econcmy is a shambles, and even though the military are not being supplied with
the equipment they have been expecting. At the same time, the Chicoms seem to
be forging ghead in an effort to achieve missile and nuclear capability.

=V In answer to a question by Mr. Pace, the DCI said that COMINT has proved

to be of great value in covering Chicom troop deployment, i.e., traffic analysis
of Chicom communications has produced such information. Mr. McCone agreed with
Mr. Murphy's comment that the absence of an intelligence capability out of Taiwan
is a disappointment, parxticularly in view of the fact that large numbers of the
Chicom military force were once"under the command of Chiang. Mr. McCone said
that during the last 6 months the Chinats have lost & dozen 6-man intelligence

teams sent into China,

Turning o the recent discovery of audio penetration of the U. S. Embassy
in Mosccir, Mr, McCone noted that the Board had heard from Mr. Bannermgn on this
subject earlier in the day. The DCI said that he was astounded as anyone else
at this development, because he had received the impression that technical sweeps
were made of the Embasgy. <CIA feels that there was an audio penetration cf our
communications. He said that the,problém'of fixing responsibility is still
being studied, and that as yet no one has gotten to the bottom of the matter,
Dr. Land wondered whether there should not be an over-riding responsibility and
authority to deal with such problems, rather than leaving them to the individual
agencies to solve., Mr. McCone said that he is still studying that question but
1s not yet ready to make recommendationo. He said that there is a need for

. centralizing research and development.efforté in the audio field (For instance,

Mr. McCone pointed out that CIA had.developed a paint which could have prevented
the audio penetration in Moscow, but CIA could not get it approved for use
because the color did not appeal to some ‘users)., He saild that State, Defense
and CIA have differing views on how to proceed in the audio field, and there are
several NSC directives which Mr, McCone wishes to sort out before he makes any
recommendations, CIA has found that security instructions were igrored by
officials and other personnel of some agencies, e.g., sensitive information was

dictated &nd was subject to audio intercept. In the DCI's opinion, great dumage
w88 done to the U. 8, by the Soviet Technical penetration of the Embassy in

Mogcow,
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Mr, Gray pointed out that assessments appearing in the June 1
prelimirary report of the USIB Security Committee differed from the DCI's
estimate that serious damage was done. Mr. McCone said that General Carter
and Mr. Bannerman of CIA think that the damage was very severe; but the
DCI added that he had not studied the USIB report inasmuch as he was out of the
country attending the Honolulu conference.

7

Chairman &ifford remarked that the Moscow incident indicates a dis-
regard for security on the part of the U, S., for example, the 1962 report of
the Soviet defector was not acted upon, Mr. Clifford thought the question is ‘
what can we as Awericans do to ‘bring attention to and correct this fouled-up
situation. Mr, McCone replied that in CIA there is an extremely competent
group which is devoted to personuel and other security matters, The Dunlap
case study showed that CIA's personmnel security program is particularly good.
Now there i1s a need for the State Department or some agency to be designated as
responsible for not only technical security sweeps but physical security matters
| as well. There must be an insistence on conformance with security safeguards.
gy (Here Mr. McCone recalled that in Bangkok the U, S. Ambassador mentioned that
Gou " he had sent his furniture out to be upholstered by local people; and when the
£ ™ DCI asked about the possibility of listening devices being planted in the
i furniture, the Ambassador said that this had not occurred to him., Mr. Mclone
S, ¥ observed that in various parts of the world, CIA would be happy for an oppor-
T tunity to take advantage cf a situation of that kind, for intelligence purposes.)

ol Chairuan Clifford pointed to the loose security attitude that prevailed

. % in the Moscow situation, e.g., the cables were cut right away. The DCI thought
' that the propar procedure was followed with regard to State and CIA consultation

to determine exyloitation posasibilities when the first micropnone was found --

- : leading to a decision that the Soviets had by then been alerted to the discovery,
aig 1 making exploitation infeasible. However, Mr. McCone thoughl that the cutting
W of the coaxial cable was faproper. Mr., McCone agreea with Mr, Clifford's
statement that there is a need to place responsibility on come appropriate agency
to ersure that security precautions are followed.

R

T i

Mr. Pace said that there 1is also a need to ensure effective management
of research and development in the audio fifeld. Mr., McCone replied that there . 3
are jurisdictional problems; the Department of State has responsibility under %
NSC directives; and Mr, McCone wants the USIB to consider the matter, and
meanwhile he would defer making sny recomméndations for now.

Chairman Clifford asked if Mr. McCone would comment on the status of the

DCl's efforts to coordimate the total U, S. intelligence activity. Mr. McCone
said that with regard to the Board's recent report on the National Reconnaissance

Program, he would have some alternative proposals to make along the lines of a

different approach to the problem, but hg:p;efet:ed to reserve this for a later
time, TERT TS Sl T e ‘

In another area of the coordination effort, Mr, McCone said that the

 intelligence cowmunity is faced with the question of the continued availability
of certain overseas bases which are used for intelligence purposes -~ such as -

intercept stations on Cyprus; bases in Pakistan; and AFTAC sites at locations
around the world, In the USIB, an inventory of all overseas intelligence-
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related bases 18 being made with a view to analyzing alternative courses

of action open to us 1if we 1ose specifié basesr clasgified and otherwisee-
3 .

’

In the aud*o fleld, Mr. McCone aaid that the USIB will have soume
recommendations to make. '

As for information processing, the DCI referred to the SCIPS atudy which
was recently made in the USIB., He considered this study to be a good approach,
although it {s difficult to apply a uniform program i{n all" intelligence agencies,
e.g., the State Department requires a coding system different from that which
might be used as a cantral system in the intelligence community, So, Mr. McCone
is urging that the SCIPS study be used by each agency as a model approach to
the problem,

- With reference to contacts with the President, Mr, McCone said that the
CIA sends a daily check list to the President byt he does not necessarily wish
i ' to read it every day. CIA also sends over special intelligence items and a
weekly check 1ist which General Clifton hande to the President for reading.
) Mr, McCone said that he sces the President frequently including occasions when
others are present, e.g., at conferences on South Vietnam. Some items the DCI ' il
; : takes to the President directly, when they are ~f such critical or sensitive G
‘[H{,ﬁ ' nature that Mr, McCone does not want to handle them through routine chanrels.
G o - The DCI said that . he pereonally would prefer opportunities for intelligence
St B briefings of the President with the Secretaries of State and Defense present, :
: : in order that these offictals could expresgsi:any differing views to the President A3
(for example, it 'is the Secretary of Defense's view that U-2 overflights of Cuba
arc not required, whereas Mr, McCone says he feels that there is a need for them).

With regard to the situation in South Vietnam, Mr. McCone said that this
had been discussed at the Honolulu meeting from which he had just returned.,
.Ambassador Lodge and General Westmoreland reported a deterioration of the
situation, Por one thing General Khahn has not galned control of the people
as he claimed he would, Mr, McCone said that he dlffered from others at -the
Honolulu meeting who are of ithe opinion that the situation -in South Vietnam _
has "bottomed out'. To the contrary, Mr., McCone believes that the situation may
‘well deteriorate further and planning should be made on that basis. . He recalled
Ambassador Lodge's comment that South Viﬁtnam is not a country but a place where
a lot of discordant people live.

i
1
¢
|

As for Laos,‘Mr;gMcCone noted that the Pathet Lao had stopped its advance
after over-running the western part of the Plain de Jarres. Mr, McCone believes
that the Pathet Lao forces can take over the country Lf 1t wants to, without :
the aid of the ‘North Vietnamese.

In Mr, McCone's opinion, a token air strike on North Vietnam would probably
not produce a military reaction’ from either Communist China ov North Vietnam.
1f a strike were made by South Vietnamese pilots accompanied by U. S. "{ngtructors"
(project FARM GATE) more damage would be done and more reaction would result.
~An A-bomb attack would probably produce a afrong Chicom reaction. In any event,
the U. S. will have to guarantee to Khahn that wve will ‘bail him ou® as necessary,
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Also,,U S, forces would have, to be extensiveiy depIOyed to meet - any reaction. ; .-
And- the American people would have to be prepared for the ‘situscion, Mr. McCone' bS]
feels- that U. S. public’ opinion could best be- prepared by ‘the adopticn iof '@~ - S it

<
8%

Congressioral resolution, which would alao serve ae a meaningful signal to i vl
the Chinese.“' ' Sty ' ALY e ;*'Q 2 ; ; Last e
o “In answer to Dr. Langer s question, Mr. McCone thought 1t unlikely thw & yﬂﬁ
ool Khahn would be unseated Ly a militar} coup in South Vietnam, although there are E
e W | disgruntled factions for him to contend with. : : ' '

SO - In answer to Hr. Murphy 8 query, the DCI saw no immediate prospect £ot a o
i . South Vietnamere peretration of North Vietnam along the lines of the successful SR

o) penetrations which have been made OF South Vietnam from the North, Hé -gaid that- S T
CIA “had plans for sguch penetratjon, but they were taken over.by U; S. military RN
_forcea the - first of.thia year, and the military are now organizing Such activity S

o SR R . Mr. McCone wmade reference to Lh~ recently published book “Bay of Pigs” as

’ 3 “tbeing most damaging to the CIA. A most serious claim in the book 1is the ‘statement
the invasion brigade was told by CIA to be prepared to go ahead with the invasion
even {f President Kennedy should call it off. . Mr. McCone said that 'he had ‘caused
a tho“ough inquiry to be made of this allegation. including {nterviews of the
Cubans ‘who “were supposed to have made the allegation., Mr, McCone said that the
inquiry produced no evidence whatsoever that any Deputy DCI or other CIA official
«ser issued any such order, nor any CIA representative outside of - Washington, and
the official records do reflect the issuance of any such instruction, . At most,
the ‘DCI's . inquiry turned up only an instance or two where {in the heat of’ the.;
cperation statements were made to the effect that the operation was ready and
nothing could make it fail, :

Mi, McCone also referred to the book, "Invisible Governmert', which is
‘about to be publishej and has been reviewed in Look Magazine. The book makes a
complete disclosure regarding the Radio Free" Europe program and other CIA
proprietariea, it identififes CIA-personnel whoge names have never appeared: in
public-print before; and apecific reference 1s made to the Special NSC 541272
Group by name and function, ' The authliors came to see Mr, McCone last August
~ .'and he had a luncheon meeting with them. The authors said that they were Jjust. .
.;j'starting preparation of the book. = Mr. McCone asked them to. come - see: him: again,
%fgnd to:.submit the manuscript for checking as to accuracy and seturity,ibut they
¢id not do so, CIA later obtained a manuscript copy from Random House covertly.
Mr, McCone tried to get the publishers to kill the book but was told that it i
had already been paid for. Some 2000 copies have already been printed, and B
the book 1is most damaglng to the CIA, Mr. McCone said.

. Pollowing dinner at the Metropolitan Club, the Board meeting resumed,
Dr., Jerome Wiesner (and Spurgeon Keeny) who had just returned from a rcience
meeting in Moscow, gave the Doard a preliminary report on Dr., Wiesner's review
of the recently-discovercd microphone penetracion of .the U. S. Embassy, Moscow.
Dr. Wiesner said that a surprising job had been done by the Soviets., Most of
the microphones found were still operable after 11 years, They were imbedded
in the walls 8 inches deep, with wooden tubes extending out to the wall surface.
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The wires from the microphones ran:out inside the exterior building walls
tc avoid detection, During construction before the U. S. occupled the —.-
building as an Embassy, ‘our’ people gave instructions to the Soviets as to |
 where to run telephone ‘and electrical wiring to serve Smbassy officces --
in offect almost gilving the Soviets an advance blueprint of the layout of
Embassy offices. 4As a result of the Soviet technical fnstallation-they had
access to the sounds of machines and conversations in the ‘Embassy up ‘to the -
tiqelthet.shielded rooms were inatalled, They had microphones in the Embessy
rooms where U, S, intercept operations were going on. The State Department's
resident security technician on the scene (Mr, Musser) is still surveying the
situation, including the significance of the coaxial cables and grid-antenna
< which have been uncovered in the walls of the Embassy. There is as )et*no*”’ :
real evidence that the Soviets were able to pick up brush sparks from the U. S. v .
cryptographic machines, but they were certainly able to. pick up acoustic signals. : !
(There was an operable microphone, right next to the printer location prior to ' ;
installation of the shielded room.) The microwave signal which is known to
have been beamed at the Embassy since 1957 may be a diversionary activity, or it
could be 1illuminating passive devices, (The-trouble is that Mr, Musser does .
not have the resources to determine the use to which the signal is being put.) DE
An effort sbould he made to intercept the signal outside the Embasay building '
~in a line with the direction of the beam which is coming from a Soviet-guarded
apartment building nearby. (For a Jong time now no activy countermeasures ‘have Vb
been tried against the signal, and the a&tiCude seems to have been not to t Y
disturb £ty - ' i ' _ : . o A

~ - i g

- Dr, Wiesner said that even {f our Embassy seCLrity people- had dug a trench
around the rooms where microphones were' installed this would probably not have
uncovered the devices. :

Dr. Wiesner feels that Mr. Musser is an able man but doesn'c have the

- resources’ to help him do the job, There is a need for Lrsined people to use
adequate detection devices, and experts to oversee the job, There should be
‘{ngtalled such equipment as a standard video alarm "in Embassy rooma, and it
should be possible to develop and use transistorized devices to det°ct radintion.
(Mr, Musser stated his belief that there could be a duplicate of the Soviet
system as yet undiscovered.) Dr, Wiesner thinka that the teletype machines are
well protected in the electro-shielded rooms, But Mr, Musser needs help which
e seems reluctant to ask for because "hit-and-run" visits by various experts
would hinder the efforts he is now trying to make.

VG gm0 Ve g a8 aE . -

Chairman Clifford asked what measures Dr, Wiesner would take {f he X
' were charged with responaibility for security of the Moscow Embassy, Dr, Wiesner .
sald that he would (1) complain to the Soviets about the microwave signal (2) s =
do a more thorough tearing down of a room to see 1f other systems are present, .
and (3) scan the walls and floors with an nppropriate radiation device, e. e
radioactive cobglt taken in on the Ambaasador g plane =~ although you could not
be sure even then that an:eavesdropping system was not installed, He added
that there is a view that the ‘acoustically shielded roocms ahould also be given

_electromagnetic shieldfng.‘

\
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Mr. Clifford psked .whether a dafense could be devised, gssuming that , )
we are unable'to&dﬁgwna.fﬁit concealed microphones remain in place. Dr. Wiesner

- gald that aside from the measures already mentioned, one could literally destroy

1 or 2 rooms, i.e., take them apart thoroughly and rebuild them, It might also

be well to panel, or paint, the office walls, starting with the offices of the
Ambassador, the Neputy Chief ;f Missionm, and the military attaches =-=- but you

could not be certain that this defense would be totally effective.

Dr. Wiesner said that he and Mr, Keeny had visited the 2 intercept rooms
in the Bmbac,y, and the operating personnel talked freely about what they were
doing, with no apparent fearlthat'they‘werg being overheard by the Soviets.

! Mr, Gray asked why the Soviets would damage the Embassy switchboard and
AT leave it out of commission as reported in a dispatch just received from Ambassador
EE . Kohler, Dr, Wiesner said one could speculate that this was done to salvage
AT something left behind in the awitchboatd‘or telephone system, He added that
e the switchboard is va the ground floor area of the Embassy which is guarded by

Soviet guards; and Messrs, Wiesnsr and Keeny and their wives found it easy to

walk through the ground floor area unchallenged, '(Dr. Wiesner and Mr. Keeny

were not told of the burglary entry and damage to the switchboard even though
WS e they were in conversation with the Ambassador and other Embassy officials after
L the incident occurred, They heard about it from their wives who nad learned of
the incident in conversations with Embassy persoanel.)

1-

ik ¥ i Dr. Wiesner also questioned the security of the Embassy practice of sending

' so many information copiles of coded messages to other U, S, posts, He said that

o /7 he ”oungwno*evidence&of*pgrticularmconCernwon;theqpartWgﬁmggbaaay_peraonnelrgich
S {'// fegard to the bugging development. Mr, Musser, onm the other hand, was working

PI PSSy 2 Yot PR S

/
\
=5 X

. ] around the olock. 'Dri"Wiesner ssid that he had lunch with Ambassador Thompson’

: who said he felt that any Soviet intercept of his conversations in the Embassy,

/// and of his messages, would only have served to confirm to the Soviets the
sympathetic attitude with which he looked upon the problems faced by the Soviets,

W J Chairman Clifford, on behalf of the Board, asked Dr. Wiesner to give the
. J Board a brief memorandum suggesting steps which the U, S, Government should

“..iﬁfin Moscow. Dr. Wiesner said he would do so, but pointed out that his suggestions

¥ yFwould probably be :hose already proposed and considered by others, but not acted

p? on for various reasons fncluding lack of funds, He said that Mr. Musser's
‘"%gfﬁrincipal need is for more experts on the ‘cene,

&%% consider taking in the direction of getting complete security of the Embassy

Dr. Wiesner and Mr. Keeny completed their visit with the Board and departed
at 9:00 p.m, 24 .

In executive session, Chailrman Clifford emphasized the gravity of the
Moscow penetration development, and . stated his intention to have a special
Board Panel study made, a3 soon as the USIB completes its appraisal and report

on the subject,

 With regard to the Board's May 2 report to the President on the National
Reconnaissance Program, Mr, Clifford saild that when the DCI's comments are
received at the White House, and if the White House asks for Board regagmendations,

> _.I;\. .
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The Chairman noted approval given to the propoud letters he would
‘send to Defense, State, CIA and the DCI' requesting updated coverage of matters
dealt with 1n theu‘ annual repor:a to the (Board on. their intolligence activities.

NW é’e“i ‘é’
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. THE WHITE HOUSE

WASHINGTON -

unOPANDUM FOR THE BOARD

%UBJECT  ow AUdjO Penetration of the U S Embassy, Mo;cow?w,

‘RFFERENCF -Board ngenda Items 55 s, 6, ¥@

.7 ‘3inee the last meeting of  the Buard there have oeen
'discovered 41 microphones concealed in the walls of” our’

~0bassy 4n.Moscow, - These have been located at ctrat” 1
points covering virtually all of*our key offices i

' of -the Ambassador, Deputy Chief of- Mission;, e Ariy
Comminications and Code Center, State Department Cod:.Ro;
EBmbassy conference and typing rooms, the office of the "Army .+
Navy, Alr Force, Political, Economic, Agricultural Attaches.:f
etc., In addition tc conventionai bugs Iz2eply imbedded. 1n. thé
walls of the Embassy, there also have been: discovcred tnree
coaxial.cables and a large (3'"x 9' ) “anténna which. may,be,zum,,
associated in some manner with the unusual oignal which 1s
known to hai > been targeted against key offices in the

_ombessy for- at least seven years. Lo Buavd 1 -

. s g Immediately following the discovery of the first of the
. ;ul microphones, the Chairman dilrected that appropriate inquiry
e initiated. 1In line therewilth the Baker Panel was convened,

and discussions were held with appropriate personnzl of the
.- White House, the State and Defense Departments;, th= NSA, CIA,

- ehen, In addition at the request of Mr, Bundy, Dr. °rome
iesner, former Science Advisor to the. President, was briefed _
n’ subject preparatory to-his making an on-the-scene review - .
‘of ‘the steps being taken by" the?S”ate e £
‘to . this deve10pment Further,. - 8.
d ‘on'behalf of the Board relative Yo the ¢
ardy which may have resulted tos our ncryptio
onsequence of these penetratiovns. (A ‘couple of '3
the Chairman initlated Board inquiries concerning this matter,
the USIB began a review of the subject and at that time the
USIB was requested by Mr. Bundy to report the results of 1%
findings and recommendations to the Board in‘time for CJnsider—

ation at this meeting.),,

ol In keeping with the foregoing, the Board will be briefed
on the following significant;aspects of ‘the subject (as
A,reflected in the agenda} g

Id:34671888 Page 22



oroni ﬁ
UL,

: enda 1tem 3: The writer will brief the Board on the
details ol These penetrations. Dr. Baker will brief the Board
~on‘the technical judgments which have been made on the: ubJCCo
by the Baker Panel. (See enclosed draft report prepared by,
the Panel, ) This Panel consists of the following individual

LA T UL, E S

Dr, William O, Baker - Board Member s L
Dr. Edward E., David - Director, Visual & Aooustic Research,
- e ia Bell Telephone Laboratories

Dr., Andrew M. Gleason- Departmcnt of. Mathematics

‘Harvard University
Dr. John W, Tukey Department of Mathematics

e Princeton University

Mr, J. R Plerce Research Staff

Bell Telephonc Laboratoriea

Agenda item 5: Mr, Robert Bannerman Chairman of the
USIB Security Committee, will brief the Board on the highlights
of the study which his Committee has made thus far with respect
to the general securilty implications of the audio penetrations
of the Emtassy in Moscow. (Hopefully, by Board meeting time,
we will be in possession of a written USIB report on this i
subject as requested by Mr. Bundy. ) Mr, G. Marvin Gentile, .
Director of Security, Department of State, will join the. Board
'ior Mr. Bannerman's presentation and will be prepared to respond
to any questions which the memhers may have relative to the
internal operations of the State Department's. security system,
(In Iron Curtain countries the State Department is primarily
responsible for the security 'sweeps" and associated actions
- which are taken 1n an effort to detect and counter hostile
'-penetrations wh'ch\may be attempted against officéial U, S.
‘installations, personnel and classified information. in those
countries, )(See enclosed State memo to Coyne, dated 6- 1-6 i 5

Agenda item 6: General Blake, Director of~NSA,‘and/br
his Deputy, Dr, Tordella,, wlll brief the Board on the technical . .
assessments thus far made at NSA relative to the impact, if any,
of these penetrapions on the cryptographic systems.whlch are
employed by elements of the State and Defense Departments and
CIA in: the handling of classified communications between
Washington and our official ins allatlons in Iron Curtain
countries and elsewhere,,

Agenda item 12: Dr. Jerome Wiesner will discuss with the
Board any findings, concluslons and recommendations whiech may
have resulted from his examination at the Moscow Embassy of the
actions talken and contemplated with respect to these very 5
serious penetrations. e
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:;f,-35 o B - c ' “his documcnt consisbs of 2- panes‘
s -, o Number _7° of 5 LOPLGS, Serics A i

M i 8 : ¢ . P £ i N 1 2

et L June by, 1964 ”

(T0: - Mr. J. Patrick Coyne

" Membox, President's Foreigﬁ g & e e Skt MRRLLL R '
- Intelligence Advisory Board - ;o oo e TR e

The White House : : Vg R T T
“Washington, D. C.

FROM: G. Maxvin Gertile : T e R é
Deputy Assistant Secaetary for becuLxLy o B

In reply ‘to your verbal request for information conccrning “elie: IJJune, o
1962 CSuI/3/770 797 defector rapurt, the following yerSOns ‘were: appra*sed ‘6 f B
tbe -contents of this report in addition to Mr. John F Rexlly, Dupu&y Assiati“ "y
ant Secretary for Security: : ; AAERAS T RER i :

Mr. Maclyn Mussger - Reaident Enginccr, Moscnw
‘Mr. Edwin R. Hiller - Officer in Charge of" the
Shige” 0™ Frankfurt Test Center: * 54

T Mr, Elwer D. Rill - then Chicf of the’ Division R x
& e A Technical ervlces. - R '

.\'

. - - . The referenced documecnt was recaived in the Division of Technical Services
on.June 21, 1962, just prior to Mr. Hiller's departure for Frankfurt whexe, as
‘0fficer in Charge of the Frankfuvt Test Center, he was responsible for all of
the Moscow tecnnical inspections.

\

Mz, Muuser, the now Resident Engineer in Moscow, departed for Hosccu in-
“ Octobar of 1962 and was aware of this information prior to his arrival. in
bmscow. b

Thia report stated the defector 'saw repovts with the red gtripes, in
- counection with vhich wers mentioned he balieves, the room or office of the
Anbassador, the Counsaelox, ‘or like *hat' Source sf:ated that living quarters
and ‘the dacha' are 'beyomd question' bugged, as ave any Bmbassy Tooms to which
% Soviet citizena are permitted access, tut that some rooms {n the Bmbassy might

5 not be covered.'" Other than calling this memorandim t»n the attention of per-

‘ gonnel directly involved in the technical program, the recorzds of this Office
Aindicate no specific action was taken by the O0ffice of Security since the con-
tents of the report apparently wers considered only e te-confirmatiou of con-
victions held that such installations were indeed present. Since Mr. Reilly
LS ~ GROUP I b

" Exeluded from automatio
‘dovrprading 1nd

declﬂss%jﬁ}] fani
o RPN R ¢ TRO EE R

;:'-
Docld:3467 1668 Pa@naZA‘



and Mr, Hill are no longer conne ectad with this Office exact redsoning can not gl
be supplied sand only surmised. Inquiry wvill Y6 .made of My iiillercand Mr. :
Musser to determine whether tney can furnish ‘turthey pertinent .detatls coneern~ fras
ing this matter., The- rosults of this tnquiry will be fuxnisbed wwotyouas soon &9 e
poaaible g - siwgy B RSAUEN :

& B . . e B o
¢ R W ees . ; Tnakese B 8 N sa |

o It ahould be noted that primary 1 terest. in Moscow lat .that ctimeiwes ia the el
resolution of the nature of the microwuve signals directed at tho west wall of A
© 7. the Embassy, as liitle was actually knowm prior to Mr Musser's arrival of the 2
‘*'**;exnct chnrecteristics of the aignal : T T N T T T - P
In rcgard to your ruquast fox the posit‘on pf the Departmcmt of. State {n - .
ccnncction with Mr.' Khrustichev's allegation that. he possessed:; ,n...tzzttczvcal;zle,l
Mx ;John ‘W. Coffey, Deputy Assistant Secrctery for. Comnunicatxou‘, :
follcxinb stetoment:

"In tcspouse to Mr. Coyne's request we have reviewed the pcsition :
of the pipe embargo message as stated last Septembeyr in the light : g
of the discovery of microphones in the-AmeriCdn Embacsy Moscow. o ”

“on the basis of evaluationa to date, we assume the possibility
that the bulk of classified telegraphic information handled at
Moscow between occupancy of the building in 1953 through 1952 mey
5w have been compromised. Classified telegraphic comaunications ex-
.. 7 clusive of Iron Curtain posts would not have been affected. We
=g : apsune no penctration of cryptographic systems at ldoscow since the
' installation of the shielded enclosure in late 196” for the commun=
:ications oPQrations.

"Thc microphone discovery does not aleer our poaition with respect
€0 Mx. Khrushchav's allegation unless it is ssswse that a telegrem
foriginatcd in Moscow prior to December 1962 is that in question.
‘As you know, Haasador Kohler, in paragraph 2- Eqbte;_§57[_of.24

‘th“ al)eged telegrum.
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CENYRAL lNTELL.lGENC.E. AGENCY
S WASHIMGTDN as. B -

-omce or DEPUTY DIRECTOR OF CENTRAL INTELLIGENCE
3 June 1964

The ‘mnorabi ﬁvicheorge Bundy
Spiacial Assistant to the President
. For National Security Afﬁaira
The White House

W ashington, 2. G

[iaar Air, 5311‘_1-1:5\,'2

A6 re guested in your memommium cf 14 \day, th
attached Preliminary Damage Asgassraant of the Technical
Surveillance Penectration of the U. 5, Embagay, Moscow,
is transmlttea herewith. :

T"xe United 5tates Inteuqranrc Eeard teday noted the
t’ached Recurity Committee geport t iand aoproved the

?re‘,ommendationn as contained thersin.
. \

;‘5 8 you also requesten; coples of the a*tachea repo rt
nave been furnished to the P'e&ident“& Fzreign Imeuigeuce £,

Advxsory Board

Fa.imfm."lyﬁ y_@ur 8,

Marohall §. Carter

Mazxshall S, 'Cargtsr
Lﬁeutemm Genaral, USA
Dvauty Directoz

\1\ Amac‘urmnt
by

cc:‘
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-lpfmsmrm’ FOREIGN xNTEmmzmcs Abvxsom zs'cx\rm‘

. :Subjeats Suugested by Board Mhmaers ror Discusalon
it by the Director of Central Intelll enoe when He
s : Meets with the Board on June &, 19

2. Lﬁ*@ ligense Community CapaLllities for Lum bqbw {other
- than s*uIN”; of 3ignificant Taﬂgetu on the China Main-
&and and in South East Asia,

B o ey

g

Lmtent of ghotegraphia coverage in past :
twel ve uontha artioularly of Chnicom enid North '
Vietn.m *argetsg through satsllite and manned vehicles,

b. xtent of clamdeatine agent coverace in
- | ; \ paa*twelvs months (particularly s regards the China 5
A . Mainland, laos, Cambedia, Hvrtn Vietnam and Chicom-NVN ]
| support of the Viat Cong in South Vietnan)

A e 4‘c. Maasures contemplated by the Uu ted States :
| Intelligencs Beoard to improeve collection C&yg01l1tieﬁ |
relating to g and b, ahove., oY

2, Cuba . . e S

: a. Progreaa achieved Lhus far in obtain;ng _ ' !
signlfIbant intelligence on Cuba through the impleenta- i
tilon of the gerles of earlier Board recommendations
to the President on this subjeato | -

b¢= 3totug of planning {for mounting inwcva*kve
clandestine colleation activities on Cubeg, including
agent sollectien and excluding collection by satcll‘t»,
i"craft and d“ona vaconnaiszance. 2

' ﬂCounterlnteTllvenna Has onaib*lities Relating to Audio .
*-Eauotrauiona 09 U. S Instai&ahfcnu in bomnanist Countries.,

‘_ .kny crg comm@nes‘ ha DCI may wigsh to make in

ibation ef the report on. the bugging of the losecow
~.M-<EmbassJ to ke suhmitbed hy the Usm for consideration
© ot the June 4 meebing or‘bha”Beard. (See Mp, Bundy's

: mam»*andum Q£ Mﬁy 18,‘- AL T

”'Rclaiinnﬂhﬂ?:
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'lc;t Views a&?to-ﬁhétﬁéfféiéﬁerjthe CIA or

'slémenfb of the Deparﬁﬁ@nt*af“ﬁafensa'ahbuld perform

_any cparational audi

osurvelllange countermeasure rois

~An U, 8, installations beébind the Iron Curtain,

ugoonﬂingtion‘df_u¢.u; Féréignfrﬁtelligence5Agngiﬁlaﬁ

ééficieﬁcies encountered by the DCI

s SIdéntification-Qf“méjaffﬁroblema; geps angd

in arass involving.

~ the coordination of tha U. 8¢ Forsign Intelligence

‘erfart;_ramedialactionai;gkgnspp contemplated,

265 sy

S ARy tbher matters which the
' '&h¢ Board. pe . e

G

wish to raise wlth




