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"“MEMORANDUM FOR Tm: m.x

‘SUBJECT President 8 Poreign Intelligence Advisory Board Meeting,
L June 4, 1964. :

C Thia regularly echeduled meeting of the Boerd convened at ‘9:00 a.m.,
g;June é 1964, in the Board. officee, 297 Executive Office Building. Previoualy
-vfﬁscheduled as a 2-day meeting,'it was compressed into one day in order to
'VQ;accommodete other COmmitments and to permit ‘the holding of Board Panel sessions
on“the. following dxy. Preeent were Chnirmen Clifford and: ‘Messrs, Pace, .mrphy,
,iLanger ‘and Gray,}and Jov Patrick Coyne and A, R, Ash; - General Doolittle- was :
unable to attend because of ‘transportation diff{cultics in Alaska. Messts,:
Baker and. ‘Land ‘were unavoidably late in arriving, -and upon their arrivel lnter
in the morning received a fill-in from the Chairman concerning the mattere
whic “had been discuseed up to that point. - :

fChairmen Clifford pointed out that tho buainess of this meeting vas’
confined ‘to major subjects. of particular importanee. (l) recent’ developmenta
_folloving the" submiasion to the President of the. Board's May 2 repor: ‘and
' récommendations ‘on the Rational Reconnaissance Program (2) the recent’ discovery
of’ extensive microphone inetalletions {n the U."S., Embaney, ‘MéBcow” =@ 'most
serious penetration vhich had" prompted the Chairman ‘to request a Boerd Penel
study -immed{iately upon: his leerning ‘6f the: discovery, and (3) the subject of
_ acquiring intelligence:on onmuniet China, problem highlighced by remarks of
. the Seéretary of- Defenee ‘hen he ‘was- recently visited by Chairman Clifford
.Dr. Baker and Mr. Coyne.==at which time Secretary’ ‘McNamata expressed deep. con—,f
-.;”cern .over the absence’ of meaningful intelligence on Chinese capabilities, ..
:intenrions and ectivitiea Mr, McNemere said that the USIB is not adequate for
"his purposes in this regard' he:has to. make decieione without the benefit of -
- ‘adequate intelligence. support° 1f he can't: get” help ‘from the USIB" and CIA he.
- ywill-attempt to get the: required intelligence through - other sources°¥ ard he
- would welcome. ‘any - -assistgnca ‘the Board. might provide as a means of resolving
thia intelligence colle’.t:io _p'robl'em)‘“f AT :

S With reference to:the‘Board' report_on'the Netional Reconnnissance
Program, Mr, Clifford. said that’ i had gone. to”the" ‘White House ‘on. May 2, -

””:?Tbereafter two appointmenr” with the“rresident bed to be cancelled,’ thereby
: ‘rej ‘ o Accordingly,
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| for more meaningful reports from NRO, reflecting the number of missions. scheduled
.J|Also Mr, Clifford thought that the Board should be fully informed on how the

irequirements through the launching of "X number of mnissions over a given. future

At Mr, Clifford's request, Mr, Coyne summarized the comments which had
been submitted .on the NRP report by the two ‘officials {n response to Mr, Bundy's
memorandum. The June 2, 1964, response from Deputy Secretary Vance expressed - ; S
concurrence of the Department of Defense in the repcrt and its readiness to :
carry out the recommendations when instructed to do so, However, in his May 28
memorandum to Mr. Bundy, the DCI reported that he found it difficult to distill
his thoughts 1in time for a.written expcesaion of views for immediate consideration;
that he would be able to discuss the mattex orally with the Board at this meeting; .

“that his written views c¢ould be nubmittad by June 15; and that meanwhile he '
inténded to discuss with the Director, NRO any management problems the latter

might have in mind,

Chairman Clifford thought it gratifying that the Defense Department had
accepted the Board's NRP 1 eport and recommendations in toto, and he referred to
informally received indications that the Department of Defense is anxious to - -
get on with the actions proposed in the Board's report. Noting that the pre- , L
liminary reply from the DCI was noncommital, Mr, 'Clifford thought it best .that S el
the Board not engage {in a discussion of the" NRP report with the DCI when he ’ -
joined the Board meeting later in the day. - Clifford observed that the:Board
had studied the subject in depth; it had reached conclusions and made recommenda- :
tions to the President; Mr. Bundy had asked for comments to the Presjdent by - - 3
Messrs. McNamara and McCone; and it was desirable to keesp the matter in that - ;
channei, rather than reopening discussions with the DCI at this Board meeting, S

(Dr. Baker arrived at the Board meeting at this point ) : {f'“

At the Chairman's reqnest ‘Mr, Coyne summarized for the Board the reported |
successes -and failures of satellite reconnaissance photographic missions since
January 1, 1964 (4 successful missions; 3 failures) and the NRO mission schedula
for the remainder of tne year., (He also referred to the NRO report that ‘OXCART
has been flowncat Mach 3.2 at 81, 700 feet ) A :

Chairman Clifford noted that the manner in which the NRO rerorts on its
satellite missions leaves much to be desired ‘Ye felt that the Board should ask

the number that were launched, how many succeeded, and how many failed and why.

USIB deterulnes that the NRO has a capability to meet spacified fntelligence.

period e, 8v "'two flighta per month"»”

Dr. Baker added that no one has - efficiently organized the proceaa of
analyzing the photographic take 'from satellite missions, for the purpose of
identifying intelligence targets which warrant further ”poin* search' on future.
missions, :

A

Turning ‘to the matter of the. technical penetration of ‘the U. S. Embassy,
Mogcow,. Mr. Clifford racalled that he had aaked the Board's Baker Panel and
Mr. Coyue to go into the subject immediately 'upon Mr, Clifford's learning of the
discovery of the first of the 41 wierophones on April 23,. He noted that
‘Mr, Bundy had asked Dr, Jerome Wieaner to make an on-the<scene assessment of

the penetration during Dr Wiesner 8 visi*'to Moscow this past week on other

345713@5%9% o | e R .
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that assessment, Also, Mr, Clifford noted the
be joined by Dr., Tordella of NSA, Mr ‘Bannerman

the State Department.

Security Committee, and Mr. Gentile who serves as Director of Security in.
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business, and he would join the Board meeting latexr in the day to report on

Board meeting would later
of CIA who chairs the USIB

! ‘ Mr. Coyne summarized for Board mambers the highlights of the. discovery
of the technical penetration of the Enbassy in Moscow, with indications that
the 41 microphones, tha 3 coaxial cablee,the wiring, and the fixed antenna

,ﬁfi}:“ in the wall, have all beep in place since 1952 when the Soviet Union completed

; took place in 1953,

\

(Dr., Land arrived at the Board meeting at

e Mr. Coyne drew attention Lo the fact that
EERER included coverage of the Embassy code room. He

construction on the Embassgy building i1 preparation for U. S, occupancy which

this point.)

/
the microphone installations
referred in this connection

'jﬁfiw f to the NSA damage 2valuation dealt with in Tab C of the June 1 "Preliuminary
g Damage Agsessment' which had just been.received from the USIB Security Conmittee.

AR Mr, Coyne thought it regrettable .that 'the State.
' : Moscow had cut the cables upon discovery of the

Department security people in
microphone uond related in-

stallations. Mr. Clifford agreed, recalling that when he tirst ledrned of the
development from Mr, Coyne he urged that efforts he made tu keep the discovered
items in place for the time being., Mr. Coyne said that chis was ‘urged on the
State Department but certain State Department officials thought the Board was
getting into operations, and a cable went out to Ambassador Kohler instructing

him to proceed and to lodge a protest with the Soviet government

TR \
Mr. Coyne called Board members attention
Ambassadora assessments (appearing in.the USIB'

penetration of the measay.

Aetols lesieial ookl b

CIA (which in turn informed.the State Departmen
was bugged at various strategic locations, er;
asked State Department representatives wvhat had
dafector’'s 1962 report, and it appeared that no.
. Department sccurity technicians -~ until recent
| following receipt of a report from a Becond Sov
microphones were in place in specific Embassv o}

b, L T

:

to the summary of U, S,
8 Security Committee report)

which discounted the likelihood of damage to the U, S, from the technical

| a Mr, Coyme pointed to the . 19b2 report of the: Soviet defector who informed

t) that the Embassy in Moscow
Coyne said that he had recently
been done on the basis of the
action had been taken. by State
digging operations were begun

{et defector early in 1964 that

ffice locations. Mr, Coyne

also related the aubstance of his inquiriea made of the State Department Chief

Governor Harriman that he could produce a copy
Kohler had sent to Washington regarding the U.

of Communicaticns (Mr, Coffey) in the aummer ‘of 1963 when Khrushchev boasted to

of a message which Ambassador
S, position on Soviet pipe-line

negotiations with West Germany (Mr. Coffey 8. finding was to the effect that

no communications penetration could in fact be

Dm:ld 345?18% Page 7 "
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Chairmnn Ciifford expressed the view that there appenred to have been
‘raised in this discunsion a fundamental question to which the Board might
well give {ts attent:ilon -- i.e., the overall attitude of the U, S. Government
toward counterintelligence, intelljgence and the security of intelligence
matters. In this instance the Board had raised an important point in urging

that the penetration csbles not be cut precipitously when discovered in the
Embassy, but the Board's urging was ignoved. Mr. Clifford thicught it appropriate
to determine just what forum does have cognizance in such important developments
as this one, i, e.,, whetheér the USIB, or the Special 5412 Group, or other group,
has cognizance in these matters._ Mr. Coyna read from NSC 5618 the policy re-
quirement that upon the disgovery of listening devices, U, S,. agencies are
required to obtein high level .detérminations as to whether the devices should

be left in place for purposes of exploitacion against the foreign intelligence
service involved, . \

-

Mr. Gray expressed concern about the péssibility that the Moscow panetration
enabled the Soviets to learn what the U. S. was doing and about to do with regard
to Cuba in the Fall of 1962, '

In answer to the Chairman's inquiry, Mr, Coyne reported that U, S. security
technicians do not today have & device capable of detecting a shielded cable
microphone imbedded 7 inches in the wall, as in the case of the 41 microphones
found in the U. S. Embassy, Hoscow. ' ' ‘

At 10:30 a.m. the Board meeting was joined by Mr. Bannerman of CIA
(Chairman of the USIB Security Committee); Dr. Tordella, Deputy Direccor of NSA; , ~
and Mr. Marvin Gentile, since March 1964, Director of the Offize of Security,
U, S. 'Department of State, Mr, Clifford indicated the Board's interest in being
fully informed on the facts relating to the recent discovery of the penetration
in Moscow; the effectiveness of detection methods used at the Embassy previously
and those availeble at present' and the information which led to the recent oL
discoveries, Mr. Bannerman said that he could speak to the assesament of damage, '
leaving to Mx, Gentile the discussion of ‘the history and effectiveness of tests
to detect the presence of listening devices.

Assessment', Mr, Bannerman explained that Army, Navy and Air Force had conducted
interviews of personnel formerly assigned to the Embassy (now scattered) but

the inquiries were along .the line of possible compromise of military attache type
of information, exclusive of the compromise of communications. On the other
hand, State Depaxtment interviews of personnel previously assigned at the Embassy
were made on th( assumption that the Soviets had access to conversations and to
comaunications as well, (Army, Navy and Alr Force are still in the process of
reviewing their old traffic in su effort to see whether their communications

were compromised.) Mr Bannerman pointed to the State Department conclusion that
no damage to U. S. foreign policy can be detected as a result of the buggiug of
our Embassy in Moscow, Hf.iBannermnn-pOinted'to the conclusion in the USIB
~assessment to the effect that the Soviets did get information on operatioms,

and on military attache movements, and on. the intelligence targets {n which they
were interested, He pointed out that, the agencies report that important deciaions
were not. discussed aloud but in whispers or. in the form of written notes.

Réferring to the USIB Security Committee’s June 1 "Preliminary Damage fy;ﬂ%

e ———— e e
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}ia not” needed

“the USIB Security Committee report’ should be ‘emended by adding to. the effect

information. o .

(Chairman Clifford thought it remarkablé that such precautions would have

been'coneistently maintained over such a'long‘period“of 11 years,)
"In answer to Mr, Coyne's inquiry;'Mr. Bannerman suid that the Security
Committee's preliminary assessment had been 'noted'" by the USIB and USIB had

approved the - recommendationb,:vith the request that the Security Committee

complete a final assegsment,

'Mr, Bannerman said that it {is most difficult to attempr to assegs the
damage to U. S, interests resulting from the Moscow penetration, First is the
task of identifying information to which the Soviets may have obtained access,
The next task 15 to try and find instances in which Soviet reaction provides
evidence that a compromise of information was effected, - Moreover, since this

~wag a Soviet inteliigence operation, tlie informatiun obtained by the intelligedce

operators would not be passed on to Soviet political desks or to Soviet bloc

allies without attributing to some source other than the technical penetration,

Dr, Langer thought that nevertheless, all such information obtained by technical
penetraticn of -the U, S, Embassy would be reviewed and utilized where possible by the .
Soviet government., Mr, Bannerman’ acknowledged that this would be the case; but he
emphasized the difficulty in observing and f{dentifying Soviet reactions and actions
as being based on compromised U, S.-information or communications. Dr. Land
expressed L.ué Vi.cw that it is daugurOUn to &usume that our information was not
compromised because we cannot -observe Specific Soviet reactions to such informa-
tion, Dr. Baker wondered whether the assessment of the 3 U, S, Ambassadors

that no damage was done is in essénce a finding. that intelligence 1s worthless,

or 18 not used when it {s obtained, : : )

Cha{irman Clifford asked whether it is possible to relate comproumised
u. S. information to Soviet actions with _resrpect to Cuba, Mr, Bannerman referred
to the USIB Security ‘Committee asgsessment on that point, Mr. Centile pointed
out that by 1962 an acoustically shielded conference room and an electronically
shielded code room had been 1ins: ;alled 1in the Embassy, and in addition the .
practice- hae alvays been followed of writing out .sensitive information, Mr, Gray
thought that the State Department assessment referred to in the Conclusions of .

that 'or, if the information was compromised, it was used by the Soviets with
such skill as to conceal, whether in fact the information wasg compromised“.

Mr, Pace wondered vhether information obtained bv the Soviets through
this technical penetration of our Embassy might not have resulted in the
Soviet identification of any defectora serving as intelligence agents for- the
U. S, Mr, Bannerman said that this 18 a possibility in the Penkovsky case,
and CIA is awaiting the ausessment reporte of other agenciea in order to study
this possibility further, ' :

- Mr, Pace asked whether the USIB in accepting other agencies' own .
assesgments of whether their information had been compromised, was not in .
effect accepting self- serving statements rather than performing an abetract
agsessment, Mr, Bannerman said that each agency 18 considered to have the:
\ greatest competence in assessing the extent of - any cowpromise o( {ts own

Docld:34671888 Page 9 .
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- Mr, Gentile informed the Board thét the Embassy in.MOSEOw was first
designed and built as an apartment house, Then in 1952 it was made available
"to the U, S, for lease and occupancy as an Embassy building and apartment
living quarters, The U, S. accepted the building, and in 1952 the Soviets
added threé top floors for use as Embassy offices.  Ducing the construction
period no U, S. technical inapections were possible beczause accese to the-
A construction work was: limited. to cursory inspections.. For & period of 3 weeks
SN " in March 1953 no Americans were given access to the bullding, and the con-
el struction area on the top three floors was covered by plywood screens sald to
o have been‘put up to hasten the drying of plaster, The U, S. occupled the '
» _ Embassy on May 1, 1953, under the lease, Since that time there have been 27
i inspections in an effort to. locate listening devices, Plaster was chipped in
Y spots, floors were taken up {1 some locations, and various searches made short
DR of tearing rooms apart -- all “:ithout locating any devices.  Meanwhile, over
the years Embaaay personnel have been briefed and cautioned on the assumption'
that the Embassy was penetratcd by 1ietening devicea.

‘ On June 20 1962 Mr. Gentile conrinued his predecesaors in the State

N Department Office of Security received from CIA the Soviet defector's 1962

report that the Embassy was bugged. This was made known to the State Department’
resident security technician who went to Moscow 3 months later, There is nothing
in the files to indicate 1if any inetructions went out or mny action taken on

the basis of the 1962 defector report. There. is nolindication that the
Ambassador was. informed, ; ) ' :

T e e e,

. - In Pebruary 1964 the State Department recident security technician in .
; the Moscow Embassy returned to Washington and there was Iliscussed the question b
éj of the possible total destruction of an Embassy room in an effort to fiud
’ listening devices. In March 1964 the State Department Security people received
i the report given by the second Soviet defector pinpointing locattfons of con-

, ? cealed microphones, Accordingly, the destruction 'of one room was authorized
o by the Department of State Security Office (Room 10008 on the top floor) and

g , on April 23, 1964, ths first of the 41 microphones was uncovered, ’

P : : ‘

Sz e Gr T e rme——— ey oY

Mr, Coyne asked about the cutting of the cables. Xr, Gentile said that
this occurred two days after the discovery of the first,microphone on April 23,
The decision was made in the Security Office of Staf%fb€§ the chief technician
in Moscow, Mr, Clifford asked whether it had occurred to responeible officials
to consider the possibility of exploiting ‘the microphones found. Mr, Gentile ;
said that in the first place it was sassumed that the Soviets had spotted the - L
technical men who were sent in by State Department, and that the noise of the ‘
jackhammer and other digging operations had alerted the Soviets that the dis-
‘coveries had been made, Moreover, the microphones discovered were not con-
sidered unique finds requiring any unique technical gtudy, Moreover, as part
\ of standing operations procedure, State notified ‘the CIA and other interested
agencles immediztely on making the first find, although this notification was
not made at the Secreta:y level It was decided that exploitation was not
feasible, - I

Z,'
’ The decision to cut the cables,,however was made by State Department,
Mr. Gentile said. - In answer to Mr. Murphy's question he said that State

_ Department desk officers ‘and the Ambassadora were told, but their judgments
were not sought as. to tne matter of cutting the cables.

% B B E S FETOEY O F e v B
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Mr, Baﬁnerman gtated that the preacribed procedure vag followed on
‘the question of possible exploitation., State Department people di{scussed this
/ with counterintelligence officers in CIA (including Mr, Angelton) and it was
/ decided that no.exploitaticn was possible because the Soviets had undoubtedly
Lo learned of the discovery of the mtcropbones uncovered by extenaive and noisy
“ digging operations,

Mr, Gentile said that much remains to ba done, including (1) a coumplete
_ R technical assessment of the fidelity of" rhe Soviet devices (2) completion of-
et - the ‘examination of the North Wing of the Embassy, and (3) the {inft{ation of a
S f search of the South Wing.
L Mr. Bannerman observed that a key factor is the tremendous disadvantage
: to the U, S, reuulting from Soviet control of the construction of buildings to
be occupled by U, S, personnel.

ﬁ:?f‘df As for the level of Soviet capability evideneed by the quality and kind
ﬂ??A‘75 of microphones discovered Dr.’Tordella said that they are bettex than the ones
B we have for this particular kLnd of installation. ‘

;ﬁf»'_ Dr.‘Tordella expressed'rhe'opinion that“the Mogcow installation resulted §
o in & compromise of our eancrypted communications, particularly 1f you accord to Cou s
the Soviets rhe capability of the U, S., U. K., and Germans. From 1953- 1959 .
R - State used the MCR code machine (identical to that used by U. S. military attaches,
¢“_,-§ f'1951 1954) which 1s vulnerable to audiosurveillance which can detect the plain
i text being printed by the machine. Also the MCB machine could be cryptographically
. reconstructed by the opposition, (In 1948 an Army code roow Sergeant defected
under_ circumstances indicating that he had photographed waterials which would :
have given complete information: on the machine.) So, from 1953-1959 we must
asgume the Soviets were capable of" reconstructing the machine, and alsc of
reading the .plain text from which the encryptions were made, All {incoming and )
outgoing encrypted traffic of the Embassy could have been read, as well as - ¢
traffic of other Iron Curtain U, S. posts using this system. From 1959-1962
(before installation £ the electronically ahieided'code‘room {n the Ewmbassy)
all Confidential encyphere¢i material was subject to audio attack. Secret traffic
. was vulnerable until 1961, as was Top Secret uvatil 1960 when the use of l-time
pada~wasfreqoired.,.After'December 19€2 (when the electronically shielded room
- was installed), according to tests run by NSA, ‘tbere wus no ccapromise of
' Embassy traffic through audio or electromagnetic penétrations, The screen
grill antenna found ‘in the wall of the North Wing of the Embassy, with coaxial
cables attached, probably served as a Soviet means of electronic intercept of
emanations from the U, S, l-time teleprinter in the.Embassy (and although this
efforz was frustrated in October 1960 when such machines were not permitted °
to be used at U, S, posts behind the Iron Curtain, that rule was lifted with
respect to our Embassy Ain the USSR when the acouetically shieldcd room was
installed in Moacow{) .

[
———

As for the microwave energy signal which has .been- beamed at. the Embassy
building at least since 1957, Dr Tordella believes that the purpose of the

signal 183 to harrass’ us,

AV

Nw 88197 - o ;
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Ar 12 05 p.m. Hessrs. Tordella, Bannerman and Gentile departed the
Board me:r .ing with the thanks of the Charrman for their assistance.

Following lunch, the Board resumed its meeting at 1:00 p.m. at which
time Mr. R, J. Smith of CIA {Deputy to Mr, Ray Cline, Deputy LCI for Intelliigence)
presented a briefing of the situation in Laos, South Vietnam, North Vietnam,
Cambodia, Malaysia, and Indonesia, (Chairman Clifford left the meeting in
response to a telephone call from the President,)

Mr, Smith outlined some CIA views concerning intentions and capabilities
of the Chinese Communists: (1) the Chicoms hope to see China become a center
of Communist authority world-wide, setting policy even for the USSR (2) the
Chicom leaders presently wish to avoid high risk actions (3) Communist China
has not achieved a nuclear production capability (4) of the 15 SAM sites in
China, only &4 are operational, and the others lack equipment, and (5) the
Chicom Air Force 1is deteriorating and replacements are slow in coming. CIA
S believes that Coumunist China will encourage :Hanoi to keep high level of pressure
e ‘ going in Laos and South Vietnam; will continue efforts to subvert Malaysia; will
Lo avoid hostilities with the U, S,; will avoid a formal breach with the USSR, pre-
ferring to erode Soviet influence around the world; and will c.ntinue to support
militant elements of Commaniat Parties in Africa, Latin America and Southeast
Asia. :

iéf : ’ In answer to a question by Mr. Pace, Mr, Smith expressed the opinion
ey that if the U, S. moved against Hanol in the Air, the Chicoms would not react. 5

L Mr, Smith also mentioned briefly'the7situations_in Cuba and in India.
! ”?@A - Mr. Smith concluded his presentation and left the Board meeting at 2:05 p.m, -

o e At 2:10 the Board meeting was joined by Colonel Steakley, Director of :
L the Joint Reconnaissance Center of the JCS. Colonel Steakley described in some
detail the various COMINT, ELINT, Telemetry, and photographic collection

programs which are carried out through peripheral and overflight aircraft missions :
under the monitorship of the JRC (including surface ship and submarine collection !
of COMINT and ELINT along the China coast). Colonel Steakley referred to the E
ELINT collection (plus some COMINT and telemetry) through RA-3B peripheral
flights in the Artic; C-130 peripheral flights for COMINT collection in the
Pacific, European and Cubar areas, including KC-135 missions near the Soviet S
border; photographic missions (BOW TIE) flown with RP 101 aircraft by Chinat o
pilots over coastal areas of Southeast China; covert photo collection on MATS o
(C-97 G) flights over Europe and Indonesia; C-135 telemetry collection missions
near the launch areas and impact areas involved in Soviet space and missile
~activities; and collection of telemetry from satellites over Africa.

Colonel Steakley described the wain fanctions of the JRC as pertaining to
+1) monitoring of military reconnaissance programs (2) review and evaluation of
wissions piroposed by the military (3) coordination of reconnaissance operations
at the natjonal level (4) U. S, and allied cooperation (5) monitoring of actual
reconnaissance operations (6) coordination of policies and procedures, and
@) monitoring of special OPLANS

IDEALIST/C OBONA/OXCART
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. In response to a qnery from Dr. Baker’ Colonei Steakiey ackno:ledged
‘that -ur reconnaissance activity givas the Soviets "training' in detection and in
fhe development of countermeasures. ‘ :

Mr Coyne asked whether there is not considerable dUplication of in-
telligence collection as a- result of the multiplicity of reconnaissance: missions
being flown in the same target areas. Colonel Steakley said that some
duplication‘results, hut in any eveat a ‘single ELINT mission will ndt always
pick up all the desired intelligence, . whereas follow-on missiongwill pick up
emiasione which might not have been enrountered on the previous run,

A queation was nsked by Mr, COyne about ‘the JRC 8- working relationship
with the NRO. Colonel Stegkley said that this is satisfactory, even though

not documented.

Dr. Baker asked whether the syarem is fast enough to accommodate urqent " :

~intelligence requirements which might be - formulated by non-military agencies,

calling for overflights of denied territory, for example. Colonel Steakley

said that this capability is adequate and he cited the example of rhe recent
Alaskan earthquake, photographs of which were delivered to Wachington within

15 hours after the request was made for them. . In answer to a query by Dr. Baker
aloug this same line. Colonel Steekiey sald ‘that .the System i3 capable of

which, e.g., the Secretary of Defense might suddenly need to have fulfilled e

-such as a carrier-based U-2 nission over a particulaxr intelligence target all

of a sudden., Colonel. Steakley. expressed confidence that the JRC mechanism and
resourceg are such that suddenly arising intelligence reconnaissance needs can
be met quickly. : ’

Colonel Steakley 8 visit with the Board was completed and he departed ' P
the meeting at 3:30 p.m, .- , . , . - ;

In‘executive seggion (with Dr, Baker in the chair during Mr. Clifford's
absence) Board members considered and approved proposed letters from the
Chairman’ requesting that State, Defense, CIA and the DCI up-date and revise
the scope and coverage of their respective annual reperts to the Board con=-
cerning the conduct of their intelligence related responsibilities, These
letters were approved and gubsequently dispatched by the Chairman.

At 3 55 p.m. Phairman Clifford returned from the President 8 office and
rejoined the Board meeting.. : :

T:.a Board meeting was joined at this point by the DCI, Mr. McCone' and
Messra, Kirkpatrick, Fitzgerald, and Meyers of CIA. Chairman Clifford said that
the Board would appreciate hearing from the DCI concerning items of {nterest
to Board membera as set out in the list previoualy provided to the DCI as
well as any other mattnrs which the DCI might wisn to cover,

At the. DCI‘s auggestion, ME Fitzgerald took up the subject of Cuba
which he had diacuesed previously at the meeting of the Beard in April.
He reported tne recent defection to the U S. of a Cuban military officer who

[}oeld 345718% Page 13
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photogxaphy out of Cuba for uxamination {n the U. s.

in Cuba .

that source 18 no longer available.

i

in Cuba. -

awithin e quarter of a mile of the Embassy.

\

centrals.

of ‘Soviet personnel is expected.
been turned over to Cuban dontrol yet,
our U-2's,
‘Cuba are unacceptable and that the U, S.
naissance coverage instead, The word sent by the U,

fiighcs flown each week Mr McCone said,
)

U-2's,

‘the SIOP's, _
about the latter.,'

However, 1f a U=2 is 1ost it ma

'eventuality. (w 1 :
e lost'a

Z}Ifor certain what happened to it.:

e e Lo LY . . )
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Castro 18 that we will continue’ U2 surveillance of Cuba,
weather season uow bul are getting satisfactorv results from the 2 or 3 U-2

&

w

e
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has been attached to Castro's security service since Castro came to power,

and who 18 in the process of being interviewed concerning the structure of
Castro's: intelligence organization (the defector ‘being primarily knowlcdgeable
of Cubau external intelligence activities in other Latin American coontries)

Mr. . Fitzgerald said that there is still the problem of getting agent

At present the photo-

H

-

(Mr. Fitzgerald left the meeting at this point )

once serving as agents but who had been doubled some time ago.
capture of ‘a-'"raiding party' in the Bahamas actually involved the selzure Of
Manuel Ray, bie female secretary, and two or-three others.
incidents did cause the Castro government 'to set up the biggest military alert
‘in vaa to date -- which indicates the uneasiness prevalent there. =

graphs are delivered by agents inside Cuba to a friendly foreign diplowmatic
mission whicn forwards them to the CIA in the U. S.

Efforts are still being made to locate the Soviet SIGINT {nstallations
A talkstive Soviet truck dziver who formerly had access to une of
the Soviet installations has been transferred back; to ‘the -Coviet Union,

80

. New miniaturized radios have now'been‘supplied to 8 agents of the CIA
There has been some - difficulty encountered in the operation of an
electronic ''dead drop" which involves the use of a static receiver in a
friendly Embassy in Havana, which picks up messages from an agent coming

Referring to newspaper reporis of exile raids and attempted raids on
‘Cuba, Mr, Fitzgerald -said that- there hdave been successful raids on sugar _
The reported executions of 7 "CIA agents” did:includé 3 who were

The Br{ tish

In any event,

‘these

Mr. McCone observed that 2 Soviet ships have left Cuba for Russia in_
the last few weeks, and 4 others are enroute to Cuba, so a further withdrawal
CIA does not know. whether the SAM'g have'j
.Castro has saild he will shéot down
KLrushchev Lold Drew: Pearson in Cairo that U, S. U- 2 flights over.
should rely on 1its 'satellite Tecon- .

S. to Khrushchev and .

We are in a difficult

Chairman Llifford asked about Cuban capabilities for: bringing down our
Mr. McCone said that they ‘have that capability.l
year ago CIA equipped its U-2's with ECM's, but there is a difference of view
‘within the military as to whether‘thia“ﬁill be effective; and, moreover,
JCS- do not want the ECM's to be ‘used over Cuba because this might compromise
(Mr. wcCone said that' the Secretary ‘of Defense i{s not much worried
Mr, ‘McCone expressed the belief that U. S.

He recclled that a

the

reaction would

.be violent 1f a u- 2 is shot down, ‘and plans are in readiness for such an

‘not be possible to ascertain

.f2 six months ago and found
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.centralizing research and development efforts in the audio field (For instance, : f'f
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Mr. Myers referred to the difficulties of effecting agent penetration
of North Vietnam and Laos. South Vietnamese locals are being trained for
infiltretion 'into North Vietnam at. the present time (Mr. Myers concludad
his briefing of the Board at. thiz point ) ’

Mr. McCone answered a question from Mr Murphy by saying that he feels
that the intelligence situation in: Saigoua is unsatisfactory. When Diem was
overthrown, the new regime vrolled up tha former agents of Nu who were operating
under CIA ‘supervision in a penetration of the Viet Cong. One of the problems
1s that U. S, military elements in South Vietnam are less interested in broader
national intelligence objectives: and are more interested in such data as ocder-
of-battle information; however, USHACV ia planning to drop 6-man ‘teams into
North Vietnanm. T

o

IR e

‘With regard to USIB consideration of increased intelligence coverage of
China, Mr, McCone referred to the"écheduling of satellite missions and to the
beginning effort in the field of clandestine agen; coverage, However, Mr, McCone
observed, China is a difficult intelligence targ. :. There appear Lo be few
chances for exploitati-— of dissensions among the Chicoms, even though the
econcmy 18 a shambles, and even though the military are not being supplied with
the equipment they have been expecting. At the same time,; the Chicoms seem to
be forging shead in an effort to éehieve missile_and nuclear capability,

: In answer to a questiOn by Mr. Pace, the DCI said that COMINT has proved
to be of great value in covering Chicom troop deployment, i.,e., traffic analysis
of Chicom communications has produced such information. -Mr., McCone agreed with
Mr. Murphy's comment that the absence of an ‘intelligence capability out of Taiwan
is a disappointment, particularly in view of the fact that large numbers of the
Chicom military force were once under the command of Chiang. Mr. McCone said
that during the last 6 months the Chinats have lost & dozen 6-man intelligence ’
teams sent into China, ‘ _ o , :

Turning o the recent discovery of audio penetration of the U. S. Embassy
in Mosccir, Mr. McCone noted that the Board had heard from Mr. Bannerman on this
subject earlier in the day. The DCI said that he was astounded as anyone else
at this development, because he had received the impression that technical sweeps
were made of the Emwbassy. <CIA feels’cnet there was an audio penetration c¢f our
communications. He said that the problem of fixing responsibility is still
being studied, and that as yet no one has gotten to the bottom of the matter, .
Dr. Land wondered whether there should not be an over-riding responsibility and
authority to deal with such problems, rather than leaving them to the individual
agencies to solve. Mr. McCone said that he is still studying that question but
18 not yet ready to make recommendations. He said that there is a need for

e v

.-

Mr. McCone pointed out that CIA had. developed a paint which could have prevented
the audio penetration in Moscow, but- CIA could ncot get it approved for use
becdause the color did not: appeal to some users) He said that State, Defense
and CIA have differing vJews on how to proceed in the audio field, and there are
several NSC directives which Mr,’ McCone wishes to sort out before he makes any
recommendations, CIA has found that security instructions were ignored by
officials and other personnel of some agencies, e.g., sensitive information was

dictated &nd was subject to audio intercept., In the DCI's opiunion, great damage
w88 done to the U. &, by the Soviet Technical penetration o the Fmbassy in

Mogcow,

| 'IDEALIS'I‘,'/C,ORONA /0XC ART
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Mr, Gray pointed out that assessments appearing in the June 1
prelimirary report of the USIB Security Committee differed from the DCI G
estimate that serious damage was done, Mr, McCone said that General Carter
and Mr. Bannerman of CIA think that the damage was very severe; but the
DCI added that he had not studied the USIB report inasmuch as he was out of the
country attending the Honolulu conference.

Chairmanl@hifford remarked that the Moscow incident indicates a dis-
regard for security on the part of the U, S., for example, the 1962 report of
the Soviet defector was not acted upon, Mri Clifford ‘thought the question is ‘
what can we as Americans do to bring attention to and correct this fouled-up
situation. Mr, McCone replied that in CIA there is an extremely competent
' group which is devoted to personunel and other security matters. The Dunlap
‘case study showed that CIA's personnel security program is particularly good.
Now there 1s a need for the State Department or some agency to be designated as
responsible for not only technical security sweeps but physical security matters
R as well. There must be an insistence on conformance with security safeguards,
R (Here Mr. McCone recalled that in Bangkok the U, S. Ambassador mentioned that
Lol he had sent his furniture out to be upholstered by local people; and when the
i DCI asked about the possibility of listening devices being planted: in the
L furniture, the Ambassador said that this had not occurred to him, Mr. Mclone
R : observed that in various parts of the world, CIA would be happy for an oppor-
b - tunity to take advantage cf a situation of that kind, for intelligence purposes.)

EHTE Chairxnan Clifford pointed‘tO'the'IOOBe'seCUrity attitude that prevailed
AR in the Moscow situation, e. 8., the cables were cut right away. The DCI thought
BT that the propar procedure was followed with regard to State and CIA consultation
T -/ to determine exploitation possibilities when the first micropnone was found -- .
leading to a decision that the Soviets had by then been alerted to the discovery, ‘ \
making exploitation infeasible. However, Mr. McCone though! that the cutting

of the coaxial cable was ‘nproper.“Mr. McCone - agreed with Mr, Clifford's
statement that there is a need to place responsibility on come appropriate agency
to ernsure that security precautions are foxlowed »

R e e T

Mr. Pace said that therﬁ is'arso a'need to ensure effective management
of research and development in the audio field., Mr, McCone replied that there
are jurisdictional problems; the Department of State has responsibility under
NSC directives; and Mr, McCone wants the. USIB to consider the matter, and
meanwhile he would defer makingvany.recommendations for now,

e bk

Chairman Clifford asked if Mr. McCoue would comment on the status of the
DCI's efforts to coordimate the total U, S. intelligence activity. Mr. McCone
sald that with regard to the Board's recent report on the National Reconnaissance
Program, he would have some alternative propnsals to make along the lines of a
different approach to the problem,. but he preferred to reserve this for a later
time. : (

O R T T P PO N T
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In another area of the cbordihétion effdrt,'Mr. McCone said that the
intelligence community is faced with the question of the continued availability
of certain overseas bases which are used for intelligence purposes -~ such as ~

intercept stations on Cyprus; bases in Pakistan;-and AFTAC sites at locations
around the world. In the USIB, an inventory of all overseas intelligence- °
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. Ambassador Lodge andGeneral Westmoreland. reported & deterioration of the

has "bottomed out'.
well deteriorate further and planning should be made on that basis.

An A-bomb attack would probably produce a strong Chicom reaction.

JE’

related bases is being made with a view to analyzing alternative courses ;

of actiOn 0pen to us 1f ve 1ose specific bases, classified and otherwise.
3

¢

In the aud*o field Mr. McCone said that the USIB will have souze
recowmendations to make, '

As for information processing;'the ICI referred to the SCIPS study which
was recently made in the USIB. He considered this study to be a good approach,
although it is difficult to apply a 'uniform program in all" intelligence agencies,
e.g., the State Department requires a coding system different from that which
might be used as a ‘central system in the intelligence community, So, Mr. McCone
is urging that the SCIPS s tudy be used by each agency as a model approach to
the problem.

. With reference to contacts with the President, Mr., McCone said that the
CYA sends a daily check list to the President but he does not necessarily wish
to read it every day. CIA also sends over special intelligence items and a
weekly check ligt which General Clifton hande to the President for reading.
Mr., McCone said that he sees the President frequently {including occasions when
others are present, e.g., at conferences on South Vietnam, Some {tems the DCI.
takes to the President directly, when they are ~f such critical or sensitive
nature that Mr, McCone does not want to handle them through routine chanrels.
The DCI said that he personally would prefer Oppoztunitiee for intelligence
briefings of the President with the Secretaries .of State and Defense present, -
in order that these offictals could expressi:any differing views to the President L
(for example, it 'is the Secretary of Defense's view that U-2 overflights of Cuba
arc not required, whéreas Mr., McCone says he feels that there 1s a need for them).

With regard to the situation in South Vietnam, Mr. McCone said.that this
had been discussed at the Honolulu meeting from which he had just returned,

situation. For one thing General Khahn has not gailned control of the people

as he claimed he would. Mr, McCone said that he dlffered from others at .the
Honolulu meeting who are of ithe opinion that the situation -in South Vietnam

To the contrary, Mr, McCone belleves that the situation muy
- He recalled
Ambagsador Lodge's comméent that South Vietnem is' not a country but a place where
a lot of discordant people 1ive.-" o ‘ L

Aa for Laos, Mr. McCone noted that the Pathet Lao had stopped its advance
after over-running the western part of the Plain de Jarres. Mr. McCone believes
that the Pathet Lao forces can take over the country 1f it wants to, without
the aid of the ‘North Vietnamese.

In Mr, McCone's opinion, a token air’ strike on North Vietnam would probably
not produce a military reaction from’ either Communist China oy North Vietnam.
If a strike were made by South' Vietnamese pilots accompanied by U. S. "{nstructors"
(project FARM GATE) more damage would be done and more reaction would result,
In any event,

the U. S, will have to guarantee to Khahn that we will ‘bail him ou: as necessary,
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';'St forces would have to be extenaively dep10yed to meet - any reattion, : '
and*the‘American people would have to be preparéed for the ‘situacfon, Mr. McCone Loy

feels- rhat U, S. public opinion could beat be prepared by the adopticn of a ‘f; R }ﬁ

Congressioral résolution, which would alao serve as a meaningful signal t0~ }‘*“
the Chinese.”' ‘ T : SV TR

In answer to Dr, Langer s question, Mr. McCone thought 1t unlikely that L L
Khahn 'would be unseated’ by a militar} coup in South Vietnam, although there are e
disgruntled factions for him to contend with : : ' '

et . .o - f -
A

- In answer to Mr. Murphy a'query, the DCI saw no immediate prospect fot Ta
South Vietnamese peretration of North Vietnam along the lines of the auccessful
penetrationa which have been made. Of:South Vietnam from the North, He aaid that
CIA “had. plana for such penetratjon, but they were taken over. by U; S. military
_forcea the firat of.this year," and,the military are now organizing such activity 1

, Mr. McCone made. reference to Lhe recently published book'”Bay of: Pigs” aa
“'being most damaging to the CIA. A most serious claim in the book s the ‘statement,
the invasion brigade was told by CIA to be . prepared to go ahead. with the invaaion
eéven {f President Kennedy should call it off, . Mr. McCone said that "heé had ‘Caused
: horddgh inquiry to be made of this allegation. including faterviews of ‘the

Cubana “Who'were supposed to have made the allegation, Mr. McCone said that the ;,LW
inquiry produced no evidence whatsoever that any Deputy DCI or other CIA official N
«ser issyed any such order, nor any CIA representative outside of Waahington, and
the_official ‘records do reflect the iasuance‘of any ‘guch instruction., At ”ost
the ;DCI's . inquiry turned up only an instance or two where 1d:the he't off .
cperation statements were made to the effect that the operation was ready and“
nothing could make it fail, : - ’ ‘

Mt McCone also referred to the. book ““Invisible Government', WHich“is
'about to be publishei and has been reviewed in Look Magazine. The book makes a
complete disclosure regarding the Radio Free ‘Europe program and other CIA
proprietariea; it identifies CIA- personnel whose names have never gppeared; 1n*
public-print before; and apecific reference is made to the Special NSC'5412/2.
Group by name and function, ' The authors came to see Mr. McCone last August
and he had ‘a luncheon meeting with them.. The authors said ‘that they were Jjust,
"‘atarting preparation of the book ‘Mr. McCone asked them:to.come-see; him‘again
and . to .8ubmit the manuscript for checking as to accuracy and seturiix,j‘-r hey: .
¢id not do 8o, CIA later obtained a manuscript copy from Random House covertly.
Mr, McCone tried to get the publishers t6 kill the book but was told that it
had already been pald for. Some 2000 copiea ‘have already been printed, and
the book 18 most damaglng to the Cla, Mr. McCone said, '

. Pollowing dinner at the Metropolitan Club, the Board meeting resumed.
Dr. Jerome Wiesner (and Spurgeon Keeny) who had just returned from a rcience
meeting in Moscow, gave the Board a preliminary report on Dr, Wiesner's review
of the reccntly -discovercd microphone penetration of .the U, S. Embassy, Moscow.’
Dr, Wiesner said that a surprising job had been done by the Soviets., Most of
the: microphonea found were still operable after 11 years, They were imbedded
in the walls 8 inchea deep, with wooden tubes extending out to the wall surface,
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The wires from the microphones ran-out: inside the exierior building walls"
" te avoid detection, During construction before the U, S, occupted the ~.-
building as an Embassy, “our’ ‘people gave ingtructions to the Soviets ss to
. where to run telephone ‘and electrical wiring to serve Zmbassy offices --

in cffect almost gilving the Soviets an advance. blueprint of the layout of o
Embassy officea. As a result of the Soviet technical installation “they: had o
access to the sounds of machines and conversations fn the ‘Embassy" up ‘to the  ’
time'that shielded rooms were inatalled ‘They had microphones in the Embassy
rooms where U, S. intercept operations were going on., The State Department's
resident security technician on the scene (Mr, Musser) is still surveying the
§ituation, including. the significante of the coaxial cables and grid- antenna
which have been uncovered in the walls of the Embassy. There 18 a8 yet no-
real evidence that the Soviets were able to pick up brush sparks from the U, S. v
cryptographic- machines, but they were:certainly able to.pick up acoustic signals-.
~(There was an operable microphone, right next to the printer location prior to
-installation of the shielded room.) The microwave signal which is known to °
‘have been beamed at the Embassy since 1957 may be a diversionary activity, or it
could be {lluminating passive devices, (The-/trouble 1is that Mr, Musser does )
not have the resources to determine the use to which the signal 1s being put.) R
An effort should he made to intercept the signal outside the Embassy building -
“in a line with the direction of the beam which is comiug from a Soviet- -guarded .
apartment building nearby., (For 'a Jong time now no activ‘ countermeasures’ have o by
been tried agalnst: ‘the signal, and the aititude seems to have been not to I
disturb it )y S ' o o ””“’ AR

o -

aroond the rooms where microphones were'. installed this would probably not have
uncovered the devices, - ‘ S : o . o~

( Dr Wiesner feels that Mr. Musser is an able man but doesn'c have the
~resources to help him do the. job, There is a need for trained people to use
~adequate detection devices, and experts to overgsee the job, There should be
ingstalled such equipment as a standard video alarm in Embassy rooms, and it !
should be possible to develop and use transistorized devices to det°ct radintion. S
(Mr. Musser stated his belief that there could be a duplicate of the ‘Soviet IR S
system as yet undiscovered.) Dr, Wiesner thinks that .the teletype machines are S
well protected in the electro-shielded rooms. But Mr. Musser needs help which ..
he seems reluctant to ask for because "hit-and-run" visits by various experts '
would hinder the efforts he 1s now trying to make6

e L R

Chairman Clifford aaked what measures Dr. Wiesner would take if he

/ were charged with responeibility for security of the Moscow Embassy. Dr. Wiesner ,
said that he would (1) complain to the Soviets about the microwave signal (2). ’ :_35
‘do a more thorough tearing down of a.room to see Lf other systems are present, o
and (3) scan the walls and floors with an uppropriate radiation device, e.g.; .
rndioactive cobalt taken in on the Ambaasador 8 plane -~ although you could not
be sure even then that an: eaveadrOpping system was not installed. He added
that there 18 a view that the acoustically shielded roocms should also be given

vnelectromagnetic shielding.- L I . .

\
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’;%§f'\§i consider taking in the direction of getting ‘complete security of the Embassy
'.)
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Mr, Clifford psked.whether a defenise could be devised, assuming that | ;
we are uneble'to&dkgzzgytﬁit concealed microphones remain in place. Dr. Wiesner
- gald that aside from the measures already mentioned, one could literally destroy |
1 or 2 rooms, i.e., take them apart thoroughly and rebuild them. It might also

be well to panel, or paint, the office wglls, starting with the offices of the
Ambassador, the Neputy Chief f Mission, and the military attaches =-- but you

could not be certain that this defense would be totally effective,

Dr. Wiesner sald that he and‘Hr. Keeny had visited the 2 intercept rooms
in the Embassy, and the operating personnel talked freely about what they were
doing, with no apparent fear that they" were being overheard by the Soviets.

! : Mr; Gray asked why the_Soviets would damage the Embassy switchboard and
leave it out of commission as reported in a dispatch just received from Ambassador
Kohler, Dr, Wiesner said one could speculate that this was done to salvage
something left behind in the switchboard or telephone system, He added that
the switchboard is ua the ground floor area of the Embassy which is guarded by
Soviet guards; and Messrs, Wiesner and Keeny and their wives found it easy to
‘walk through the ground floor area unchallenged, '(Dr. Wiesner and Mr. Keeny
were not told of the burglary entry and damage to the switchboard even though
they were in conversation with the Ambassador and other Embassy officials after
the incident occurred, They heard about it from their wives who had learned of o
the incident in conversations with Embessy personnel ) : '
f‘ Dr, Wiesner also questioned the security of the Embassy practice of sending
{ 80 many information coples of coded messages to other U. S, posts, He said that
jr) he xound.no.evidence.of.- particular.concern. on.the._ part of Embassy peraonnel with ;
{ / regard to the bugging development Mr, Musser on the other hand, was working :
' ‘around the clock, 'Dri Wiesner said that he had lunch with Ambassador ‘Thompson’
/// who said he felt that any Soviet intercept of his conversations in the Embassy,

~

and of his messages, would only have- served to confirm to the Soviets the
sympathetic attitude with which he looked upon_the problems faced by the Soviets,

2
$

Chairman Clifford, on behalf of the Board, asked Dr. Wiesner to give the
¢ .Y Board a brief memorandum suggesting steps which the U, S, Government should

. Mn Moscow, Dr. Wiesner said he would do so, but pointed out that his suggestions
gﬁ“;W vy would probably be .hose already proposéed and considered by others, but not acted
‘JP}\ on for various reasons including lack of funds, He said that Mr, Musser's
; r:§1,principa1 need is for more experts on the “cene,
(kf Dr. Wiesner and Mr, Keeny completed thelir visit with the Board and departedv

-at 9 00 P.m,

1

In executive session, Chairman Clifford emphasized the gravity of the
Moscow penetration development, and stated his intention to have a special
Board Panel study made, as soon as the USIB completes its appraisal and report
on the subject.. :

“With regard to. the Board's May 2 report to the President on the National

Reconnaissance. Program, Mr, Clifford said that when the DCI's comments are
freceived at. the White House, and =53 the White House asks for Board recommendations,

*%** ;' >
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{ the President will be informed of the Board's view that a Presidential "
Directive should be issued along: tha:lines already proposed, 'Mr, Pace = .
thought: that. the Chairman ehoul oceed 'in. that fashion without neccasarily
having to call another Board meetiug on the subject, = - D o

Lt

~ The Chairman'nqced~§é§r§vaf given téffﬁgﬁﬁﬁbﬁcéédAlétters he would

send to Defense, State, CIA and the DCI'requesting updated covérage of matters . .
‘ o:.the Board.on. their intelligence activities.

dealt with in their annual reports

L 'ffThélné#ff?éguiarly‘echgdu‘ed mee
‘and 7. TR T
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" THE WHITE HOUSE

WASHINGTON -

‘June 1, 196

MOPANDUM FOR THE BoAaD"f<_ﬁej o = ff'cugi_;:_wsza;m;

SUBJECT'iU__Audio Penetration of the U, S;TEmbeéaﬁifmoécoﬁﬁww

"RrFEREVCF-V?Board Agenda_ItemS{ggis, 6;‘12

e

L oince the last meeting of . the Board there have oeen o
~,7djscovered ‘41 microphones concealed in the’ walls of“oup' = o+
Fmbassy -in:Moscow, These have been located at otratcgicf

”‘ints’covering virtually all of* our key offices:inc ndidarg
= Oi -the Ambassador, Deputy Chief of" MiuoiOn - a7,

*DmbasSy conference and Lyping rooms, the’ office of the “Ar NS
Navy,_Air Force, Political, LEconomic, Agricultural Attachesnf

etc., 'In addition tc conventionai bugs Jeeply imbedded 1n. the
I walls of the Embassy, there also have been: discoyered threé,
coaxialscables and a large (3''x 9').antenna which.may,.Bey e,
() assoclated in some manner with the unusual signal which 1s™
s known to. hat  been targeted against key officeu in the

Inbassy for at least seven years.

NN

T N - .

. ;ﬁImmediately follow1ng tne discovery ‘of the first of the

541 microphones, the Chairman directed that appropriate inquiry

be initiated. 1In line. therewlth the Baker Panel was convened,

. and discussions were held with appropriate perconnel of the

. White House, the State and Defense Departments,,- th=a NSA, CIA,

”m,etc ;In:addition at the request 6f Mr, Bundy;- Dr. J=rome
“Wiesrer, former Science Advisor to the President, was briefed

"ubject preparatory to his making an,on,the scene review

o_this develOpment ? '
“on behalf of the Board relati
; 'Uwhich may have resulted to: our ‘encryp ion
a consequence of thése penetrativns. (A couple’bf weeks Arter
the Chairman initlated Board 1nquiries cencerning this matter,
the USIB began a review of the subject and at that time the
USIB was requested by Mr. Bundy to report the results of itus
findings and recommendations to the Board An~time for consider-
ation at thio mceting ) s : ,

o In keeping with the foregoing, the Board will be briefed
on the following. significantfaspects of ‘the subject (as
-reflected in the agenda)j
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Agenda 1tem 3: The writer will brief thc Board on the
detalls of these penetrations. Dr, Baker will brief the Board
~on,‘the technical judgments which have been made on the: uUbJCCu
by the Balker Panel. (See enclosed draft report prepared by
the Panel.) This Panel consists of “the Tollowing indjvidualo;

Dr. William O, Baker - Board Membher -

" Dr., Edward E, David - Director, Visual &. Aroustic Research,

T Bell Telephone: Laboratories
Dr, Andrew M, .Gleason— Department of.lMathema Lios
‘ ' ‘Harvard Univcrsiuy ’

Dr. Johh"w Tukey - Department. of Mathematics
8 S Princeton: ‘University
Mr. J. R Pierce - Research Staff

Bell Telepnonc Laboratorieg

Agenda item 5: Mr Robert Bannerman Chalrman of the
USIB Jecurity Tommittee, wlll brief the Board on the highlights
of the study which his Committee has made thus far with respect
to the general security implications of the audio penetrations
of the Emtassy 4n Moscow. (Hopefully, by Board meeting time,
we will be in possession of .a written USIB report on this w
subject as requested by Mr. Bundy.) Mr, G, Marvin Gentile,
Director of Security, Department of state will join'bho Boaro
ior Mr., Bannerman's presertatlon and wlll be. propared to reopond
to any questions which the members may have relative %5 the
internal operations of the State Department's security system,
(in Iron Curtain countries the State Department is primarily
responsible for the security 'sweeps"” and assoclated actions

- ‘which are taken 1n an effort to detect and counter hostile
:'penetrations which-may be attempted against offidtal U, S,

installations, personnel and classified information.in those

‘countries,)(See enclosed State memo to Coyne, dated 6—1 6U. )

Agenda item 6: General Blake, Director of NSA, 'and/or'
his Depuly, Dr, Tordella, will brlef the Board on thc technical

assessments thus far made- at NSA relative to the impact, 1f any; j7.

of these- penetrdtions on the cryptographic systems which are
employed by elemento of the State and Defenee Departments and
CIA in: the handling of classified communications between
Washington and our officilal insvallatJons in Iron Curtain
countries and elsewhere,

Agenda item 12: Dr, Jerome Wiesner will diséuss with the

Board™ any fIndings, concluslons and recommendations. which may

have resulted from his examination at the Moscow Embaosy of the
actions taken and contemplated with reupect to these very '
serious penetrations o : :
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FROM:

on. June 21,

This report stated the defector

“Mr. J. Patrick Coyne
Menmbayr, President's Foreign
 Intelligence Advisory Board

The White lHouse

,WashingCOn, D. C.

G. Marxvin Gen*ilo
Deputy Assistant Secaetary for

e

Mr. Maclyn Musser - Resident

. : .- Frankfurt
Blmer D. Kill - then Chie
' Technical

S Mr. Muuser, che now Resident Eugineer in Moscow, departed for Mosccw in
Tﬁfoctober of 1962 and’ was avare of this information prior to his‘arrival in
:“}mscow." S

‘or like that'.

:Engfhecf,5HbséHw“3”
‘Mr./ Edwin R. Hiller - Officer:

"his documcnt consists “of 2- pag
" Number 2 of 5 LOPiCS, Serics A

N ¥

By . B Lo LRV

vl L June b, 19640 TR v

Y beCULlLy e

In reply to your vcrbal roquest for information: conccrning the %vJune,
1962 €8€1/3/770,797 defector rapurt, the fol]ouing personsiuére appra
thié ‘contents of this report in addition to Hr John F aput
ant Sccretary for Security-

Rexll

in Charge of*the~ ™~

Test Centers *=oaty

£ of the Division oh' ‘ ‘
e erC e 8 v Do S . A ‘4

'The referenced document was received in the D;vxsion of- Technical Serviccs
. 1962, just prior to Mr. Hiller's departure for Frankfurt where, as
“Qfficer In Charge of the Frankfuvrt' Tast Center, he wasg responsible tor all of

‘th nosuow tecnnical inspections.

v

'saw repovts with the red stripes, o
connection with vhich waersg mentioned, he balieves, the room or office of the
dmbassador, the Counselor;
and ‘the dacha' are 'beyond question' bugged
Soviet citizens are pernitted, accesa, tut that somz rooms. in the Embassy might
not be covered.'

Source gtated that living quarters
as ave any Bmbassy rooms to which

Other than calling this memorandum tn the atténtion of pere

GROUP. 1"

dovryrading qnd

D&ﬁld 34*6?18% Page 24 «

. sonnel dlrectly involved ' in the techaical progranm, the reco ds of this Office
), indicate no specific action was taken by the Office of !

" tents of the report apparently were. considared only e e~ confirmation of con-
";victions hexd that such installations were indeed present.

djacurity since the con-

Since Mr. Reilly

Eiciuﬁed from autoﬁatio

. A . .
ﬁk Wﬁ
Qi‘-‘b "?: ¥




and M¥. Hill are no longer connoctéd'with this Office exact rédsornfng can not v
be supplied and only. surmised, Inquiry will b6 .made of Mpil{lTertand Mr. .
Musser to determine whether tney can furnish ‘turthey ‘pertineit .detatls’ concexrn- i
ing this nmatter. The: rosults of this inquiry will be tuxniaP d*to ‘you.sas soon as O
posnible - _ IR o

. . -

(S
) . [N

. Ce A . IS
' . A - L e e cos Ty e
- LI

o It should be noted that primary i Lerest ip Moscow ‘at. that tima ..... wes {n the L
reaolution of the nature of the microwave signals directed at tho west wall of e

o the Embaaay, as lictle vas agtually known prior to Mr Mussex s arrival of the L
'1*;exact charecteristics of the signal : .. : [

X
AT E S

thLlfGlICIing statcment'

”In rcsponse to Mr. Coyne's request we have revicwgd tho pcai ion
of the pipe embargo message as stated last Septembeyr in the light ' 9
of the discovery of microphones in the Amnrxcan Embn sy Moscow. | I

-

om chc basis of eva‘uations to date, we assum: the possibility
that the bulk of classified telegraphic information handled at
Moscow -between occupancy of the building in 1953 through 1952 nay
have been compromised. Classified telegraphic comaunications ex-
clusive of Iron Cuxtain'poats'would not have been affected., We
:'aasuma no penctration of cryptographic systems at Moscow since the
" installetion of the shielded enclosure in late 196 for the comnym- °

zications oparations.

'

:“The ‘microphone discovery does not altex our poaition with respect
0 Mr.,Khrushchev 8 allegation unless it 148 assuma that a telegzam
r‘oinatcd in Moscow prior to Docember 1962 is that in question.

che al]eged Celegram.
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| -f‘wmm. ;NTELLJGENGE:' AGENCY
R . o WA‘SH!NGTON ‘,..r‘). Lo

* . . \~ o ) . . . \ .
. OFFICE Qf DLPUTY DRECTOF\ Oc C.E""T‘?AL IN}’ELUU NCE“ '_

| 3 June 1664 o ,
. “;-' ‘
.~ The Honorable McGeorge }i‘mnuy
L 'ép,zCi’l Assistant to the President .
T . For N ﬁonm Security Aff fadrs R

The White House - ~ - ' )
Wash iﬂg Ot 1, C(, .

Y, Daar Mr, Dundy: o e )

Aé reqdecsted in your mem c)ramiuvr of 14 \flay, tho -

attached Praliminary Damage Assessmant of the Technical
. fxu;t‘vezlla-nca Penetration of the U. &, Embae 3V, ;-.éo BOOW,
13 tr«m mitf dhe mwith. ‘ - _ -

ez

' T‘xg Um*e\d \,,tate:s Intz1l} igence Eyoa. rd teday noted the . e
t.*acmad Security Commitiee report nd ar\proved the '
‘reco mcadaticnn az contained *'mrem,

x‘* 8 vou al 2O reg umteu‘,’ coples ¢f the attached repoxrt
have been furnished to the President’s Fzy Mpn m;e; igence . .

Advisory Board,

) g . ’ : . . ¥ PR b v L e N T . e, . . : N
4 . | e Y é'l . (“‘Ls»‘.i‘f‘:.m-‘kilj\‘ S}- ovd K2 o . ! N

v Marshall 5, Cartar
)  Ldieutenant Genaral, USA

Duopaty Director

Attachrment

v ¢
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. g Jfa 5 as fo wha hﬁr ei‘har the CIA or
slementa af the D@parbmen* of Defense should perform
Cany operationsl sudiosurvelllengs countermeasure roly
in U. 8, inaia‘la%¢0ﬁa b@h¢u6 thﬂ Iron Curtain,

Cacvﬂ\n tnﬂﬂ af U _¥o “@ign In elli 1§ctivitiwm

Id@nﬁificatimn of maja” probmams gwps and |
deficlencies ﬂneazntarﬁd by the DCI ir vrsse invelvin
the coordination of tha U, 5. Forsigr Lwlli&crce
effarﬁg “emedial aatiorﬁ;*aken op ©0 nb@mplataé

“Any other mattars'which uha mfi may wish to ralsge with
t}ém Beu“d : .




