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tion Act of 1996 (Gramm-Leach-Bliley Act), the Health Insurance Portability and Accounting
Act (HIPAA) of 1999, the USA PATRIOT Act of 2001, and legislation introduced in 2002 to
study the proper balance between privacy and security are just four examples of Congress assert-
ing itself on this issue.

(U) U.S. Legislation

(U) Although Gramm-Leach-Bliley concerns matters other than privacy, it does contain pro-
visions intended to provide a degree of customer protection with regard to personal financial data.
Privacy advocates argue that the statute does not go far enough. For instance, the law gives con-
sumers only an “opt-out” choice, which means that they must actually notify a company that they
do not want their data shared. Another requirement of the law is that a company must notify con-
sumers of its privacy policy, i.e., what data it collects, how it uses and with whom it shares the
information. Privacy policies, however, can be altered “overnight.” without a customer being
aware at the time.>

(U) For most people, the records likely considered most sensitive are those concerned with
their health. Reflecting widespread public anxiety in this regard, in 1996 Congress passed HIPAA
which called on the Department of Health and Human Services (HHS) to develop regulations for
the protection of privacy of personal health data, if Congress itself had not set standards by
August 1999. When Congress did not meet this deadline, HHS-issued regulations went into effect
in April 2001, with health organizations having until April 2003 to achieve full compliance.
These regulations embody certain basic principles which include: consumer control of informa-
tion, data use for health care purposes only, criminal sanctions for misuse or improper disclosure
of personal health information. and need to balance privacy and public health needs.¢

(U) Less than 2 months after 9/11, Congress passed the Uniting and Strengthening America
by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act, usually
referred to as the USA PATRIOT Act. Loaded with enhanced surveillance powers for the Gov-
ernment, the law also sets limits on how far authorities can go to prevent terrorism. Nevertheless.
there is no question that the scale tips in favor of giving the Government the power it wants to
thwart future acts of terrorism. Civil libertarians cite a number of provisions which they find trou-
blesome, including Section 216, which mandates “tracking” of certain telephone and Internet
information. Privacy advocates consider the Act’s distinction between “dialing, routing, address-
ing, and signaling information” on the one hand, and “content” on the other, as unclear, since
email messages consist of packets wherein the two categories are mixed. Section 216 prohibits
tracking of only the latter. Apart from privacy concerns, Internet Service Providers are expressing

concern about the costs of responding to a significantly higher number of requests for information
from law enforcement authorities, since the Act’s passage.

5. (U) Givens. Beth. “Eight Reasons to be Skeptical of a “Technology Fix" for Protecting Privacy.” Privacy
Rights Clearinghouse . 14 October 2000.

6. (U) Ledford. Jerri. “Ensuring Privacy and Security for Medical Systems.” Faulkner Information Systems,
February 2002.
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(U) Partly as a reaction to the significant increase in governmental surveillance powers and
associated emerging technologies which are being developed to exercise that authority, Senators
Charles Schumer and John Edwards pushed a bill in the summer of 2002 to set up a commission
to study the proper balance between privacy and security. The senators’ proposed legislation (not
passed as of the date of this paper) calls for an examination of technologies with the potential to
threaten privacy.

(U) International Privacy Protection

(U) In those countries around the world where privacy concerns appeared ascendant before 11
September 2001, that dominance has been tempered somewhat over the past year. The Parliament
of the European Union (EU) in May 2002 passed the Communications Data Protection Directive
over the strong objections of civil libertarians. By a substantial majority of 351 to 133, Parliament
passed the measure on the basis that for anti-terrorism purposes, the authorities must be able to
view customer data related to their email, fax, Internet and other transmissions. Under the legisla-
tion, telecommunication companies must, if directed, retain specific customer transmission data
for an indefinite period. At the same time, there are significant provisions in the directive safe-
guarding citizens’ privacy. For example, there will be an “opt-in” policy on unsolicited commer-
cial e-mail or spam. Also, mobile users must approve use of privacy sensitive location data, and
they will be able to block temporarily the processing of location data.”

(U) In October 2001, President Bush had asked the European Union to revise the directive, so
as to allow retention of telecommunications data for longer than the 1- or 2- month period
required for billing purposes, as called for in the draft. The directive--which in its final form
approved by the Parliament allows retention for an indefinite period-- must now be approved by
the 15 member states. The outcome is uncertain, because of cost concerns, as well as continuing
objections on the part of civil libertarians who remain active throughout the EU. In a June 2002
manifestation of this strength, the British Government set aside a proposal to extend police access
to telephone and Internet data, after privacy activists demurred. In addition. even already existing
UK national security legislation is being challenged on human rights and privacy grounds.

(U) Many in U.S. business and government circles in recent years had been unhappy with
aspects of the EU privacy approach. which entails establishment of data protection agencies, and
registration of data bases. # On the other hand, Europe’s 1990’s Privacy Directives are considered
by many here and abroad as a model for the rest of the world to copy, but their impact on U.S.
commercial interests has been troublesome, especially as the regulations relate to multinational
corporations conducting trans-Atlantic business. To ensure adherence to the EU regulations, the
U.S. Commerce Department drew up a Safe Harbor arrangement to work in conjunction with EU
directives.? This framework has made it possible for U.S. companies to continue doing business
with the EU while avoiding regulatory pitfalls in the privacy arena. Nevertheless. in a sign of con-

7. (U) “Proposal for a Directive of the European Parliament.” Commission of the EC, 30 May 2002.

8. (U) “Welcome to the Safe Harbor,” U.S. Department of Commerce, 2000.

9. (U) Carey. Alan. “Worldwide Information Security Services Forecast. 2001-2006," IDC’ Report #26899.
April 2002.
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(U) Technology Evolution

(U) Since the dawn of the Information Age, engineers have been seeking solutions to the inev-
itable vulnerabilities that appear as quickly as new technologies enhancing the utility and perfor-
mance of computers. As the Internet came of age and computer use mushroomed, users and non-
users alike became increasingly concerned about exploitation of security weaknesses and what
they viewed as inadequate protection for personal information. The faster and more powerful the
systems became, the greater the potential for both good and mischief. Likewise, the greater the
volume of personal information entering data bases, the stronger was the urge to benefit--for ethi-
cal or unethical purposes--from access to and use of the information. Concern about this gave rise
to a number of technologies designed to provide the security needed for the preservation of data
privacy. Some of these technologies are discussed below, as well as certain technologies that have
been the driving force for the emergence of some of these defenses. Anonymity will be high-
lighted since, like some of the technologies mentioned here, it is viewed by many as one of the
most important tools for providing privacy. Although not a technology itself. it has spawned a
multiplicity of protocols with varying degrees of effectiveness.

(U) Anonymity

(U/F0B®) As suggested in the Introduction, anonymity is not synonymous with privacy.
Since the earliest days of the Internet, however, anonymity has been widely considered a crucial
contributor to acquisition and maintenance of the privacy which most computer users desire.
Therefore, it needs to be discussed in this paper. As for NSA, it has deemed anonymity as an end
in itself. for without it, the Agency would not be able to carry out certain essential facets of its
mission. (See NSA Related Activities Section.)

(U) In a case not involving computer use. the right of a U.S. citizen to remain anonymous
when expressing religious or political views has been upheld by the Supreme Court, most recently
in the summer of 2002, 1®suggesting such activity online is likely constitutional. Individuals seek-
ing anonymity online--whatever the subject and wherever they are--may do so for either proper or
improper ends. They could be terrorists, or they could be law-abiding citizens who simply desire
to keep their identity a secret for a totally legitimate reason. In other societies which lack basic
freedoms, they may want to express views which are repugnant to their own government, but
acceptable in free societies. Whatever the purpose of the user, computer services and numerous
protocols exist to accommodate both the terrorist and the legitimate user. While they may not pro-
vide absolute anonymity, the effectiveness of some for purposes of the average person is gener-
ally adequate, though not riskfree.!” In fact, few-- if any-- are totally successful. Even the
respected SafeWeb anonymous-surfing technology was found to have flaws that permitted con-
cealed Internet addresses of a visitor and addresses of sites visited to be revealed through use of

16. (U) U.S. Supreme Court. Watchtower Bible & Tract Society v. Village of Stratton. 17 June 2002.

17. (U) Wright. Matthew and Adler, Micah et al. “An Analysis of the Degradation of Anonymous Proto-
cols.” Proceedings of the ISOC Network and Distributed System Security Symposium (NDSS 2002), Febru-
ary 2002.
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Java- Script. Meanwhile, as even newer technologies emerge, some of them (see Palladium
below) are seen as threats to the limited anonymity which is available, for example, through P2P
(Peer-to-Peer) computing.

(U) Remailers, which are designed to hide the origin of an email message, are one such ser-
vice. (See Appendix 1.) There are two general categories: pseudo-anonymous and truly anony-
mous. The pseudo- anonymous remailers are those that strip off the header information. but
whose operators still know the email address of the user. In the case of the truly anonymous
remailer (Cypherpunk and Mixmaster), the operator does not know the user’s identity. Remailer
operators who send email through the Mixmaster system claim that all identifying data will be
removed from the header, that the message will be encrypted, and that it will pass through several
Mixmaster remailers before arriving at the computer of the intended recipient. Not surprisingly,
this circuitous route usually entails a lengthier voyage for the email, typically half a day. Experts
recommend that anonymous mailers have 128-bit SSL (Secure Socket Layer--see below) encryp-
tion on their browsers, and also an HTTPS connection with SSL encryption. Another suggestion
of some security experts is that the connection with the remailer should be through a web proxy.

(U) Web proxies, used by anonymizers, are also helpful for hiding a surfer’s IP address and
for disabling cookies, messages sent by Web servers to a browser to keep track of user activity.
Anonymizing services (i.e., anonymizers) prevent Web sites from gathering information from vis-
itors, even concerning what sites they visit. By using a proxy, ideally only the IP address of the
proxy is visible to a visited web site, so a user appears to be originating from the proxy. In reality,
many proxy servers transfer client IP information, although not in the standard form. SOCKS-
protocol proxies, because they are non-caching, are held to be the best general-purpose proxies
and succeed in hiding client IP addresses. Anonymity layers established with the most effective
protocols can be further strengthened by selecting a proxy server in another country, especially
one where the user’s language is rarely spoken or where officials are unlikely to respond posi-
tively to a foreign request for logs.!® A number of other techniques are available to the average
user for enhancing online anonymity, but none to date has proven absolutely foolproof.

(U) In the summer of 2002, a new P2P protocol was to be unveiled by the hacker organization
Hacktivismo which purportedly will significantly upgrade anonymity capabilities. Called “Six/
Four” (named after the June 4, 1989 Tienanmen Square massacre), the protocol will reportedly
use the referenced P2P technology, along with virtual private networking and web proxies, to
achieve enhanced anonymity.!? As of the time of this study, peer review results assessing the new
protocol were not available to the author of this study.

(U) Among others in the academic world, a Georgetown University researcher is working to
improve anonymity for the Internet user. Clay Shields, a co-author of the anonymity protocol deg-
radation study cited above, is attempting to develop “a network in which users are guaranteed
anonymity unless they misbehave, at which point they will be able to be identified and held
accountable for their actions only by legitimate authorities.” 20

18. (U) Greene, Thomas C. “Do-it-yourself Internet Anonymity,” The Register. 1 July 2002.
19. (U) Harrison. Ann. “Peer-to-Peer Anonymization.” Nenwork World Peer-to-Peer Newsletter, 24 July
2002.
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(U) PKI

(U) PKI (Public Key Infrastructure) uses a widely disseminated public key, while the user has
sole knowledge of his secret or private key. The infrastructure offers two basic services: 1) certifi-
cation achieved through certificates issued by a trusted certification authority (CA) and 2) valida-
tion, which provides verification of a certification’s ongoing authenticity. 2! Through the use of a
digital signature, PKI also provides assurance of data integrity, 1.e., non-alteration of the data after
it leaves the sender. In addition, non-repudiation is made possible by a digital signature, which is
designed to make it difficult for a sender to deny signing or originating a document or transaction.

(U) In the mid-90s, the U.S. Government promoted the Clipper chip which contained a strong
encryption algorithm, but the technology was seen as a privacy threat because of its escrow fea-
ture. As a general rule, however, robust cryptography has been considered a major bulwark for
protection of privacy. For example, Public Key Cryptography, which came into use in the mid-
1970s for provision of essential security services, is considered by many as an invaluable asset in
the struggle for protection of privacy. It is heavily dependent on a functioning PKI for its success.
No longer primarily an “end product,” PKI is increasingly being integrated into applications. SSL
and IP security-based Virtual Private Networks (VIPs) are two examples of this phenomenon of
PKI integration. 22

(U) Cost and complexity, as well as other factors, have contributed to a slower enterprise
adoption of the technology than was anticipated a few years ago. The value of PKI is proportional
to the number of users who have it. Over the next few years, only a small minority of business-to-
business (B2B) and business-to-consumer (B2C) transactions will have the benefit of crypto-
based digital signatures, meaning repudiation will remain a possibility. As a result, businesses
have been cautioned to be wary about heavy investments in digital signatures. *> Some observers
believe that PKI vendors need e-commerce more than e-commerce needs PKI. 24

(U//FOD0] NSA, with responsibility since 1999 for oversight of the Defense Department’s
PKI use, has been encouraging its own personnel to obtain PKI certificates, if they do not already
have them. The Agency is confident that the certificates will provide both confidentiality and data
integrity, as well as prevent unauthorized access and spoofing. PKI is viewed as only one compo-
nent, though an important one, of its comprehensive Defense-in Depth program.

21. (U=ESH69 Cameron, William L. “Public Key Infrastructure. A Technology Forecast,” Office of
INFOSEC Research and Technology. August 1999.

22. (U) Wheatman. Vic. “Public Key Infrastructure 1 H02 Magic Quadrant.” Gartner Research Note. 14
February 2002.

23. (U)' Wheatman, Vic. “Questioning the Value of Digital Signatures,” Gartner Commentary, 17 June 2002
24. (U) Ellison, Carl and Schneier, Bruce. “Ten Risks of PKI: What You're Not Being Told about Public
Key Infrastructure.” Computer Security Journal, 1'olume X171, Number 1. 2000.
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(U) P2P protocols, mentioned in the earlier section on Anonymity, made possible widespread
anonymous swapping of music and even video files, which became a major source of consterna-
tion for the recording and movie industries. For example, several hundred thousand movies are
estimated to be downloaded illegally over the Internet each day. 2 Because of the entertainment
industry’s and others’ concerns. the Digital Millennium Copyright Act was passed by Congress in
1998 to criminalize the development and use of DRM circumvention tools. Other legislation is
currently being considered by Congress to strengthen the position of copyright holders. Sensing
Congressional support, the Motion Picture Association of America and AOL Time Warner have
been tracking down digital pirates and interfering with illegal downloading, and in some
instances, having their Internet service cut off. The music industry has also gone on the offensive
by substituting bogus files. such as recordings which repeat a single verse numerous times.

(U) Microsoft and others have tried to help out copyright holders by developing DRM tech-
nologies, but these have often been seen by civil libertarians as invasive of privacy rights. In
essence, DRM is intended to help content owners control use and distribution of their files, pri-
vacy advocates contend. They argue that a requirement for identity disclosure and information on
a user’s rights to the content, before access to the content is granted, constitutes a violation of pri-
vacy. ¥

(U) In June 2002, Microsoft announced its Palladium initiative which is its planned imple-
mentation of the Trusted Computing Platform Alliance architecture. (The alliance is a group of
about 180 companies, including IBM and Microsoft, which committed itself to producing an
industry specification for improvement of authenticity, privacy, and trustworthiness on the Inter-
net.) The following month, some details were revealed, which immediately increased already
existing privacy concerns on the part of civil libertarians, despite the claim by Microsoft that
greater, not reduced, personal privacy features are being designed into the technology.

(U) Critics demur, retorting that privacy will be diminished inasmuch as every typed character
can be traced back to the user. In a blow at anonymity, the technology will reportedly make it pos-
sible for originators and recipients of email, for example, to be identified without great difficulty.
What makes this possible are hardware and software features which will be part of a package
facilitating control of copyright material by holders. Detractors claim that placement of hardware
encryption keys on the computer motherboard lies at the heart of the system. thereby enabling
identification of that motherboard by any software application. It was Microsoft DRM research
that led to the development of this encryption technology. In a possible attempt to downplay its
DRM application, Microsoft has described Palladium, which will probably be released no earlier
than 2004, as only a “stepping stone” to DRM. 3!

(U) Some observers, however, fear that the stone can be turned into a weapon. They point to
Microsoft’s earlier (introduced in 1999) Passport System--with some features similar to Palla-

29. (U) “Consumer Benefits of Today's Digital Rights Management (DRM) Solutions: Hearings before the
Subcommittee on Courts. the Internet. and Intellectual Property of the Committee on the Judiciary. House of
Representatives. 107th Congress. Second Session. 5 June 2002, Serial No.72.”

30. (U) "Digital Rights Management and Privacy.” Electronic Privacy Information Center, 11 July 2002.
31. (U) Kearns. Dave. “I'm from Microsoft. and I'm Here to Help You.” Nenwork Iforld. 15 July 2002.
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dium--as well as the Liberty Alliance’s specification announced in July 2002, as examples of
products advertised as upgrading security and privacy, but not always fulfilling their promise.
These identity services. offering SSO (Single Sign-On) and digital wallet features, are a threat to
anonymity on the Internet, since users’ online activities can be tracked, according to privacy
advocates. But not all researchers agree that this dire outcome is a foregone conclusion. Some say
that as long as individuals can use “cyberaliases” to hide their true identities, privacy and ano-
nymity will survive Passport and the Liberty Alliance. 3> Nevertheless, Passport did not stand up
to the scrutiny of the Federal Trade Commission. which forced Microsoft in August 2002 to back
off from exaggerated assertions about security and privacy features afforded by Passport.

(U) As with Passport and the Liberty Alliance specification, Palladium and similar technolo-
gies will also have to be examined closely with respect to their privacy and other (e.g., antitrust)
implications. Forrester research analyst Laura Koetzle has perhaps raised the ultimately most per-
tinent question, even more so than the privacy issue. Will users activate Palladium, which will be
offered on an opt-in basis? “What’s in it for consumers?” she asks. It remains to be seen whether
Microsoft’s claims of enhanced system security will be persuasive to computer shoppers, or
whether they will agree with Koetzle who maintains that the technology makes sense for the com-
puter industry and other copyright holders, but probably not for the average user. %

(U) Virtual Private Network

(U) A Virtual Private Network (VPN), attractive to many enterprises because of clear cost
savings offered, uses the public telecommunication infrastructure for the creation of a private data
network. The automotive is just one example of an industry which has eschewed leased lines in
favor of VPNs for their extranets.

(UFOUOT [Psec, short for IP Security and developed by the IETF, has been widely used for
secure packet exchanges on VPNs. One high performing IP processor is the BCM5841,
announced by Broadcom in September 2002. It features Advanced Encryption Standard (AES)
support with 256-bit key processing. A VPN provides data encryption in advance of the data’s
transmission through the public network, and decryption when it reaches the intended recipient.
Privacy is achieved through a tunnelling protocol which encrypts both the data and the header.
Less secure than the tunnel mode is the transport mode which encrypts only the data portion, also
known as the payload.

(U) Over the past year or so, some businesses are looking into multiprotocol label switching
(MPLS) for their VPNs. Instead of IPsec encrypted tunnels, VPNs using MPLS services create
“label-switched paths,” which can pose security risks and even leave a VPN open to a denial-of-
service attack. On the other hand, IPsec VPNs do not necessarily afford significantly more secu-
rity and privacy than MPLS VPN, since the Internet-connected end points of an IPsec VPN are
open to attack. According to at least one expert, when an MPLS user has concern about the secu-
rity of its Internet-shared backbone. the firm should consider purchasing an IPsec overlay network

32. (U) Pescatore, John. “Identity Services Do Not End Privacy Online.” Gartner Commentary, 29 March
2002.

33.(U) Costal, Sam. “Microsoft Offers Palladium Details,” IDG News Service, 29 July 2002.
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secure wireless networks made possible, the vendor claims, by protocols which go well
beyond that of WEP encryption.

* (U) Also in September 2002, Bluesocket launched its Homeland Wireless Security Ini-
tiative (HWSI). Blue Socket. which already provides its Wireless Gateway products to
local, state and federal agencies (including the National Security Agency), is collaborating
with the IEEE and IETF to achieve interoperability, greater security, and universal appli-
cation by means of standards compliance. 3!

51. (U) “Bluesocket Launches 'Homeland Wireless Security Initiative',” InTernet ire, 9 September 2002.
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(U) NSA Related Activities

(UMFOBO) Since its establishment in 1952, NSA has periodically had to make major adjust-
ments in areas where aspects of privacy were involved. In the 70s, Congressional investigations
of abuses involving monitoring of the communications of U.S. citizens resulted in the passage of
the Foreign Intelligence Surveillance Act (FISA) and the implementation of executive orders and
directives, all of which were designed to ensure that the rights, including privacy, of U.S. persons
are respected. Since that time, the Agency has scrupulously avoided any activity which would
violate either the law or its own directives written to ensure compliance. Ironically, the Agency
has sometimes received criticism from users of its SIGINT product who believe that NSA has
gone beyond what the law requires and has been too zealous about privacy protection for U.S.
persons.

(UMPOBOY In the aftermath of 9/11, civil liberties groups have resisted a widening of govern-
mental surveillance powers, on the basis that such an expansion will jeopardize privacy rights and
that existing authority is adequate to protect against the terrorist threat. Technological advances
only exacerbate the controversy. As surveillance capabilities. such as the FBI’s DCS1000 system.,
create additional opportunities to thwart terrorist and other hostile threats, privacy concerns are
heightened. Although most expressions of concern are directed at the FBI, NSA is not spared. The
ongoing debate about the interpretation of changes to the provisions of FISA, found in the
PATRIOT Act. may also impact NSA. Congress and the public want protection from future ter-
rorist attacks, but insist that innocent individuals’ right to privacy be respected. With this in mind,
DIRNSA publicly broached the subject of legislative changes affecting NSA’s charter when he
appeared before the Joint Inquiry Committee on 17 October 2002,

(U/POE6)-Privacy issues also have implications for NSA in ways that are not directly related
to accomplishment of its mission as an organization. There are thousands of people employed by
the Agency who are faced with the same everyday threats to their privacy and anonymity as the
public at large. NSA employees, for example, sometimes use wireless devices, or are subject to
biometric examination or surveillance. Personal information transmitted over a WLAN, or bio-
metric data used in construction of a personal profile, could come into the possession of careless
or unethical individuals who have no regard for the privacy of others. In some instances, only the
individual employee would be harmed. Ifiit is a case of classified or otherwise sensitive NSA
information that has fallen into the wrong hands. however, NSA’s organizational “privacy” has
also been violated.

(U//POBO) Since its founding in 1952, NSA has struggled to maintain its anonymity and the
“privacy” of its information. When an individual, is determined to release NSA information to
parties with whom the Agency does not want it shared, there often is little that can be done to pre-
vent it from happening. In some instances, the violation has nothing to do with IT. The offender
may simply have received a briefing or heard a report passed by word of mouth, which he passes
onto an unauthorized individual. In other cases, easy access by cleared Intelligence Community
personnel to terminals providing a SIGINT product retrieval capability makes possible unautho-
rized release of NSA’s private information. Such a release also damages the Agency’s anonymity.
Unlike most organizations, which would want their successes known to the public, NSA will do
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(U) Appendix I

(U) EPIC Online Guide to Practical Privacy Tools (Updated
June 2002)

(U) Disclaimer: EPIC does not lobby for, consult, or advise companies, nor do we endorse
specific products or services. This list merely serves as a sampling of available privacy-enhancing
tools. If you have a suggestion for a tool that you believe should be included, or if you have com-
ments to share regarding one or more of the tools that are already listed, send e-mail to
info@epic.org. If you have questions about a tool on this page, visit the affiliated company or
individual's website for more information.

(U) Featured Tool: Privacy Analysis of your Internet Connection From Privacy.net, the con-
sumer information organization. Analyzes many different types of information that is collected

about you when you visit a Web site, such as whether cookies are accepted, what site you linked
to the page from. and the date and time as set on your computer.

(U) Snoop Proof Mail

lonl. Secure mail with encrypted attachments, digital signatures. etc.

CryptoHeaven (see also under “secure instant messaging”).

Ensuredmail. Easy-to-use encryption software that protects your email and attachments.
HushMail. Web-based secure email.

KeptPrivate. Web email client accessible over an SSL connection.

Mail2Web. Check your mail securely and privately on the road (or on your cellular phone).
Safe-email.net.

SafeMessage. Encrypted messages, delivery status, and automatic shredding.
SoftClan E-Cryptor.
Stealth Message. Web-based e-mail privacy with option to self-destruct.

Ziplip.com. A free e-mail service that will scramble, lock, and then shred email.

UNCLASSIFIED//FOR-OFHEHATHSE-0M Y
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Rewebber.
Surfprivately.

Silenter. Free anonymous surfing through a proxy.

(U) HTML Filters

AOTop. Stops unwanted ad banners and pop-ups with a configurable ad-obfuscating tool
for visual privacy protection.

Don't Panic. Prevent browser pop-ups, clear cache and cookies, and more.

InfoWorks Technology Combany offers products to get rid of pop-ups, erase history,
and others.

Internet Eraser.

Junkbuster (Windows/UNIX). The Internet Junkbuster Proxy blocks unwanted banner ads
and protects your privacy from cookies and other threats.

Orangatango's VirtualBrowser. Surf privately, kill pop-up ads, prevent spam, encrypt
surfing, filter content, and avoid online fraud.

PC Privacy Protection Program .

Personal Sentinel. Block third party cookies, remove privacy threats, filter unwanted content,
and block unwanted ads.

Proxomitron (Windows). Get the web-surfing experience that you want.

Smasher (Windows). Block cookies and pop-up windows, squash web bugs, and more.

Surfer Protection Program.

(U) Cookie Busters

Burnt Cookies (for Internet Explorer on Windows platform).
Cookie Cruncher (Windows).
Cookie Crusher (Windows).

Cookie Cutter 1.0 (for Netscape on Macintosh platform). Direct download.
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and online storage.

Imici. OpenSSL encrypted instant messaging.

IMpasse. Encrypts AIM, Yahoo! and MSN messages.

Project SCIM: Secure Cryptographic Instant Messaging. Runs on many different platforms.
PSST. Encrypted instant message software for Windows and Linux.

Secure Shuttle Transport. Encrypted instant messaging, FTP, text chat, voice chat, and
more.

Sonork. Set up and control your own Instant Messaging system.

(U) Web Encryption

Check the strength of the crypto in your browser.

Fortify (Windows 95/NT/UNIX). Upgrades weak international version of Netscape into
strong 128-bit version. Available worldwide.

(U) Telnet Encryption

F-Secure SSH. Secure Telnet for Mac/Windows/UNIX (Finland).
OpenSSH.
MacSSH (Macintosh PowerPC).

TTSSH (Windows).

(U) Disk Encryption

Encrypt your entire hard drive.
Cryptdisk (Mac).
SafeBoot (Windows).

Scramdisk.
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8e6 Technologies 7.0 8.6 0.1 230
Intrusion.com 12.8 8.2 0.1 -35.8
Rulespace 55 8.0 0.1 455
Aladdin Knowledge Systems 5.0 7.6 0.1 52.0
Sanctum 35 7.5 0.1 1143
Access 360 7.0 74 0.1 6.2

Vasco 6.0 74 0.1 23.0
Cybersafe 124 7.0 0.1 -43.7
NEC Corp. 6.6 7.0 0.1 4.9

Candle Corp. 6.0 6.7 0.1 11.9
Finjan Software Ltd. 6.0 6.5 0.1 8.3

Consul Risk Management 0.0 6.0 0.1 NA

Group Software 3.0 6.0 0.1 100.0
Recourse Technologies 4.0 6.0 0.1 50.0
Clearswift Corp. . 2.0 5.0 0.1 150.0
Cylink Corp. 7.6 5.0 0.1 -342
Entercept Security Technologies 2.0 5.0 0.1 150.1
nCircle 0.0 5.0 0.1 NA

Spyrus 0.0 5.0 0.1 NA

Sygate Technologies 2.0 5.0 0.1 150.0
Kyberpass 2.1 5.0 0.1 138.1
Hauri 2.7 4.2 0.1 55.9
Business Layers 2.0 4.0 0.1 100.0
netForensics 0.0 4.0 0.1 NA

RedCreek Communications 5.0 4.0 0.1 -20.0
Beta Systems Software AG 33 35 0.1 6.1

Protegrity 1.3 34 0.1 172.0
Marshall Software 1.8 31 0.1 72.6
BioNetrix 0.0 3.0 0.1 NA

Citadel Technology 20 3.0 0.1 50.0
Phaos Technology 22 29 0.0 318
V-One Corp. 2.2 25 0.0 15.2
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Korea Information Engineering Services 0.0 23 0.0 NA
Astaro 0.0 2.0 0.0 NA
Citrix Systems 1.2 1.6 0.0 353
Promia 0.0 1.3 0.0 NA
Proginet Corp. 1.0 1.2 0.0 243
Kavado 0.0 1.0 0.0 NA
Safewww 0.0 1.0 0.0 NA
NovaStor 0.8 0.9 0.0 225
Open Systems Management Ltd. 0.0 0.9 0.0 NA
Volera 0.0 0.5 0.0 NA
Tempest Software 0.0 0.3 0.0 NA
Steganos 0.0 0.5 0.0 NA
SuSE Linux AG 0.0 0.5 0.0 NA
Zixlt 0.0 0.4 0.0 NA
Macro 4 0.2 0.1 0.0 -52.8
Enlighten Software Solutions 1.6 0.1 0.0 -96.4
Sybase 1.4 0.0 0.0 -100.0
Subtotal 4.307.9 4.838.0 81.1 12.3
Other 750.6 1.128.7 18.9 50.4
Total 5.058.5 5.966.7 100.0 18.0
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