
" DEPARTMc~OF~~~~~k r 
,c.' ___ 

i'\,:,,'¥.rE· R't~i~'E~.poi"~~I~~r'b'6'1h'iOlJs-rnT.I\L-Sl- URITY MANUAL. 

CONTRACT SECURITY CLASSIFICATION SPECIFICATION APPL.Y TO AL.L SECURITY ASPECTS OF THIS Top 
EFFORT. THE FACILITY CL.EARANCE REOUIRED IS: Secret 

2. 3. CONTRACT NUMBER OR OTHER 4. 5. THIS SPECI FICA TlON IS: 
THIS SPECIFICATION IDENTIFICATION NUMBER DATE TO BE 

IS FOR: (Prime contract. muttt be .hown COMPL.ETED (See "NOTE" below. 11 Item b or c I. "X'd", 
lor all Bubcontract.) (Estimated) .. /80 enter date lor Item a) 

a. a. PRIME" CONTRACT NUMBER II. a. DATE 

X PRIME CONTRACT X 
ORI GIN AL. (Complete 
date In all cllse.) 

b. 5UBCONTRACT(Vse Item b. FIRST TIER SUBCONTRACT NO. b; b. RE VISED J RF. VISION DATE 

J 5 lor sub con t"" tin, 
(superttedea NO. 

beyond second tier) :Ve~~ft/:t~~n") 
c. REQUEST· FOR BID. c. IDENTIFICATION NUMBER c. DUE DATE c. DATE 

REQUEST FOR PROPOSAL. FINAL. 
OR REQ FOR QUOTATION 

6. Itl this II follow-on contract? eX1 Yes DNa. iI YES, complete the following: 

8. DNAOOl-78-C-0274 b. c. Accountability for classified material on preceding contract 

PRECEDING CONTRACT NUMBER DATE COMPL>ETED 

r --• __ 1& C! Is not, trliiln8rerr~d to this follow-on contract~ 

7a. Name. Address &. Zip Code or Prime Contractor • b. FSC Number c. Name. Address & Zip Code of Cognizant Security Offlc .. 

SRI International San Francisco, Defense Contract 
333 Ravenswood Ave Adrn;n;Ttryt;~n aervices Region 
Menlo Park. CA ~86, M~q,CO m Ra r , n arne. 

·8a. Name. Addre •• & Zip Code of F.irot Tier Subcontractor • b. FSC Nu;"ber c. Name, Addren &. Zip Code of Cognizant Security Of lice 

-

9a. Name, Addre •• &. Zip Code of Second Tier Subcontractor, or b. FSC Number c. Name, Address &. Zip Code of Cognizant Security Orrlce 

faCility a ... uciated with IFB. RFP OR RFQ .. 

.. When actual performance Is at a location other than that specified, Identify 8uch other l('cAhon 1n Item 15 . 

lOa. General idenllflcatlon of the Procwement for which this spec Iflc atlan "ppUe I b. DoDAAD Number of Procuring Activity 

S&T Intelligence Study/Analysis Identified In Item 16d. 

c. Are there additional security requirement. established in :lccordance with paragraph 1-114 or 1·115. ISR' o Yea [X] No. If YES, Identify the 

pertinenl cC"ntractual documents in Item 15. 

d. Ar~ any elements of this C'ontract outside the :n6pection 'f'eaponalbllit}' of the cognizant •• cwity of lice ? DYes LXI No. If YES, explain In 

Item 15 and Identify specific areas or elements. 

II. ACCESS REOUIREMENTS YES NO ACCESS REOUIREMENTS (Continued) YES NO 

a. Access to Classllied Information Only at other J. Acee .. to SENSITIVE COMPARTMENTED INFORMATION. X 
contractor/Governme-nl activitiea. X k. Acce .. to other Special Acce •• Proi!:ram information 

b. Receipt of cla.sifled documents or other mat .. rlal 
(Specify in Item 15). X 

for Tt'feoreoncf' r;.nh' (M{, Renerlltion). X I. Acce •• to U. S. cla.sllied Information outside the U. S. 
Panama Canal Zone, Puerto RiCO, U. S. Po •• e •• lons X 

c. Rec.dpt and generation of classified documents X and Trusl T .. rrItaries. 
or othf!'f material. 

m. Defenae Documentation Center or Defen.e informatlon 

d. Fabricslion/ModUlca1ion/Stora~~ of CIS8Slfi .. ·d hard .... are. X An.lYBis Center Ser"'lces may be requeated. X 
... Graphic artl!l s .. rvices only. X n. CI ... llied ADP proce.slng will be involved • X 
f. Ace .... to IPO Information. X 0, REMARKS: 

Iil· Acc .... to RESTRICTED DATA. X DOD DIR 5200.17 
h. Acce •• to ela •• llled COMSEC information, X 
I. Cryplo~raphlc Acc .... Authorization required. X DOD DIR 5200.1 R 
12. ReI .. r all questions pertaining to contract securit)' claSSification specillcatian to the offlclal named below (NORMALLY. thtu ACO (Item 16e); 

EMERGENCY. direct with wrillen record 01 Inquiry and respon.e 10 ACO) (thru prime contractor lor subcontract.). 

a. The classification guidance contained In this specification and atlachm .. nts referenced herein i. complete and adequate. 

b. Typed neme, title and signature of program/project manager or other c. Activity nam~ addreas, Zip Code, telephone number and of lice symbol 

I I Defense Intelligence Agency 
Deputy Directorate for Scientific and ATTN: DT-1A SG1 
6~~hniCai Inff"igencliol Washinaton 9 D.C. 20301 

fense ntf'· iOf>ncf> !f'ncv I L A 
NOTE: Ori,inal Specification (llem 5a) Is authorll)' lor contraelon to mark e1as81i ea n onna on. evlltea ana~ons (Items 5b and c) are 

authorlly lor contractors 10 temark the te,raded cla"Bltled Informallon. Such actlono by contraclora shall be I.ken In accordance with the provlsiona 
01 the IndustrIal SecurU,· Menu .. l. 

DO 1 ~~~~B 254 EDITION OF 1 APR 71 IS OBSOL.ETE. ALSO REPL.ACES 00 FORM 2S4c WHICH IS OBSOL.ETE 

SG1J 
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The Black Vault
The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world.  The research efforts here are
responsible for the declassification of hundreds of thousands of pages

released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com

This document is made available through the declassification efforts 
and research of John Greenewald, Jr., creator of: 

http://www.theblackvault.com


. , . Appl]?~ea r-or -;'WU31\J~/.u~ • ""t'-"ur'~o-uu IOO"UU I ,",UUU,",UUU.:J-') 
.'3a. In{omallon perlain,"& to cral.lfi .. d contracl. or project •• even though luch inrormation Is considered unclassified. ahall not be releaBed (or public 

di .... minatlon eacept .B provided by the Industrial Security Manual (para/lraph 50 and Appendix IX). 

b. Propo.eo public r .. le ....... hall be submitted (or approval prior to release r-J Direct CJ Through (5peclfy): 

Public Release of SCI is not Authorized. 
to the Directorate For Fr .... dom of Informallon and Security R .. view. Orfice of th .. A.BIBtsnt Secretary of D .. fense (Public AlIa/rs) 0 for r .. vlew in 
accordanc .. with paragraph 50 of the Indu.trlal Security Manual. . 

• In Ih .. CBse ~f non-DoD User Allendes, see foo/note ·PBraf/rEJph 50 Industrlar Securltv M,,':;ulJl. 

14. Security Cla •• ification Specifications for thl. solicitation/contract are Id .. nUfied b.low ("X" Bpplicable b01«r,,) Bnd Bupply at/achments as requlrBd). 
Any narrativ .. or classification guid .. Cs) furnished shall be annotated or have Information appended to clearly and precluly identify each element of 
information which requires. classiClcatlon. When a cla88lf1catlon &ulde h utllized. that portion of the gulde(s) pertaining to the speclflc contractual 
efCort ma~' be extracted and furnished the contractor. When a tot .. l gulde(s) II utilized ... ach individual portion of the gulde(s) whh:h pertain. to th .. 
contractual effort shall be clearly Identifl .. d In Item 14b. The following Information must be provided for ~ach ilem of clasdfied information identified 
in 8n extract or a:uide: 
(1) Cat"Eory of classification. (II) Dote or event for declassification or review f~r declas.lf!catlofi. and (III) Th .. date or rvent for downgradinE 
(If applicable). 

The official named in Item 12b. i. responslbl .. for furnishing I'h .... contractor copies of all guides and chan&". thereto that ar .. made a part of this 
specification. Cla .. Hied Information may be allached or furnished under separale cover. 

o a. A ("omplet .. d narrative is (I) 0 attached. or (2) [X] transmltt .. d under separate cover and mad .. a part o( this specification. 

~ b. The following classification guide(.) is made a part of this Ipecificalion and I. (1) 0 attached. or (2) 0 transmilled under separate 
cover. (Lisl /luldes under Item 15 or In an attachment. by Ill1e, reference number and-dale). 

Cj c. Service-type contract/subcontract. (Specify Instrucl/ons In accordance wllh ISR/lSM. liS "Ppropr/ate.). 

o d. "X" only If this Is a linal specllicatlon and Item 6 is a "NO" answer. In r~sponle to th~ contractor'. requ .. st dated _______ _ 

ret .. ntlon of the identlCi .. cI classified material. 1s authorlz .. d for a period of _________ ___ 

0 ... Annual review of this DO form 254 is required. If "X'd", provide dat .. auch review Is due: 

IS. Remark. (Whenever possible, IIluBlrale proper classlCicatlon, declassification, and If applicable, down/lradin/l instructions). 
a. This contract. requires access to SCI. The Defense Intelligence Agency has exclusive 
security responsibility for such information released to the contractor or developed 
under this contract. DIAM 50-5 provides the necessary guidenace for physical, personnel 
and tjjfviil.att~n security measures and is a part of the security specifications for this 

. contract. DCASR is relieved of responsibility for all SCI material or information 

, .. 
, .. 

released to the contractor under this contract. 
employees of the Contractor or sUbcontractor(s) are not author:~~~ ... ~e.d .. ~ .. 
information resulting from or use in the performance of this t~ 

b. Foreign national 
access to classified 
¢ontract. ;--=~ ... 

in writing no later than five (5) days af~~ ~ 
information regarding the individuals assi~~f~'~~~-~~~~ 

c. The 
receipt 
to work 

Contractor shall notify the COTR 
of the Contract of the following 
on this contract. 

(1) Name 
(2) Date and Place of Birth 
(3) Social Security Number 

(SEE CONTINUATION SHEET) 

IS&. Contract Security Cla .. lflcation Specification. for Subcontracts i.suing from thl. contract will be approv"d by the orflc .. named In Item 16" below, or 
by th" prime contractor. a. authoriz .. d. This Contract Security Cla •• lfication Specification .. nd attachments referenced herein are approved by the U •• r 
A,ency Contracting Ofncer or his Repre.entativ .. nam .. d In Item 16b below. 

REQUIRED DISTRIBUTION: 

a Prime Contractor (Item 7_) 

G[] COEnizant Security Office (Ilem 7c) 

KJ Administrative eontraclin& Offlc~ (Item J6e) 

DO Quality A •• uranee Repre.entallve 

o Subcontractor (Item all) 

[XJ Co&nizant Security Office (Item ac) 

o ProlTam/Projeet Manager (Ilem J2b) 

o u. S. Activity Re.ponslble ror Overaea. Security Administration 

ADDITIONAL DISTRIBUTION: 

o 

o 

b. Typed name and title of .pprovln& official 

c. SllInat ure 

d. Approvlnll official's activity addre •• and Zip Code 

e. Name. addre •• and Zip Code of Admlnlstratlv .. Contraclin& Office 
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DO Form 254 (Continued) 

(4) Certification of clearance investigation and clearance, 
date clearance granted, and name of agency granting clearance. 

c. Final classification of the information generated under this 
Oontract is the responsibility of OIAi(OT-1A), Information generated 
under this Contract is subject to the guidelines contained in 000 
Regulation 5200.1R, dated Z'November 1978, which implements EO 12065 
which became effective~l December 1978. Technical reports classified 
as hi gh as TOP SECRET SI/SAO wi 11 be provi ded the Contractor by DIA 
and other 000 activities, and other 000 contractors for use in 
connection with this £ontract.· These reports may be retained for the 
duration of this ~ontract unless no longer needed. Upon termination of 
this C'ontract, the. reports shall be returned to the sender (if required) 
or destroyed in accordance with current security regulations. If these 
documents ~re to be retained beyond the ending date of this tontract. 
written justification must be forwarded to and authorization given by 
the eontracting Officer. 

e. All copies of final documents generated by the Contractor 
under thi s eontract wi 11 be transmitted to DIA (DT -lA) for 
dissemination to the Grill Flame Committee. No other distribution 
is authori zed. 

f. Use of the ARFCOS system is required, 
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