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134. Information pertwining to claseifled contrects or projects, even though such information {8 cunsidered unclassified, shall ol be released (or pulitic
disgemination except os provided by the Industrial Securlly Manuel (paragrapl 30 and Appendic 1X),

1. Proposed pubtic relenoes shall be submitted for approval prior to relesae | ] Direct L) Through (Spacity):
Public Release is not authorized

to the Directorste For Freedum of Information and Security Review, Office of the Asslutunt Secretury of Defense (Public Alfwira) * for raview In
accordance with paragraph So of the Industrial Security Msnual.

¢ In the caae of non-Dal) Usar Agencies, soe faolnote, paragraph 3o, Industrial Security Manual,

14, Secwrity Clasgiflcation Specifications for this scilcitarion/contract are identified Lelow (X’ applicable hax(es) and supply attachmenis a3 reguired),
Any narrative or ¢lassification gulde(s) furnished shal! be annotated or have Infortnation appendrd 1o cledrly und precisely iduntify ¢ach efement of
informaution which requires a cleasllication. When a classification guide is utilired, thot portion «f the guide(s) pectaining 10 the apecific coptractual
effort may be extracted and fumished the contractor. When s total guide(s) ls utifized , tuch Individual portion of the guidi=(e) which pertaing tu the
cantraciual effort shall Le ciearly identiMed in ftem 14b, The following informetion must be provided for rach item of cleaselfied information idenifled
n an extrect or guide:

(1) Category of classlfication. (11) Dote or event for declasaification or raview [or declasnification, and (I1{) The date cr svent for downgrading
(1! applicebie),

The officinl namad In Itam 125, iw reaponsible for furnishing the contractor coples of all guides and chunges thereto that are mnde a past of this
specification. Tlaaslfisd Information mey be attached or furnlshed under separnte cover,

[ e A completed narrative in (1) 7] sttached, or (2) [X] transmitted under peparate cover and made » part of thia specification.
b The tullowing claunification guice(a) 15 miade o part of this specification and i3 (1) EJ wttuched, or (2) {X] trunamlited under sopacate
cavar, (Lia! gubdes under Item 15 or in an atiachment by title, reference number snd dnte),
[:] . Hervice-lvpe contravt/subcontract. (Spoecify inatfructions In accordence with [SR/15M, as sppropriate.),
[C3a. X' only H thin is a {insl epecilication and [tem 6 in & “NO'’ anawer. In rexponse to the contractor's request duted

L R S —

reteation of the fdentlfied cianslifled material i authorlzed {or w period of

{:__'_'] . Annusl review of this DD Form 259 1g required. [f "*X'd’?, provide date auch review is due:

15, Remarks (Blensver poasible, iflusicats propeor clanallication, declaaaification, and if npplicable, downgmdmﬂ in , rm—
a. Ref 14a and b: Annex A (Special Security Requirements Forﬁﬁ~5801al Orientation

Techniques") to DD From 254, dated
b. All contractor personnel to be granted access to. classified information released
or generated under this contract must be U.S. citizens granted a final security
clearance by the government prior to being given access.

c. Unclassified information released or generated under this contract shall be
restricted in its dissemination to contractor and government personnel involved in
the contract. Release in open source literature or exhibition of such information
is .prohibited.

Ce. Recipients of information under this contract may not release information to
subcontractors without the permission of the contracting agency. y 2

d. Final classification of the information generated under this contract is the!
responsibility of the contracting agency. Information generated under this contract
is subject to the guidelines contained in DoD Regulation 5200.1R, dated 2 November
1978, which implements EQ 2386 which became effective 1 ADGLST 1982.

e. All copies of final documents generated by the contractor under this contract
vill be transmitted to the contracting agency for dissemination to authorized
recipients.

164 Contlract Secuthy Clasalfication Specifications tor Subcontracts iasuing from this contract will be upprmrd by the Ciice nnmrd in llem ithe below, or
by the prime contructor, % authorlred. This Contraucl Secuwrity Clussification Specilication und attachients referenced herein are approved by the User
Agency Contracting Officet or his Repreaentative nemed in ftem 1oh below

REQUIKED DISTRIBUTJION: t. Typed name nrd (Illr of npr-ruv!n. u"lcul

‘.___x_) Prime Contractor (ftem Ta)
Cognizant Secwity Office (Trem 7¢)

] Administrative Cuntracting Offlce (Item I6e) ¢ Sigrature
m Quulity Assurancze Representative
| l Suhcontrucier {frem &a)

f:] Cognizant Socurity Offlce (Jram &c) Jd Approving ollicint's ;:'I.I-vl-(y wddress wnd Zip Code
{7 Program/Project Manager (1iom 12b)

:":] 1. §. Activity Reuponsible for Overseas Securily Adminiatration

ol i i -

ADDITIGNAL DISTRIBUTION: Name, nidvess nnd /m & nl‘f ul Admlulurluva Contrw ting Off1c»

[ DCASMA San Francisco
m 1250 Bayhill Drive

- San Bruno, CA 94066
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This document is made available through the declassification efforts
and research of John Greenewald, Jr., creator of:

The@BIaCioVatlt

The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world. The research efforts here are
responsible for the declassification of hundreds of thousands of pages
released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com
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DEPARTMENT OF DEFENSE I, THE REQUIREMENTS OF THE OOD iNDUSTRIAL SECURITY MANUAL

\ APPLY TO ALL SECURITY ASPECTS OF THIS
COMTRACT SECURITY CLASSIFICATION SPECIFICATION EFFORT. THE FACILITY CLEARANCE ReQuireD 1s: SECRET

3. CONTRACT NUMBER OR OTHER X i8. ) - o
THIS SPECIFICATION IDENTIFICATION NUMBER DATE 7O BE oo o .T”',f’ SPECIRICATION ISt s
18 FOR: (Prime conteacta muat bs ahown COMPLETED (Swa "NOTE™ hetow. If ltwm b or ¢ ta V" X'd*?,
P for ali eubconiracta) (Eatimated) alno entes date for lem a)
o ‘ FF(T#T{EEJ?&XCT NUMB G R . L3 TATE
PRIME COMNTRACT [ DMGINAL (Complete
X = L 30 Sepn 83 X | dato in wil canes)
b, SUBCONTRACT (Iae ltam |P. FIAST TIER SUBCONTRACT RO, b, ™ (F;“V"lrtig AEVISION [pATE
13 for subcortracting ﬂ”ﬁyli wedae NO.,
beyond secand tier) . X -Plu’lcnﬁana
{ . NEQUEST FOR 810, vy IDENTIFICATION NUMBER c. DUE DATE o DATE
MEQUEST FOR PROPOSAL Final
Om REQ FOR QUDTATION

6. 1s this a follow-on contract? [ | Yes [X]MNo. U YES, complete the following:
T e b, . Accountabillty for claxsiflied materist on praceding contract
PRECEDING CONTRACT NUMBER DATE COMPLETED
T3 [T] 1s aot, transferred to thiy follow-on contract.
7s. Meme, Addresn & Z!p Code of Prime Contractor * b)FﬂC Number bd‘l]&gﬁR Agldrens & Lip Code of Cognizent Bacurity Office
; = Cos’ Angel :
SRI International ngeles, ATTN: Directorate

333 Ravenswood Ave of Industrial Security, 11099 LaCieng
Menlo Park, CA 94025 L Blvd, Los Angleles, CA 90045

e

8s. Name, Address & Ztp Code of First Tler Subcontractor ® b. ¥8C Numbar ¢, Mame, Addreas & Zip Code of Cognlzant Security Offtce

N{A

$u. Nume, Address & Zip Code of Sevond Tier Subcontractor, or b, F3C Number c, Hunte, Addresas & Zip Code of Cognizant Securlty Office
fucility ssnucinted with IFB, RFP OR RFQ *

N/A

% When aclual performance la kt s lucatlon vther then that specified, fdentify such ather location in Jtem 5.

10a} General identiflcation of the Procurement for which this specification ppplles

ntelligency Study/Analysis

identifled {n Item 164,

B DB RAL Tumber of Procuring Actlvity |

Penama Canal Zone, Puerto Rico, U. 8. Passsssiona X

¢, Receipt and gereration of cleeslfied documenta sand Trust Tercltories,

KK

©. Are there additlonsl security roquirements established in accardance with paragraph 1-114 or 1113, 18R? [ ] Yen [T Ne. If YES, identify tha
pertinant contractusl documents in frem 1% B

d. Are any tlements of thig contract oulside the !nspection responsibility of the cognizant accurity oflice? [7) yeq {TINo. 1f YES, explaln In
tam 15 sad identily specifin ntens or slements.

i, ACCESS NEO_U'HF'M!N TS r‘l ES }_NC‘ ACCESS REQUIREMERTS (Continusd) YES NOv1
a. Acceas to Claseifiad Information Only &t other X }_}__A_-S:‘C_I"__Y_(*__SFNR:‘HTI’E COMPAET"ENTED XNEOR“AT“’N- oo
tontractor/Government ‘nlv‘“”_'_../ - f i k. Accens to other Special Accese Program information X

(Specify !n tem 18},
. Recsipt of classilied documente or other material e v v
for relerenre nnly (rnu genaration). 1. Acc 1o U. §. clusnifled Information ouieide the u. 8.

of other material. e e . ceod W Defense Documentation Center or Defanse Information 1
d. Fabricetlon/Medification/Storege of clannifled hredware o x Analysts Canter Services may be requeated. X
e. Graphic arts servicas only. - I . ___.‘;4,____ _;x ne Classified A?;P-prcct ssing will be tavolved, )(—'1
{. Accegs to [PO inforeation. T o T Y Ac.“;l;:MARKS: - -
€. Accaas to RESTRICTED DATA. B x -
h. Access to claseified COMSEC Information, ’ T x
}:_. Cryp!ogruphlv;‘r‘«cctln Aulhu;llutlon reguired, b x )
12, Refer all guestions pertaining to contract ascurity clussification specificatlon to the offlcial nemad below [NORMALLY, theu ACQ (itam 160):
EMERGENCY, direct with weitien record of Ingulry and reasponess to ACO) (thru prime contracius for aubcontracta),
[ #, The classification guidance Lontnlnnd {n this speciflc hm : . j

'Typud naeme, title and signature of pruqr-m/nm]eu munngrr or other Activity name, addiesn, Zip Code, tel-phone number and office rymbol
deaignated afficial

-

NOLE: Original Specification (ltem Say Is suthority {or contractors to mark claaslfied information. Keviaed and Minul Speciticaiions (Itema $b and c) are
authorlty for contractors to raniack the rograded clasaliisd lilormation. Such sctiona by contractory shall be taken In sccordance with the provisions
of the Industrial Security Manuaf.,
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